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Exam A

QUESTION 1
Refer to the exhibit.

RouterA# show ip route

Codes: C - connected, S - static, B - RIF, M - mobile, B - BGP
D - EIGRF, EX - EIGREP external, O - O5PF, LA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSFF external type 1, E2 - OSPF external type 2
i-I5-15, su - I5-1S summary, L1 - IS-IS level-1, L2 - I5-15 level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is 0.0.0.0 to network 0.0.0.0

172.16.0.0/24 is subnetted, 1 subnets

C 172.16.1.0 is directly connected, Ethernet0/1
10.0.0.0/30 is subnetted, 1 subnets

C 10.255.255.200 1s directly connected, SerialQ/0

5% 0.0.0.0/0 is directly connected, Serial0/0

RouterAf

The output is from a router in a large enterprise. From the output, determine the role of the router.

A Core router.

The HQ Internet gateway router.
The WAN router at the central site.
Remote stub router at a remote site.

Cow>»

Correct Answer: D
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:

QUESTION 2
To what type of port would a cable with a DB-60 connector attach?
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Serial port
Console port
Ethernet port
Fibre optic port

Cow>»

Correct Answer: A
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:

QUESTION 3

A VCEPlus

A network administrator is connecting PC hosts A and B directly through their Ethernet interfaces as shown in the graphic. Ping attempts between the

hosts are unsuccessful. What can be done to provide connectivity between the hosts? (Choose two.)

straight-through
cahle

B

IP address:192.1.1.20 IP address: 192.1.1.201
Subnet mask: 255.255.255.240 Subnet maslc: 255.255.255.240

The subnet masks should be set to 255.255.255.192
A default gateway needs to be set on each host.

mmoow>»

The subnet masks should be set to 255.255.255.0
Correct Answer: AF

Section: Operation of IP Data Networks
Explanation

Explanation/Reference:

A crossover cable should be used in place of the straight-through cable.
A rollover cable should be used in place of the straight-through cable.

The hosts must be reconfigured to use private IP addresses for direct connections of this type.
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QUESTION 4
Refer to the exhibit.

i

e= —

End-user
Workstation

]

- _]".- ’ !
@ oo e ,1._1Frame Relay /'
= 7§

Network Administrator
connected to console port

A. 1 - Ethernet Crossover cable

2 - Ethernet straight-through cable
3 - Fiber Optic cable
4 - Rollover cable

. 1 - Ethernet straight-through cable
2 - Ethernet straight-through cable
3 - Serial cable

4 - Rollover cable

. 1 - Ethernet rollover cable

2 - Ethernet crossover cable
3 - Serial cable
4 - Null-modem cable

. 1 - Ethernet straight-through cable
2 - Ethernet Crossover cable

3 - Serial cable

4 - Rollover cable

. 1 - Ethernet straight-through cable
2 - Ethernet Crossover cable

3 - Serial cable

4 - Ethernet Straight-through cable

Correct Answer: B

What kind of cable should be used to make each connection that is identified by the numbers shown?
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Section: Operation of IP Data Networks
Explanation

Explanation/Reference:

QUESTION 5
Which of the following are types of flow control? (Choose three.)

buffering

cut-through
windowing

congestion avoidance
load balancing

moow?>

Correct Answer: ACD
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:

Explanation/Reference:

http://www.info-it.net/cisco/ccna/exam-tips/flow-control.php During Transfer of data, a high speed computer is generating data traffic a lot faster than the
network device can handle in transferring to destination, so single gateway or destination device cannot handle much amount of traffic that is called
"Congestion".

Buffering

The Technie is used to control the data transfer when we have congestion, when a network device receive a data it stores in memory section and then
transfer to next destination this process called "Buffering".

Windowing Whereas Windowing is used for flow control by the Transport layer. Say the sender device is sending segments and the receiver device can
accommodate only a fixed number of segments before it can accept more, the two devices negotiate the window size during the connection setup.

This is done so that the sending device doesn’t overflow the receiving device’s buffer. Also the receiving device can send a single acknowledgement for
the segments it has received instead of sending an acknowledgement after every segment received. Also, this window size is dynamic meaning, the
devices can negotiate and change the window size in the middle of a session. So if initially the window size is three and the receiving device thinks that it
can accept more number of segments in its buffer it can negotiate with the sending device and it increase it to say 5 for example.

Windowing is used only by TCP since UDP doesn't use or allow flow control.

QUESTION 6
Which two options will help to solve the problem of a network that is suffering a broadcast storm? (Choose two.)

A. abridge
B. arouter
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C. ahub
D. a Layer 3 switch
E. an access point

Correct Answer: BD
Section: LAN Switching Technologies
Explanation

Explanation/Reference:

Explanation:

Routers and layer 3 switches will not propagate broadcast traffic beyond the local segment, so the use of these devices is the best method for
eliminating broadcast storms.

QUESTION 7
A switch receives a frame on one of its ports. There is no entry in the MAC address table for the destination MAC address. What will the switch do with
the frame?

drop the frame

forward it out of all ports except the one that received it
forward it out of all ports

store it until it learns the correct port

Cow>

Correct Answer: B
Section: LAN Switching Technologies
Explanation

Explanation/Reference:

Explanation:

Understanding this concept is prime for understanding that when switch receives the data frame from the host not having the MAC address already in
the MAC table, it will add the MAC address to the source port on the MAC address table and sends the data frame. If the switch already has the MAC
address in it's table for the destination, it will forward the frame directly to the destination port. If it was not already in it's MAC table, then they frame
would have been flooded out all ports except for the port that it came from.

QUESTION 8
Which address type does a switch use to make selective forwarding decisions?

Source IP address

Destination IP address

Source and destination IP address
Source MAC address

Cow>
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E. Destination MAC address

Correct Answer: E
Section: LAN Switching Technologies
Explanation

Explanation/Reference:
Explanation:

A VCEPlus

Switches analyze the destination MAC to make its forwarding decision since it is a layer 2 device. Routers use the destination IP address to make

forwarding decisions.

QUESTION 9
Refer to the exhibit.

MAC Address Tahle

Fa0/1 0000.00bh.hbbb
Fa0/2 0000.00cc.cccc

fa0/1
DA

0000.00bb.bbbb

0000.00cc.ccecc

fal0.0

@

0000.00aa.aaaa

| ETHERNET FRAME
y P 7 0000.00aa.aaaa
Destination MAC Source MAC Data

The MAC address table is shown in its entirety. The Ethernet frame that is shown arrives at the switch.
What two operations will the switch perform when it receives this frame? (Choose two.)

A. The switch will not forward a frame with this destination MAC address.
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The MAC address of 0000.00aa.aaaa will be added to the MAC Address Table.
The MAC address of ffff ffff.ffff will be added to the MAC address table.

The frame will be forwarded out all active switch ports except for port fa0/0.
The frame will be forwarded out fa0/0 and fa0/1 only.

The frame will be forwarded out all the ports on the switch.

nmoow

Correct Answer: BD
Section: LAN Switching Technologies
Explanation

Explanation/Reference:

Explanation:

If the switch already has the MAC address in its table for the destination, it will forward the frame directly to the destination port. If it was not already in its
MAC table, then they frame would have been flooded out all ports except for the port that it came from.

QUESTION 10
What does a host on an Ethernet network do when it is creating a frame and it does not have the destination address?

Drops the frame

Sends out a Layer 3 broadcast message

Sends a message to the router requesting the address
Sends out an ARP request with the destination IP address

Cow>

Correct Answer: D
Section: LAN Switching Technologies
Explanation

Explanation/Reference:

Explanation:

In this case, it will send out an ARP request for MAC address of the destination IP (assuming it doesn't already have it in its table) and then address it to
the destination's MAC address.

QUESTION 11
A switch has 48 ports and 4 VLANs. How many collision and broadcast domains exist on the switch (collision, broadcast)?

4,48
48, 4
48,1
1,48
4,1

moow>»
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Correct Answer: B

Section: LAN Switching Technologies

Explanation

Explanation/Reference:
Explanation:

A switch uses a separate collision domain for each port, and each VLAN is a separate broadcast domain.

QUESTION 12
Refer to the exhibit.

router

router

switches

g

o

—
-
2

All devices attached to the network are shown. How many collision domains are present in this network?

moowp»
O o wN

Correct Answer: E

A VCEPlus
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Section: LAN Switching Technologies
Explanation

Explanation/Reference:

Explanation:

A switch uses a separate collision domain for each port so there are a total of 9 for each device shown. In addition to this, the switch to switch
connections (3) are a separate collision domain. Finally, we add the switch to router connections (2) and the router to router connection (1) for a total of
15.

*verified answer

QUESTION 13
Refer to the exhibit.

MAC Address Tahle

Fali1 0000.00bh.hhbh
Fal:2 0000.00cc.ccce

e ——k.

fal/1 fal/0
B 5 @

fal 2 fal/3
0000.00bh.bbhbb 0000.00aa.aaaa

cli [o]

0000.00cc.coce 0000.00dd. dddd

| ETHERNET FRAME
y 0000.00dd.dddd 0000.002a.2aaa y
Destination MAC Source MAC Data

The ports that are shown are the only active ports on the switch. The MAC address table is shown in its entirety. The Ethernet frame that is shown
arrives at the switch.

What two operations will the switch perform when it receives this frame? (Choose two.)
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The MAC address of 0000.00aa.aaaa will be added to the MAC address table.
The MAC address of 0000.00dd.dddd will be added to the MAC address table.
The frame will be forwarded out port fa0/3 only.

The frame will be forwarded out fa0/1, fa0/2, and fa0/3.

The frame will be forwarded out all the active ports.

moow»

Correct Answer: AD
Section: LAN Switching Technologies
Explanation

Explanation/Reference:

Explanation/Reference:

If the switch already has the MAC address in its table for the destination, it will forward the frame directly to the destination port. If it was not already in its
MAC table, then they frame would have been flooded out all ports except for the port that it came from. It will also add the MAC address of the source
device to its MAC address table

QUESTION 14
How many simultaneous Telnet sessions does a Cisco router support by default?

nmmoow»
o UhwWN R

Correct Answer: E
Section: LAN Switching Technologies
Explanation

Explanation/Reference:

QUESTION 15
Refer to the exhibit.
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This itemn contains several questions that you must answer, You can view these
guestions by clicking on the corresponding button to the left. Changing questions
can be accomplished by clicking the numbers o the left of each guestion. In

. order to complete the questions, you will need to refer to the Exhibit.

To gain access to the Exhibit, click on the Exhibit button at the bottom ofthe
screen. When you have finished viewing the Exhibit, you can retum to your
guestions by clicking on the Questions hutton to the left

| Each of the windows can be minimized by clicking on the [-]. You can also
reposition a window by dragaing it by the title bar,

|
| ==}
| Refer to the Exhibit. As the first step in verifying a local host configuration, a network
technician issues the ipconfig /all command on a computer. Use the results ofthe
. command to answer the five questions shown on the Questions tab.
i
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Connection—specific DNS + * cisco.com ;
Pescription . . . . . : IntelCR> FRO-1888 MT Hobhile

: EA-8D-69-FD-FB-34

PHCT i L, e
fiutoconf i Enahle e 22 i
IP Address. . . T = i : 36.227
$ubnet Mask . . . :
Pefault Gateway .
MHCP Server .

PNS Servers . . .

Bas &

@@ F F W

Frimary WINS Saprver . . 18,5 e /

fecondary WINSServer . - = = 2 1B.69.235.228

LeaseObtamed. . . . . . . «» » : Monday, June 11, 2887 7:26:-
Lease Express - = = = = - « « « & Ihrsday,. June 14, 2087 %:2

Ethernet adapter Local frea Connection:

Nediza State « =« « o & = « =« +» = Lahle Disconnected
Descreiption . . - . . . « « «» * Cizco Systenz Wirelezs LAN Adapter

Physical Addeess. . . -« +» * BA-BE-9B-48-B6-2A

What two things can the technician determine by successfully pinging from this computer to the IP address 172.16.236.1? (Choose two)

The network card on the computer is functioning correctly.

The default static route on the gateway router is correctly configured.

The correct default gateway IP address is configured on the computer.

The device with the IP address 172.16.236.1 is reachable over the network.
The default gateway at 172.16.236.1 is able to forward packets to the internet.

moow?>

Correct Answer: AD
Section: LAN Switching Technologies
Explanation

Explanation/Reference:
Explanation/Reference:
The source and destination addresses are on the same network therefore, a default gateway is not necessary for communication between these two

addresses.
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QUESTION 16
What is the purpose of flow control?

To ensure data is retransmitted if an acknowledgement is not received.

To reassemble segments in the correct order at the destination device.

To provide a means for the receiver to govern the amount of data sent by the sender.
To regulate the size of each segment.

Cow>»

Correct Answer: C
Section: LAN Switching Technologies
Explanation

Explanation/Reference:

Explanation/Reference:

http://whatis.techtarget.com/definition/flow-control Flow control is the management of data flow between computers or devices or between nodes in a
network so that the data can be handled at an efficient pace. Too much data arriving before a device can handle it causes data overflow, meaning the
data is either lost or must be retransmitted. For serial data transmission locally or in a network, the Xon/Xoff protocol can be used. For modem
connections, either Xon/Xoff or CTS/RTS (Clear to Send/Ready to Send) commands can be used to control data flow.

In a network, flow control can also be applied by refusing additional device connections until the flow of traffic has subsided.

QUESTION 17
Refer to the exhibit.

hubi Routerd hub2

How many collision domains are shown?

A. one
B. two
C. three
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D. four
E. six
F. twelve

Correct Answer: B
Section: LAN Switching Technologies
Explanation

Explanation/Reference:
Explanation/Reference:
Hubs create single collision and broadcast domains.

QUESTION 18
Which IP addresses are valid for hosts belonging to the 10.1.160.0/20 subnet? (Choose three.)

10.1.168.0
10.1.176.1
10.1.174.255
10.1.160.255
10.1.160.0
10.1.175.255

mmoow>»

Correct Answer: ACD
Section: IP addressing (IPv4 / IPv6)
Explanation

Explanation/Reference:

Explanation/Reference:

All IP address in IP ranges between: 10.1.160.1 and 10.1.175.254 are valid as shown below Address: 10.1.160.0 00001010.00000001.1010
0000.00000000 Netmask: 255.255.240.0 =20 11111111.11111111.1111 0000.00000000 Wildcard: 0.0.15.255 00000000.00000000.0000
1111.11111111

Which implies that:
Network: 10.1.160.0/20 00001010.00000001.1010 0000.00000000 HostMin: 10.1.160.1 00001010.00000001.1010 0000.00000001 HostMax:
10.1.175.254 00001010.00000001.1010 1111.11111110 Broadcast: 10.1.175.255 00001010.00000001.1010 1111.11111111

QUESTION 19
Given an IP address of 192.168.1.42 255.255.255.248, what is the subnet address?
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192.168.1.8/29

192.168.1.32/27
192.168.1.40/29
192.168.1.16/28
192.168.1.48/29

moow»

Correct Answer: C
Section: IP addressing (IPv4 / IPv6)
Explanation

Explanation/Reference:

Explanation/Reference:

248 mask uses 5 bits (1111 1000)

.42 IP in binary is (0010 1010)

The base subnet therefore is the lowest binary value that can be written without changing the output of an AND operation of the subnet mask and IP...
1111 1000 AND

0010 1010 equals

0010 1000 - which is .40

/24 is standard class C mask.

Adding the 5 bits from the .248 mask gives /29

QUESTION 20
Refer to the exhibit.

30 hosts 40 hosts 50 hosts

The enterprise has decided to use the network address 172.16.0.0. The network administrator needs to design a classful addressing scheme to
accommodate the three subnets, with 30, 40, and 50 hosts, as shown. What subnet mask would accommodate this network?

A. 255.255.255.192
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255.255.255.224
255.255.255.240
255.255.255.248
255.255.255.252

Correct Answer: A
Section: IP addressing (IPv4 / IPv6)
Explanation

Explanation/Reference:
Explanation:

A VCEPlus

Subnet mask A i.e. 255.255.255.192 with CIDR of /26 which means 64 hosts per subnet which are sufficient to accommodate even the largest subnet of

50 hosts.

Net Bits| Subnet Mask |Total-Address Per Subnet
/20 |255.255.240.0 |4096
/21 |255.255.248.0 (2048
f22 |255.255.252.0 (1024
/23 |255.255.254.0 (512
f24 |255.255.255.0 |256
/25 |255.255.255.128 |128
f26 |255.255.255.192 (64
f27 |255.255.255.224 (32
/28 |255.255.255.240 |16
/29 |255.255.255.248 (8
/30 |255.255.255.252 |4
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QUESTION 21
Which two statements describe the IP address 10.16.3.65/23? (Choose two.)

The subnet address is 10.16.3.0 255.255.254.0.

The lowest host address in the subnet is 10.16.2.1 255.255.254.0.
The last valid host address in the subnet is 10.16.2.254 255.255.254.0
The broadcast address of the subnet is 10.16.3.255 255.255.254.0.
The network is not subnetted.

moow?>

Correct Answer: BD
Section: IP addressing (IPv4 / IPv6)
Explanation

Explanation/Reference:

Explanation/Reference:

The mask 255.255.254.0 (/23) used with a Class A address means that there are 15 subnet bits and 9 host bits. The block size in the third octet is 2
(256 - 254). So this makes the subnets in 0, 2, 4, 6, etc., all the way to 254. The host 10.16.3.65 is in the 2.0 subnet. The next subnet is 4.0, so the
broadcast address for the 2.0 subnet is 3.255. The valid host addresses are 2.1 through 3.254

QUESTION 22
Given a Class C IP address subnetted with a /30 subnet mask, how many valid host IP addresses are available on each of the subnets?

252
254

nmoow»
® BN R

Correct Answer: B
Section: IP addressing (IPv4 / IPv6)
Explanation

Explanation/Reference:

Explanation/Reference:

/30 CIDR corresponds to mask 55.255.255.252 whose binary is 11111100 which means 6 subnet bits and 2 host bits which means 62 subnets and 2
hosts per subnet.

QUESTION 23
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Which one of the following IP addresses is the last valid host in the subnet using mask 255.255.255.2247

192.168.2.63
192.168.2.62
192.168.2.61
192.168.2.60
192.168.2.32

moow?>

Correct Answer: B
Section: IP addressing (IPv4 / IPv6)
Explanation

Explanation/Reference:
Explanation/Reference:
With the 224 there are 8 networks with increments of 32 One of these is 32 33 62 63 where 63 is broadcast so 62 is last valid host out of given choices.

QUESTION 24
What is the subnet address of 172.16.159.159/22?

172.16.0.0
172.16.128.0
172.16.156.0
172.16.159.0
172.16.159.128
172.16.192.0

mmoow2>

Correct Answer: C
Section: IP addressing (IPv4 / IPv6)
Explanation

Explanation/Reference:

Explanation/Reference:

Converting to binary format it comes t0 11111111.11111111.11111100.00000000 or 255.255.252.0 Starting with 172.16.0.0 and having increment of 4
we get.

QUESTION 25
What is the subnet address for the IP address 172.19.20.23/28?

A. 172.19.20.0
B. 172.19.20.15

www.vceplus.com - Download A+ VCE (latest) free Open VCE Exams - VCE to PDF Converter - VCE Exam Simulator - VCE Online - IT Certifications



A VCEPlus

C. 172.19.20.16
D. 172.19.20.20
E. 172.19.20.32

Correct Answer: C
Section: IP addressing (IPv4 / IPv6)
Explanation

Explanation/Reference:
Explanation/Reference:
Using same logic as in question 8 we get this answer

QUESTION 26
An administrator is working with the 192.168.4.0 network, which has been subnetted with a /26 mask. Which two addresses can be assigned to hosts
within the same subnet? (Choose two.)

192.168.4.61
192.168.4.63
192.168.4.67
192.168.4.125
192.168.4.128
192.168.4.132

mmoow>»

Correct Answer: CD
Section: IP addressing (IPv4 / IPv6)
Explanation

Explanation/Reference:
Only the values of host with 67 and 125 fall within the range of /26 CIDR subnet mask, all others lie beyond it.

QUESTION 27
Refer to the exhibit.
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30 hosts

50 hosts

The internetwork is using subnets of the address 192.168.1.0 with a subnet mask of 255.255.255.224. The routing protocol in use is RIP version 1.
Which address could be assigned to the FastEthernet interface on RouterA?

192.168.1.31
192.168.1.64
192.168.1.127
192.168.1.190
192.168.1.192

moow?>

Correct Answer: D
Section: IP addressing (IPv4 / IPv6)
Explanation

Explanation/Reference:
Explanation/Reference:
Subnet mask 255.255.255.224 with CIDR of /27 which results in 32 hosts per.

192.168.1.31 is the broadcast address for sunbet '0’ 192.168.1.64 is the network address for subnet '2’
192.168.1.127 is the broadcast address for subnet '3’ 192.168.1.192 is the network address for subnet '6’
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QUESTION 28
What is the network address for the host with IP address 192.168.23.61/287

A.
B.
C.
D.
E.

192.168.23.0

192.168.23.32
192.168.23.48
192.168.23.56
192.168.23.60

Correct Answer: C
Section: IP addressing (IPv4 / IPv6)
Explanation

Explanation/Reference:

Explanation/Reference:

Convert bit-length prefix to quad-dotted decimal representation, then from it find the number of bits used for subnetting you can find previously
calculated number of subnets by separating subnets each having value of last bit used for subnet masking Find that your IP address is in which subnet,
that subnet's first address is network address and last address is broadcast address.

Based on above steps the answer is option C

QUESTION 29
Which option is a valid IPv6 address?

A. 2001:0000:130F::099a::12a
B. 2002:7654:A1AD:61:81AF:CCC1
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C. FECO:ABCD:WXYZ:0067::2A4
D. 2004:1:25A4:886F::1

Correct Answer: D
Section: IP addressing (IPv4 / IPv6)
Explanation

Explanation/Reference:

Explanation/Reference:

http://www.ipv6.com/articles/general/IPv6-Addressing.htm IPv6 Address Notation

IPv6 addresses are denoted by eight groups of hexadecimal quartets separated by colons in between them.
Following is an example of a valid IPv6 address: 2001:cdba:0000:0000:0000:0000:3257:9652 Any four-digit group of zeroes within an IPv6 address may
be reduced to a single zero or altogether omitted.

Therefore, the following IPv6 addresses are similar and equally valid:
2001:cdba:0000:0000:0000:0000:3257:9652

2001:cdba:0:0:0:0:3257:9652

2001:cdba::3257:9652

The URL for the above address will be of the form:

http://[2001:cdba:0000:0000:0000:0000:3257:9652]/

QUESTION 30
Which two statements describe characteristics of IPv6 unicast addressing? (Choose two.)

Global addresses start with 2000::/3.

Link-local addresses start with FE00:/12.

Link-local addresses start with FF00::/10.

There is only one loopback address and it is ::1.

If a global address is assigned to an interface, then that is the only allowable address for the interface.

moow>»

Correct Answer: AD
Section: IP addressing (IPv4 / IPv6)
Explanation

Explanation/Reference:
Explanation:
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Address Value Description

These are assigned by the LANA and used on public networks. They are equivalent
Global 2000::/3 to IPv4 global (sometimes called public) addresses_ |5Ps summarize these to

. provide scalability in the Internet.

. Reserved addresses are used for specific types of anycast as well as for future use.

Reserved (range) .

Currently about 1/256th of the IPvE address space is reserved.

Like IPvd, IPvE supports private addressing, which is used by devices that don't
Private FEB0::/10 need to access a public network. The first two digits are FE, and the third digit can

range from & to F.

Like the 127.0.0.1 address in IPv4, 0:0:0:0:0:0:0:1, or ::1, is wsed for local testing
Loopback 21 functions; unlike IPv4, which dedicates a complete A class block of addresses for

local testing, only one is used in IPv6.

0.0.0.0in IPvd means “unknown” address. In IPvB, this is represented by
Unspecified 0:0:0:0:0:0:0:0, or --, and is typically wsed in the source address field of the packet

when an interface doesn't have an address and is trying to acquire one dynamically.

QUESTION 31

Which statement is true?

Cow>

Correct Answer: D

Section: IP addressing (IPv4 / IPv6)

An IPv6 address is 64 bits long and is represented as hexadecimal characters.
An IPv6 address is 32 bits long and is represented as decimal digits.

An IPv6 address is 128 bits long and is represented as decimal digits.

An IPv6 address is 128 bits long and is represented as hexadecimal characters.

A VCEPlus
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Explanation

Explanation/Reference:
Explanation/Reference:
http://www.cisco.com/en/US/technologies/tk648/tk872/technologies_white_paper0900aecd8026 003d.pdf

One of the key advantages IPv6 brings is the exponentially larger address space. The following will outline the basic address architecture of IPv6.
128-bit-long addresses

Represented in hexadecimal format:

Uses CIDR principles: prefix/prefix length

XIXXXX:X:X:X, where X is a 16-bit hex field

The last 64 bits are used for the interface 1D

QUESTION 32
If an Ethernet port on a router was assigned an IP address of 172.16.112.1/20, what is the maximum number of hosts allowed on this subnet?

1024
2046
4094
4096
8190

moow?>

Correct Answer: C
Section: IP addressing (IPv4 / IPv6)
Explanation

Explanation/Reference:

Explanation/Reference:

Each octet represents eight bits. The bits, in turn, represent (from left to right): 128, 64, 32,16, 8,4, 2, 1

Add them up and you get 255. Add one for the all zeros option, and the total is 256. Now take away one of these for the network address (all zeros) and
another for the broadcast address (all ones). Each octet represents 254 possible hosts. Or 254 possible networks. Unless you have subnet zero set on
your network gear, in which case you could conceivably have 255. The CIDR addressing format (/20) tells us that 20 bits are used for the network
portion, so the maximum number of networks are 220 minus one if you have subnet zero enabled, or minus 2 if not.

You asked about the number of hosts. That will be 32 minus the number of network bits, minus two. So calculate it as (2(32-20))-2, or (2/12)-2 = 4094

QUESTION 33
Which statements are TRUE regarding Internet Protocol version 6 (IPv6) addresses? (Choose three.)

A. An IPv6 address is divided into eight 16-bit groups.
B. A double colon (::) can only be used once in a single IPv6 address.
C. IPv6 addresses are 196 bits in length.
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D. Leading zeros cannot be omitted in an IPv6 address.
E. Groups with a value of 0 can be represented with a single 0 in IPv6 address.

Correct Answer: ABE
Section: IP addressing (IPv4 / IPv6)
Explanation

Explanation/Reference:

Explanation/Reference:

IPv6 addresses are divided into eight 16-bit groups, a double colon (::) can only be used once in an IPv6 address, and groups with a value of 0 can be
represented with a single 0 in an IPv6 address.

The following statements are also true regarding IPv6 address:

IPv6 addresses are 128 bits in length.

Eight 16-bit groups are divided by a colon (:).

Multiple groups of 16-bit Os can be represented with double colon (::).

Double colons (::) represent only 0s.

Leading zeros can be omitted in an IPv6 address.

The option stating that IPv6 addresses are 196 bits in length is incorrect. IPv6 addresses are 128 bits in length.

The option stating that leading zeros cannot be omitted in an IPv6 address is incorrect. Leading zeros can be omitted in an IPv6 address.

QUESTION 34
Which of the following IP addresses are valid Class B host addresses if a default Class B mask is in use? (Choose two.)

10.6.8.35
133.6.5.4
192.168.5.9
127.0.0.1
190.6.5.4
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Correct Answer: BE
Section: IP addressing (IPv4 / IPv6)
Explanation

Explanation/Reference:

Explanation/Reference:

The IP addresses 133.6.5.4 and 190.6.5.4 are both valid Class B addresses when a default mask is in use.

The Class B default mask is 255.255.0.0 and the range of valid addresses is 128.0.0.0- 191.255.255.255.

The IP address 10.6.8.35 is a Class A address. The Class A default mask is 255.0.0.0 and the range of valid addresses is 1.0.0.0 - 127.255.255.255,
with the exception of the range 127.0.0.1 - 127.255.255.255, which is reserved and cannot be assigned. The IP address 192.168.5.9 is a Class C
address. The Class C default mask is 255.255.255.0 and the range of valid addresses is 192.0.0.0 - 223.255.255.255. The IP address 127.0.0.1is a
Class A address, but it comes from a reserved portion that cannot be assigned.

The range 127.0.0.1 - 127.255.255.255 is used for diagnostics, and although any address in the range will work as a diagnostic address, 127.0.0.1 is
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known as the loopback address. If you can ping this address, or any address in the 127.0.0.1 - 127.255.255.255 range, then the NIC is working and
TCP/IP is installed. The Class A default mask is 255.0.0.0 and the range of valid addresses is 1.0.0.0 - 127.255.255.255, with the exception of the range
127.0.0.1 - 127.255.255.255, which is reserved and cannot be assigned.

Class A 1.0.0.1to 126.255.255.254 Supports 16 million hosts on each of 127 networks.
Class B 128.1.0.1 to 191.255.255.254 Supports 65,000 hosts on each of 16,000 networks.
Class C 192.0.1.1 to 223.255.254.254 Supports 254 hosts on each of 2 million networks.
Class D 224.0.0.0 to 239.255.255.255 Reserved for multicast groups.

Class E 240.0.0.0 to 254.255.255.254 Reserved for future use, or Research and Development Purposes.

QUESTION 35
How many addresses will be available for dynamic NAT translation when a router is configured with the following commands?

Router(config)#ip nat pool TAME 209.165.201.23 209.165.201.30 netmask 255.255.255.224 Router(config)#ip nat inside source list 9 pool TAME

7
8
9
10
24
32
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Correct Answer: B
Section: IP addressing (IPv4 / IPv6)
Explanation

Explanation/Reference:
Explanation/Reference:
209.165.201.23 to 209.165.201.30 provides for 8 addresses.

Topic 4, IP Routing Technologies
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QUESTION 36
What two things does a router do when it forwards a packet? (Choose two.)

switches the packet to the appropriate outgoing interfaces
computes the destination host address

determines the next hop on the path

updates the destination IP address

forwards ARP requests

moow?>

Correct Answer: AC
Section: IP Routing Technologies
Explanation

Explanation/Reference:
Explanation/Reference:

Without following these two processes namely switching the packet to appropriate interface and telling the packet where to go by providing it with a
destination IP address, the purpose of the same would not be solved.

QUESTION 37
Refer to the exhibit.

10.89.3.0/16 10.89.16.0/30 10.89.0.0/20
£ HOQ J
e - 2 254 >

What is the simplest way to configure routing between the regional office network 10.89.0.0/20 and the corporate network?

routerl(config)#ip route 10.89.0.0 255.255.240.0 10.89.16.2
router2(config)#ip route 10.89.3.0 255.255.0.0 10.89.16.2
routerl(config)#ip route 10.89.0.0 255.255.240.0 10.89.16.1
router2(config)#ip route 0.0.0.0 0.0.0.0 10.89.16.1
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Correct Answer: D
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Section: IP Routing Technologies
Explanation

Explanation/Reference:
Explanation/Reference:

The fourth command makes it possible for all hosts beyond R2 and all hosts beyond R1 to interact with each other, hence it is the most simplest
technique.

QUESTION 38
Refer to the exhibit.

Router] 152 .168.201 .1 192 168,201 2 Fouter?

192.168.200.225 192168202124

<

Which command would you use to configure a static route on Routerl to network 192.168.202.0/24 with a nondefault administrative distance?

P & &

4 7

A. routerl(config)#ip route 1 192.168.201.1 255.255.255.0 192.168.201.2
B. routerl(config)#ip route 192.168.202.0 255.255.255.0 192.168.201.2 1
C. routerl(config)#ip route 5 192.168.202.0 255.255.255.0 192.168.201.2
D. routerl(config)#ip route 192.168.202.0 255.255.255.0 192.168.201.2 5

Correct Answer: D
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Section: IP Routing Technologies
Explanation

Explanation/Reference:
Explanation/Reference:
Since it has /24 CIDR and it also has a non default administrative distance, the answer has to be option D.

QUESTION 39
What does administrative distance refer to?

the cost of a link between two neighboring routers

the advertised cost to reach a network

the cost to reach a network that is administratively set

a measure of the trustworthiness of a routing information source
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Correct Answer: D
Section: IP Routing Technologies
Explanation

Explanation/Reference:

Explanation/Reference:

Reference:
http://mww.cisco.com/en/US/tech/tk365/technologies_tech_note09186a0080094195.shtml

Administrative distance is the feature that routers use in order to select the best path when there are two or more different routes to the same destination
from two different routing protocols. Administrative distance defines the reliability of a routing protocol. Each routing protocol is prioritized in order of
most to least reliable (believable) with the help of an administrative distance value.

Administrative distance is the first criterion that a router uses to determine which routing protocol to use if two protocols provide route information for the
same destination. Administrative distance is a measure of the trustworthiness of the source of the routing information. The smaller the administrative
distance value, the more reliable the protocol.

QUESTION 40
Which IOS command is used to initiate a login into a VTY port on a remote router?

router# login

router# telnet

router# trace

router# ping
router(config)# line vty 0 5
router(config-line)# login

mmoow2>
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Correct Answer: B
Section: IP Routing Technologies
Explanation

Explanation/Reference:
Explanation/Reference:
VTY ports are telnet ports hence command B will initiate login to the telnet port.

QUESTION 41
The command ip route 192.168.100.160 255.255.255.224 192.168.10.2 was issued on a router. No routing protocols or other static routes are
configured on the router. Which statement is true about this command?

The interface with IP address 192.168.10.2 is on this router.

The command sets a gateway of last resort for the router.

Packets that are destined for host 192.168.100.160 will be sent to 192.168.10.2.

The command creates a static route for all IP traffic with the source address 192.168.100.160.
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Correct Answer: C
Section: IP Routing Technologies
Explanation

Explanation/Reference:
Explanation/Reference:
160 it's actually network address of /27 so any address within the range of 160 network will be sent to 192.168.10.2

QUESTION 42
Which two of these functions do routers perform on packets? (Choose two.)

Examine the Layer 2 headers of inbound packets and use that information to determine the next hops for the packets
Update the Layer 2 headers of outbound packets with the MAC addresses of the next hops
Examine the Layer 3 headers of inbound packets and use that information to determine the next hops for the packets

Examine the Layer 3 headers of inbound packets and use that information to determine the complete paths along which the packets will be routed to
their ultimate destinations

Update the Layer 3 headers of outbound packets so that the packets are properly directed to valid next hops
Update the Layer 3 headers of outbound packets so that the packets are properly directed to their ultimate destinations

Cow>»
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Correct Answer: BC
Section: IP Routing Technologies
Explanation
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Explanation/Reference:

This is the basic function of the router to receive incoming packets and then forward them to their required destination. This is done by reading layer 3
headers of inbound packets and update the info to layer 2 for further hopping.

QUESTION 43
Refer to the exhibit.

Stub Network

s0/0/0

Network
10.0.0.0

172.16.2.2 172.16.2.1
<

1P_480

RouterB(config)# ip route 0.0.0.0 0.0.0.0 172.16.2.2

Which two statements are correct? (Choose two.)

This is a default route.

Adding the subnet mask is optional for the ip route command.

This will allow any host on the 172.16.1.0 network to reach all known destinations beyond RouterA.

This command is incorrect, it needs to specify the interface, such as s0/0/0 rather than an IP address.

The same command needs to be entered on RouterA so that hosts on the 172.16.1.0 network can reach network 10.0.0.0.

moowp»
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Correct Answer: AC
Section: IP Routing Technologies
Explanation

Explanation/Reference:

Explanation/Reference:

This is obviously the default value for the route which is set between the routers and since it is entered in such a manner that it ensures connectivity
between the stub network and any host lying beyond RouterA.

QUESTION 44
Refer to the exhibit.

ITI

|
&P P &F

If CDP is enabled on all devices and interfaces, which devices will appear in the output of a show cdp neighbors command issued from R2?

R2 and R3

R1 and R3

R3 and S2

R1, S1, S2, and R3
R1, S1, S2, R3, and S3

moow»

Correct Answer: C
Section: IP Routing Technologies
Explanation

Explanation/Reference:

Explanation/Reference:

A Cisco device enabled with CDP sends out periodic interface updates to a multicast address in order to make itself known to neighbors. Since itis a
layer two protocol, these packets are not routed. So the devices detected would be immediate connected neighbors.

QUESTION 45
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Refer to the exhibit.

-, faum%

The two routers have had their startup configurations cleared and have been restarted. At a minimum, what must the administrator do to enable CDP to
exchange information between R1 and R2?

Configure the router with the cdp enable command.

Enter no shutdown commands on the R1 and R2 fa0/1 interfaces.

Configure IP addressing and no shutdown commands on both the R1 and R2 fa0/1 interfaces.
Configure IP addressing and no shutdown commands on either of the R1 or R2 fa0/1 interfaces.
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Correct Answer: B
Section: IP Routing Technologies
Explanation

Explanation/Reference:
Explanation/Reference:
If the shut down commands are not entered, then CDP can exchange information between the two routers, else it would fail.

QUESTION 46
Which two commands will display the current IP address and basic Layer 1 and 2 status of an interface? (Choose two.)

router#show version
router#show ip interface
router#show protocols
router#show controllers
router#show running-config

moow?>

Correct Answer: BC
Section: IP Routing Technologies
Explanation

Explanation/Reference:

QUESTION 47
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An administrator is in the process of changing the configuration of a router. What command will allow the administrator to check the changes that have
been made prior to saving the new configuration?

Router# show startup-config
Router# show current-config
Router# show running-config
Router# show memory
Router# show flash

Router# show processes

mmoow2>

Correct Answer: C
Section: IP Routing Technologies
Explanation

Explanation/Reference:

Explanation/Reference:

This command followed by the appropriate parameter will show the running config hence the admin will be able to see what changes have been made,
and then they can be saved.

QUESTION 48
On a live network, which commands will verify the operational status of router interfaces? (Choose two.)

Router# show interfaces
Router# show ip protocols
Router# debug interface
Router# show ip interface brief
Router# show start

moow?>

Correct Answer: AD
Section: IP Routing Technologies
Explanation

Explanation/Reference:
Explanation/Reference:
Both these commands will show the current status of the interfaces, either in show or debug mode both will display the information.

QUESTION 49
Which router command will configure an interface with the IP address 10.10.80.1/197

A. router(config-if)# ip address 10.10.80.1/19
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router(config-if)# ip address 10.10.80.1 255.255.0.0
router(config-if)# ip address 10.10.80.1 255.255.255.0
router(config-if)# ip address 10.10.80.1 255.255.224.0
router(config-if)# ip address 10.10.80.1 255.255.240.0
router(config-if)# ip address 10.10.80.1 255.255.255.240

nmoow

Correct Answer: D
Section: IP Routing Technologies
Explanation

Explanation/Reference:
Explanation/Reference:
255.255.224 equal /19 in CIDR format hence the answer

QUESTION 50
Refer to the exhibit.

Router1# telnet 192.168.9.2
Trying 192.168.9.2 ... Open
User Access Verification

Password:
FouterZ= <Ctri-Shift-6>x
Router1#

If the resume command is entered after the sequence that is shown in the exhibit, which router prompt will be displayed?

Routerl1>
Router1#
Router2>
Router2#

Cow>

Correct Answer: C
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Explanation

Explanation/Reference:
Explanation/Reference:

A VCEPlus

After resuming the telnet session by using the Enter key after it has been suspended, it will resume back to the telnet session so it will be back to the

router2> prompt.

QUESTION 51
Refer to the exhibit.

192.168.1.129/26

S0/0

192.168.1.130/26 Tt

192.168.1.193/726

Fa0io:
192.168.1.65/26

| switch IP:

Switch IP: 192.168.1.194/26

192.168.1.66/26

HostA HostB
192.168.1.126/26

Which default gateway address should be assigned to HostA?

192.168.1.1
192.168.1.65
192.168.1.66
192.168.1.129
10.1.1.1
10.1.1.2

mmoow>»
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Correct Answer: B
Section: IP Routing Technologies
Explanation

Explanation/Reference:
Explanation/Reference:
It should be one less than the switch IP to which it is connected so it will be B.

QUESTION 52
Refer to the output of the corporate router routing table shown in the graphic.

Corp#show ip route

Gateway of last resort is not set

192.168.13.0/24 is directly connected, Serial0/M

192.168.14.0/24 is directly connected, FastEthernet0/0
192.168.15.0/24 is directly connected, Serial0/0.102

192.168.20.0/24 is directly connected, Serial0/0.1417

192.168.21.0/24 [120/3] via 192.168.15.2, 00:00:05, Serial0/0.102
192.168.21.0/24 [120/3] via 192.168.15.2, 00:00:05, Serial0/0.102
192.168.21.0/24 [120/3] via 182.168.20.2, 00:00:25. Serial0/0.117
192.168.21.0/24 [120/3] via 192.168.20.2, 00:00:25, Serial0/0.117
192.168.21.0/24 [120/3] via 192.168.20.2, 00:00:25, Serial0/0.117
192.168.214.0/24 [120/1] via 192.168.14.2, 00:00:22, FastEthernet0/0

DD DIDIDOODOD

The corporate router receives an IP packet with a source IP address of 192.168.214.20 and a destination address of 192.168.22.3.

What will the router do with this packet?

It will encapsulate the packet as Frame Relay and forward it out interface Serial 0/0.117.

It will discard the packet and send an ICMP Destination Unreachable message out interface FastEthernet 0/0.

It will forward the packet out interface Serial 0/1 and send an ICMP Echo Reply message out interface serial 0/0.102.
It will change the IP packet to an ARP frame and forward it out FastEthernet 0/0.
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Correct Answer: B
Section: IP Routing Technologies
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Explanation

Explanation/Reference:

QUESTION 53
What is the default administrative distance of the OSPF routing protocol?

90

100
110
120
130
170

mmoow2>

Correct Answer: C
Section: IP Routing Technologies
Explanation

Explanation/Reference:

Explanation/Reference:

Default Distance Value Table

This table lists the administrative distance default values of the protocols that Cisco supports:
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Route Source Dﬂﬂﬂslﬂ::;ﬂ"m
Connected interface 1]
Static route 1
Enhanced Interior Gateway Routing Protocol 5
(EIGRP) summary route
External Border Gateway Protocol (BGF) 20
Internal EIGRP a0
IGRF 100
OSPF 110
Intermediate System-to-Intermediate System (15-15) || 115
Routing Information Protocol (RIF) 120
Exterior Gateway Protocol (EGF) 140
On Demand Routing (ODR) 160
External EIGRP 170
Internal BGP 200
Unknown*® 255

If the administrative distance is 255, the router does not believe the source of that route and does not install the route in the routing table.

QUESTION 54
To allow or prevent load balancing to network 172.16.3.0/24, which of the following commands could be used in R2? (Choose two.)

www.vceplus.com - Download A+ VCE (latest) free Open VCE Exams - VCE to PDF Converter - VCE Exam Simulator - VCE Online - IT Certifications



A VCEPlus

LIS

This item contains several guestions that you must answer. You can view these
questions by clicking on the carresponding button to the left. Changing questions
can be accomplished by clicking the numbers to the left of each question. In
arder to complete the questions, you will need to refer to the topology.

To gain access to the topology, click on the topology button at the bottom of the
screen. When you have finished viewing the topology, you can return to your
questions by clicking on the Cuestions button 1o the [ef.

Each of the windows can be minimized by clicking on the [-. ¥ou can also
reposition a window by dragainag it by the title bar.

: LIE
Refer to the topology. Using the information shown, answer the four questions shown
an the Cuestions tab.

1T2.16.2.64126

1721610024
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R2(config-if)#clock rate
R2(config-if)#bandwidth
R2(config-if)#ip ospf cost
R2(config-if)#ip ospf priority
R2(config-router)#distance ospf

moow>

Correct Answer: BC
Section: IP Routing Technologies
Explanation

Explanation/Reference:
Explanation/Reference:

http://mww.cisco.com/en/US/tech/tk365/technologies_white_paper09186a0080094e9e.shtml#t6

The cost (also called metric) of an interface in OSPF is an indication of the overhead required to send packets across a certain interface. The cost of an
interface is inversely proportional to the bandwidth of that interface. A higher bandwidth indicates a lower cost. There is more overhead (higher cost) and
time delays involved in crossing a 56k serial line than crossing a 10M Ethernet line. The formula used to calculate the cost is:

Cost = 10000 0000/bandwidth in bps

For example, it will cost 10 EXP8/10 EXP7 = 10 to cross a 10M Ethernet line and will cost 10 EXP8/1544000 =64 to cross a T1 line.

By default, the cost of an interface is calculated based on the bandwidth; you can force the cost of an interface with the ip ospf cost <value> interface
subconfiguration mode command.

QUESTION 55
After the network has converged, what type of messaging, if any, occurs between R3 and R4?
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172.16.2.64/26

172.16.2.224150

172.16.2.228/30

No messages are exchanged

Hellos are sent every 10 seconds.

The full database from each router is sent every 30 seconds.
The routing table from each router is sent every 60 seconds.

o0

Correct Answer: B
Section: IP Routing Technologies
Explanation

Explanation/Reference:

Explanation/Reference:

HELLO messages are used to maintain adjacent neighbors so even when the network is converged, hellos are still exchanged. On broadcast and point-
to-point links, the default is 10 seconds, on NBMA the default is 30 seconds.

Although OSPF is a link-state protocol the full database from each router is sent every 30 minutes (not seconds) therefore, C and D are not correct.

QUESTION 56

OSPF is configured using default classful addressing. With all routers and interfaces operational, how many networks will be in the routing table of R1
that are indicated to be learned by OSPF?
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172.16.2.64/26

172.16.2.224150

172.16.2.228/30

nmoow>
~No U N wN

Correct Answer: C
Section: IP Routing Technologies
Explanation

Explanation/Reference:

QUESTION 57

R1 is configured with the default configuration of OSPF. From the following list of IP addresses configured on R1, which address will the OSPF process
select as the router ID?
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172.16.1.0/27

192.168.0.1
172.16.1.1
172.16.2.1
172.16.2.225

Cow>»

Correct Answer: A
Section: IP Routing Technologies
Explanation

Explanation/Reference:

Explanation/Reference:

The Router ID (RID) is an IP address used to identify the router and is chosen using the following sequenck.

+ The highest IP address assigned to a loopback (logical) interface. + If a loopback interface is not defined, the highest IP address of all active router’s
physical interfaces will be chosen.

+ The router ID can be manually assigned

In this case, because a loopback interface is not configured so the highest active IP address 192.168.0.1 is chosen as the router ID.

QUESTION 58
ROUTER# show ip route
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192.168.12.0/24 is variably subnetted, 9 subnets, 3 masks C 192.168.12.64 /28 is directly connected, Loopbackl C 192.168.12.32 /28 is directly
connected, EthernetO C 192.168.12.48 /28 is directly connected, Loopback0 O 192.168.12.236 /30 [110/128] via 192.168.12.233, 00:35:36, Serial0 C
192.168.12.232 /30 is directly connected, Serial0

0 192.168.12.245 /30 [110/782] via 192.168.12.233, 00:35:36, Serial0 O 192.168.12.240 /30 [110/128] via 192.168.12.233, 00:35:36, Serial0 O
192.168.12.253 /30 [110/782] via 192.168.12.233, 00:35:37, Serial0 O 192.168.12.249 /30 [110/782] via 192.168.12.233, 00:35:37, Serial0 O
192.168.12.240/30 [110/128] via 192.168.12.233, 00:35:36, Serial 0

To what does the 128 refer to in the router output above?

OSPF cost

OSPF priority

OSPF hop count

OSPF ID number

OSPF administrative distance

moow?>

Correct Answer: A
Section: IP Routing Technologies
Explanation

Explanation/Reference:
Explanation/Reference:
The first parameter is the Administrative Distance of OSPF (110) while the second parameter is the cost of OSPF.

QUESTION 59
Which of the following describe the process identifier that is used to run OSPF on a router? (Choose two)

It is locally significant.

It is globally significant.

It is needed to identify a unique instance of an OSPF database.

It is an optional parameter required only if multiple OSPF processes are running on the router.

All routers in the same OSPF area must have the same process ID if they are to exchange routing information.

moow?>

Correct Answer: AC
Section: IP Routing Technologies
Explanation

Explanation/Reference:

Explanation/Reference:

https://learningnetwork.cisco.com/thread/6248

They are locally significant only, and have no bearing on the structure of any OSPF packet or LSA update. So you can have a separate process-id on
every single router in your network if you so desire!
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QUESTION 60
Which address are OSPF hello packets addressed to on point-to-point networks?

224.0.0.5
172.16.0.1
192.168.0.5
223.0.0.1
254.255.255.255

moow?>

Correct Answer: A
Section: IP Routing Technologies
Explanation

Explanation/Reference:
Explanation/Reference:
Why Does the show ip ospf neighbor Command Reveal Neighbors in the Init State?

http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a0080093f11.shtml
OSPF hello packets have a destination address of 224.0.0.5 (the all ospf routers multicast address).

QUESTION 61
Some routers have been configured with default routes. What are some of the advantages of using default routes? (Choose two)

They establish routes that will never go down.

They keep routing tables small.

They require a great deal of CPU power.

They allow connectivity to remote networks that are not in the routing table
They direct traffic from the internet into corporate networks.

moow?>

Correct Answer: BD
Section: IP Routing Technologies
Explanation

Explanation/Reference:

Explanation/Reference:

Cisco administration 101: What you need to know about default routes Reference:
http://www.techrepublic.com/article/cisco-administration-101-what-you-need-to-know-about- default-routes/

QUESTION 62

www.vceplus.com - Download A+ VCE (latest) free Open VCE Exams - VCE to PDF Converter - VCE Exam Simulator - VCE Online - IT Certifications



Refer to the exhibit.

PC1

PC2
FA 1m g —#'rf.r 172.16.40.2/24
172.16.40.1724 2/
gzt ACCESS2
CORE# show arp
Protocol address Age (min) Hardware addr Type Interface
Internet 172.16.12.1 - 0001.4210.3BA9 ARPA Fastethernet (/0
Internet 172.16.12.2 0 0010.111A.7AB0 ARPA Fastethernet (/0
Internet 172.16.40.1 - O0DO.FF59,.4A8% ARPA FasteEthernetl/0
Internet 172.16.40.2 0 O0EQ.BOB7.EAB1 ARPA Fastethernetl/0
CORE#

PC1 pings PC2. What three things will CORE router do with the data that is received from PC1? (Choose three.)

mmoow>»

Correct Answer: BDF

Section: IP Routing Technologies

Explanation

Explanation/Reference:

QUESTION 63

Which three statements are correct about RIP version 2? (Choose three)

The data frames will be forwarded out interface FastEthernet0/1 of CORE router.

The data frames will be forwarded out interface FastEthernet1/0 of CORE router.

CORE router will replace the destination IP address of the packets with the IP address of PC2.
CORE router will replace the MAC address of PC2 in the destination MAC address of the frames.
CORE router will put the IP address of the forwarding FastEthernet interface in the place of the source IP address in the packets.
CORE router will put the MAC address of the forwarding FastEthernet interface in the place of the source MAC address.

A VCEPlus
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Correct Answer: BCE

Section: IP Routing Technologies

Explanation

Explanation/Reference:

QUESTION 64
Refer to the exhibit.

Neighbor_ID Pri
208.149.23.194 1
208.149.23.60 1
208.149.23.130 1

State
Full/DR
Full/BCR
Full/DR

It uses broadcast for its routing updates.
It supports authentication.

It is a classless routing protocol.
It has a lower default administrative distance then RIP version 1.
It has the same maximum hop count as RIP version 1.

It does not send the subnet mask any updates.

Dead Time
00:00:33
00:00:33
00:00:39

Address

190.172:32.10
190.172:32.10
190.172.32.10

Why are two OSPF designated routers identified on Core-Router?

Cow>»

Correct Answer: A

Section: IP Routing Technologies

Explanation

Explanation/Reference:
Explanation/Reference:

Core-Router is connected to more than one multi-access network.
The router at 208.149.23.130 is a secondary DR in case the primary fails.

Two router IDs have the same OSPF priority and are therefore tied for DR election
The DR election is still underway and there are two contenders for the role.

Interface

Ethernetl
EthernetD
EthernatD

A VCEPlus

OSPF elects one DR per multi-access network. In the exhibit there are two DR so there must have more than one multi-access network.

QUESTION 65
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What is the OSPF default frequency, in seconds, at which a Cisco router sends hello packets on a multi-access network?

10
40
30
20

Cow>»

Correct Answer: A
Section: IP Routing Technologies
Explanation

Explanation/Reference:
Explanation/Reference:
On broadcast multiacess and point-to-point links, the default is 10 seconds. On NBMA, the default is 30 seconds.

QUESTION 66
What does the "Inside Global" address represent in the configuration of NAT?

A. the summarized address for all of the internal subnetted addresses

B. the MAC address of the router used by inside hosts to connect to the Internet
C. aglobally unique, private IP address assigned to a host on the inside network
D. aregistered address that represents an inside host to an outside network

Correct Answer: D
Section: IP Routing Technologies
Explanation

Explanation/Reference:

Explanation/Reference:

NAT: Local and Global Definitions
http://www.cisco.com/en/US/tech/tk648/tk361/technologies_tech_note09186a0080094837.shtml

Explanation:
Cisco defines these terms as:

A VCEPlus

Inside local address--The IP address assigned to a host on the inside network. This is the address configured as a parameter of the computer OS or
received via dynamic address allocation protocols such as DHCP. The address is likely not a legitimate IP address assigned by the Network Information
Center (NIC) or service provider. Inside global address--A legitimate IP address assigned by the NIC or service provider that represents one or more
inside local IP addresses to the outside world. Outside local address--The IP address of an outside host as it appears to the inside network. Not
necessarily a legitimate address, it is allocated from an address space routable on the inside. Outside global address--The IP address assigned to a

host on the outside network by the host owner.

The address is allocated from a globally routable address or network space. These definitions still leave a lot to be interpreted. For this example, this
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document redefines these terms by first defining local address and global address. Keep in mind that the terms inside and outside are NAT definitions.
Interfaces on a NAT router are defined as inside or outside with the NAT configuration commands, ip nat inside destination and ip nat outside source .
Networks to which these interfaces connect can then be thought of as inside networks or outside networks, respectively.

Local address--A local address is any address that appears on the inside portion of the network. Global address--A global address is any address that
appears on the outside portion of the network.

QUESTION 67
Refer to the exhibit.

200.2.2.18130
e N fann
1010000124

HLL,

10,100,024

A company wants to use NAT in the network shown. Which commands will apply the NAT configuration to the proper interfaces? (Choose two.)

A. R1(config)# interface serial0/1
R1(config-if)# ip nat inside
B. R1(config)# interface serial0/1
R1(config-if)# ip nat outside
C. R1(config)# interface fastethernet0/0
R1(config-if)# ip nat inside
D. R1(config)# interface fastethernet0/0
R1(config-if)# ip nat outside
E. R1(config)# interface serial0/1
R1(config-if)# ip nat outside source pool 200.2.2.18 255.255.255.252

F. R1(config)# interface fastethernet0/0
R1(config-if)# ip nat inside source 10.10.0.0 255.255.255.0

Correct Answer: BC
Section: IP Routing Technologies
Explanation

Explanation/Reference:
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QUESTION 68
What is the best practice when assigning IP addresses in a small office of six hosts?

Use a DHCP server that is located at the headquarters.
Use a DHCP server that is located at the branch office.
Assign the addresses by using the local CDP protocol.
Assign the addresses statically on each node.

Cow>»

Correct Answer: D
Section: IP Services
Explanation

Explanation/Reference:

Explanation/Reference:

Its best to use static addressing scheme where the number of systems is manageable rather than use dynamic protocol as it is easy to operate and
manage.

QUESTION 69
In the configuration of NAT, what does the keyword overload signify?

When bandwidth is insufficient, some hosts will not be allowed to access network translation.

The pool of IP addresses has been exhausted.

Multiple internal hosts will use one IP address to access external network resources.

If the number of available IP addresses is exceeded, excess traffic will use the specified address pool.

Cow>»

Correct Answer: C
Section: IP Services
Explanation

Explanation/Reference:
Explanation/Reference:
http://evilrouters.net/2009/07/09/configuring-basic-nat-with-overloading/

Overloading (having multiple clients all NAT'd to the same IP address) is probably the most common implementation (especially for those of us who run
NAT on a Cisco box at home!).

QUESTION 70
What happens when computers on a private network attempt to connect to the Internet through a Cisco router running PAT?
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The router uses the same IP address but a different TCP source port number for each connection.

An IP address is assigned based on the priority of the computer requesting the connection.

The router selects an address from a pool of one-to-one address mappings held in the lookup table.

The router assigns a unique IP address from a pool of legally registered addresses for the duration of the connection.

Cow>

Correct Answer: A
Section: IP Services
Explanation

Explanation/Reference:
Reference:
http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/nat_staticpat.html

Static PAT translations allow a specific UDP or TCP port on a global address to be translated to a specific port on a local address. That is, both the
address and the port numbers are translated. Static PAT is the same as static NAT, except that it enables you to specify the protocol (TCP or UDP) and
port for the real and mapped addresses. Static PAT enables you to identify the same mapped address across many different static statements, provided
that the port is different for each statement. You cannot use the same mapped address for multiple static NAT statements. Port Address Translation
makes the PC connect to the Internet but using different TCP source port.

QUESTION 71
When configuring NAT, the Internet interface is considered to be what?

local
inside
global
outside

Cow>

Correct Answer: D
Section: IP Services
Explanation

Explanation/Reference:
Explanation/Reference:
Network address translation or NAT requires the Internet to be considered as an outside interface else it won't serve the purpose it intends to.

QUESTION 72
The ip helper-address command does what?

A. assigns an IP address to a host
B. resolves an IP address from a DNS server
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C. relays a DHCP request across networks
D. resolves an IP address overlapping issue

Correct Answer: C
Section: IP Services
Explanation

Explanation/Reference:
Explanation/Reference:
http://cisconet.com/tcpip/dhcp/107-how-to-use-ip-helper-address-to-connect-remote-dhcp- server.html

When the DHCP client sends the DHCP request packet, it doesn’t have an IP address. So it uses the all-zeroes address, 0.0.0.0, as the IP source
address. And it doesn't know how to reach the DHCP server, so it uses a general broadcast address, 255.255.255.255, for the destination. So the router
must replace the source address with its own IP address, for the interface that received the request. And it replaces the destination address with the
address specified in the ip helper-address command. The client device’s MAC address is included in the payload of the original DHCP request packet,
so the router doesn’'t need to do anything to ensure that the server receives this information.

QUESTION 73
The network administrator is using a Windows PC application that is called putty.exe for remote communication to a switch for network troubleshooting.
Which two protocols could be used during this communication? (Choose two.)

SNMP
HTTP
Telnet
RMON
SSH

moow>»

Correct Answer: CE
Section: IP Services
Explanation
Explanation/Reference:
QUESTION 74

A network administrator cannot connect to a remote router by using SSH. Part of the show interfaces command is shown.

router#show interfaces
Serial0/1/0 is up, line protocol is down

At which OSI layer should the administrator begin troubleshooting?
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physical
data link
network
transport

Cow>»

Correct Answer: B
Section: IP Services
Explanation

Explanation/Reference:
Explanation/Reference:
https://learningnetwork.cisco.com/thread/12389

I think the indication here is "Serial 0 is up, line protocol is down". What causes this indication? Correct me if | am wrong. When you have this indication,
a cable unplugged is not a correct answer. If you check the output of your "show interface serial 0" command again, you should notice it as "Serial 0 is
down, line protocol is down. Under the "show ip int brief' you should see status = down and protocol = down as opposed to up, down. Because you
disconnected the cable, layer 1 will go down, which is indicated by the serial 0 down status. The line protocol status is for layer 2. So, a cable unplugged
is not a correct answer to "Serial 0 is up, line protocol is down". Hope this helps.
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Layer Function Examples
Application (Layer 7) | User interface Telnet, HTTP
Presentation (Layer 6) | Handles encryption & changes to ASCIVEBCDIC,

syntax JPEGMP3
Session (Layer 5) Manages multiple applications and Operating systems,
maintains synchronisation points scheduling
Transport (Layer 4) Provides reliable or best-effort delivery | TCP, UDP
and {optional) error and flow control
Metwork (Layer 3) | Provides logical end-to-end addressing | IP

used by routers and hosts

Data Link {Layer 2)

Creates frames from data bits, uses

8202.3, 802.2, HDLC,

cable pin-outs

MAC addresses to access endpoints, Frame Relay
and provides error detection but no
cofrection

Physical (Layer 1) Specifies voltage, wire speed, and EIAITIA, V.35

QUESTION 75

Which of the following statements are TRUE regarding Cisco access lists? (Choose two.)

moowp»

Correct Answer: AC
Section: IP Services
Explanation

Explanation/Reference:
Explanation/Reference:

In an inbound access list, packets are filtered as they enter an interface.
In an inbound access list, packets are filtered before they exit an interface.
Extended access lists are used to filter protocol-specific packets.

You must specify a deny statement at the end of each access list to filter unwanted traffic.
When a line is added to an existing access list, it is inserted at the beginning of the access list.

A VCEPlus

In an inbound access list, packets are filtered as they enter an interface. Extended access lists are used to filter protocol specific packets. Access lists
can be used in a variety of situations when the router needs to be given guidelines for decision-making. These situations include:
Filtering traffic as it passes through the router
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To control access to the VTY lines (Telnet)

To identify "interesting"” traffic to invoke Demand Dial Routing (DDR) calls To filter and control routing updates from one router to another There are two
types of access lists, standard and extended. Standard access lists are applied as close to the destination as possible (outbound), and can only base
their filtering criteria on the source IP address. The number used while creating an access list specifies the type of access list created. The range used
for standard access lists is 1 to 99 and 1300 to 1999. Extended access lists are applied as close to the source as possible (inbound), and can base their
filtering criteria on the source or destination IP address, or on the specific protocol being used. The range used for extended access lists is 100 to 199
and 2000 to 2699.

Other features of access lists include:

Inbound access lists are processed before the packet is routed. Outbound access lists are processed after the packet has been routed to an exit
interface. An "implicit deny" is at the bottom of every access list, which means that if a packet has not matched any preceding access list condition, it will
be filtered (dropped). Access lists require at least one permit statement, or all packets will be filtered (dropped). One access list may be configured per
direction for each Layer 3 protocol configured on an interface The option stating that in an inbound access list, packets are filtered before they exit an
interface is incorrect.

Packets are filtered as they exit an interface when using an outbound access list. The option stating that a deny statement must be specified at the end
of each access list in order to filter unwanted traffic is incorrect. There is an implicit deny at the bottom of every access list. When a line is added to an
existing access list, it is not inserted at the beginning of the access list. It is inserted at the end. This should be taken into consideration. For example,
given the following access list, executing the command access-list 110 deny tcp 192.168.5.0 0.0.0.255 any eq www would have NO effect on the
packets being filtered because it would be inserted at the end of the list, AFTER the line that allows all traffic.

access-list 110 permit ip host 192.168.5.1 any
access-list 110 deny icmp 192.168.5.0 0.0.0.255 any echo access-list 110 permit any any
Topic 6, Network Device Security

QUESTION 76
Refer to the exhibit.

Router# configure terminal
REouter(config)# hostname Routerl
Fouterliconfig)# enable secret sanfran
Fouterliconfig)l# enable password cisco
Bouterl(config)# line vty 0 4
RBouterliconfig-line)# password sanjose
Routerliconfig-line)#

The network administrator made the entries that are shown and then saved the configuration. From a console connection, what password or password
sequence is required for the administrator to access privileged mode on Router1?

A. cisco
B. sanfran
C. sanjose

www.vceplus.com - Download A+ VCE (latest) free Open VCE Exams - VCE to PDF Converter - VCE Exam Simulator - VCE Online - IT Certifications



A VCEPlus

D. either cisco or sanfran
E. either cisco or sanjose
F. sanjose and sanfran

Correct Answer: B
Section: Network Device Security
Explanation

Explanation/Reference:
Explanation/Reference:
The enable secret password takes precedence over the enable password, so sanfran will be used.

QUESTION 77
The following commands are entered on the router:

Burbank(config)# enable secret fortress
Burbank(config)# line con 0
Burbank(config-line)# login
Burbank(config-line)# password nOwayln
Burbank(config-line)# exit

Burbank(config)# service password-encryption

What is the purpose of the last command entered?

to require the user to enter an encrypted password during the login process

to prevent the vty, console, and enable passwords from being displayed in plain text in the configuration files
to encrypt the enable secret password

to provide login encryption services between hosts attached to the router

Cow>

Correct Answer: B
Section: Network Device Security
Explanation

Explanation/Reference:

Explanation:

Certain types of passwords, such as Line passwords, by default appear in clear text in the configuration file. You can use the service password-
encryption command to make them more secure. Once this command is entered, each password configured is automatically encrypted and thus
rendered illegible inside the configuration file (much as the Enable/Enable Secret passwords are). Securing Line passwords is doubly important in
networks on which TFTP servers are used, because TFTP backup entails routinely moving config files across networks--and config files, of course,
contain Line passwords.

QUESTION 78
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What is the effect of using the service password-encryption command?

Only the enable password will be encrypted.

Only the enable secret password will be encrypted.

Only passwords configured after the command has been entered will be encrypted.

It will encrypt the secret password and remove the enable secret password from the configuration.
It will encrypt all current and future passwords.

moow?>

Correct Answer: E
Section: Network Device Security
Explanation

Explanation/Reference:

Explanation/Reference:

Encryption further adds a level of security to the system as anyone having access to the database of passwords cannot reverse the process of
encryption to know the actual passwords which isn't the case if the passwords are stored simply.

QUESTION 79
What are two recommended ways of protecting network device configuration files from outside network security threats? (Choose two.)

Allow unrestricted access to the console or VTY ports.

Use a firewall to restrict access from the outside to the network devices.

Always use Telnet to access the device command line because its data is automatically encrypted.
Use SSH or another encrypted and authenticated transport to access device configurations.
Prevent the loss of passwords by disabling password encryption.

moow?>

Correct Answer: BD
Section: Network Device Security
Explanation

Explanation/Reference:

QUESTION 80
Refer to the exhibit.
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192.168.43.64726

SGW o

Fad
192.168.43.8/30
Fa00

FAOO
192.168.43.4730
Fadid

Fadi1 l

192.168.43.128726 192.168.43.192:26

For security reasons, information about RTA, including platform and IP addresses, should not be accessible from the Internet. This information should,
however, be accessible to devices on the internal networks of RTA.

Which command or series of commands will accomplish these objectives?

A. RTA(config)#no cdp run
B. RTA(config)#no cdp enable

C. RTA(config)#interface s0/0
RTA(config-if)y#no cdp run

D. RTA(config)#interface s0/0
RTA(config-if)y#no cdp enable

Correct Answer: D
Section: Network Device Security
Explanation

Explanation/Reference:
Explanation/Reference:
http://mww.cisco.com/en/US/tech/tk962/technologies_tech_note09186a00801aa000.shtml#topic enab

When CDP is enabled globally using the cdp run command, it is enabled by default on all supported interfaces (except for Frame Relay multipoint
subinterfaces) to send and receive CDP information. You can disable CDP on an interface that supports CDP with the no cdp enable command.
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Router#show cdp neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge S - Switch, H - Host, | - IGMP, r Repeater

Device ID Local Intrfce Holdtme Capability Platform Port ID
RZ-AGS Ser: 1 129 R 2500 Ser 0
R6—-2500 Eth 0 144 R 4000 Eth 0
Router#

Router#

On this router, CDP is enabled on Serial 1 and Ethernet 0 interfaces. Disable CDP on the Serial 1 interface and
verify if the neighbor device is discovered on the serial 1 interface, as this output shows:

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#interface s1

Router(config-if)y#no cdp enable

Router(config-if)# Z

Router#4w5D. %SYS-5-CONFIG_I: Configured from console by console

QUESTION 81
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Faor both the Router and the Switch the simulated console mode needs to start and
remain in enabled mode.

Routerd and SwitchA have been configured to operate in a private netwark which will
connectto the Internet. You have been asked to review the configuration prior to
cabling and implementation.

This task requires the use of various 103 commands to access and inspect the
running configuration of Router® and SwitchA. Mo configuration changes are
Nnecessary.

You will connect to RouterA and SwitchA via the console devices that are attached to
each.

There are 4 multiple-choice guestions with this task. Be sure to answer all ofthem
before leaving this item. In order to score the maximum points you will need to have

accessed both SwitchA and RouterA.

MOTE: The configuration command has been disabled for both the router and switch
in this simulation.
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SwitchA
IP address 10.1.1.200

el
& “-"w

Switcha
cansole

Select two options which are security Issues which need to be modified before RouterA is used? (Choose two.)

moowp

Correct Answer: BD
Section: Troubleshooting
Explanation

Explanation/Reference:
Explanation/Reference:

This answer can be done by simulation only, don't know user name password and banner message etc

QUESTION 82

Routers,
IP address 10.1.1.250

[

Routers,
console

unencrypted weak password is configured to protect privilege mode
inappropriate wording in banner message
the virtual terminal lines have a weak password configured

virtual terminal lines have a password, but it will not be used
configuration supports un-secure web server access

A VCEPlus
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Faor both the Router and the Switch the simulated console mode needs to start and
remain in enabled mode.

Routerd and SwitchA have been configured to operate in a private netwark which will
connectto the Internet. You have been asked to review the configuration prior to
cabling and implementation.

This task requires the use of various 103 commands to access and inspect the
running configuration of Router® and SwitchA. Mo configuration changes are
Nnecessary.

You will connect to RouterA and SwitchA via the console devices that are attached to
each.

There are 4 multiple-choice guestions with this task. Be sure to answer all ofthem
before leaving this item. In order to score the maximum points you will need to have

accessed both SwitchA and RouterA.

MOTE: The configuration command has been disabled for both the router and switch
in this simulation.
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Topology

SwitchA Routers,
IP address 10.1.1.200 IP address 10.1.1.250

el
& “—d"w
&

Switcha Routerd,
cansole console

Select three options which are security issues with the current configuration of SwitchA. (Choose three.)

Privilege mode is protected with an unencrypted password
Inappropriate wording in banner message

Virtual terminal lines are protected only by a password requirement
Both the username and password are weak

Telnet connections can be used to remotely manage the switch
Cisco user will be granted privilege level 15 by default

mmoow>»

Correct Answer: ABD
Section: Troubleshooting
Explanation

Explanation/Reference:
Explanation/Reference:
This answer can be done by simulation only, don't know user name password and banner message etc

QUESTION 83
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Faor both the Router and the Switch the simulated console mode needs to start and
remain in enabled mode.

Routerd and SwitchA have been configured to operate in a private netwark which will
connectto the Internet. You have been asked to review the configuration prior to
cabling and implementation.

This task requires the use of various 103 commands to access and inspect the
running configuration of Router® and SwitchA. Mo configuration changes are
Nnecessary.

You will connect to RouterA and SwitchA via the console devices that are attached to
each.

There are 4 multiple-choice guestions with this task. Be sure to answer all ofthem
before leaving this item. In order to score the maximum points you will need to have

accessed both SwitchA and RouterA.

MOTE: The configuration command has been disabled for both the router and switch
in this simulation.
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SwitchA
IP address 10.1.1.200

el
& “-"w

Switcha
cansole

Routers,
IP address 10.1.1.250

[

Routers,
console

Which two of the following are true regarding the configuration of RouterA? (Choose two.)

moowp

Correct Answer: AC

Section: Troubleshooting

Explanation

Explanation/Reference:

Explanation/Reference:

At least 5 simultaneous remote connections are possible

Only telnet protocol connections to RouterA are supported

Remote connections to RouterA using telnet will succeed

Console line connections will nevertime out due to inactivity

Since DHCP is not used on Fa0/1 there is not a need to use the NAT protocol

The IP address can accommodate 5 hosts at least, telnet can be accessed on the router

QUESTION 84

A VCEPlus
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Faor both the Router and the Switch the simulated console mode needs to start and
remain in enabled mode.

Routerd and SwitchA have been configured to operate in a private netwark which will
connectto the Internet. You have been asked to review the configuration prior to
cabling and implementation.

This task requires the use of various 103 commands to access and inspect the
running configuration of Router® and SwitchA. Mo configuration changes are
Nnecessary.

You will connect to RouterA and SwitchA via the console devices that are attached to
each.

There are 4 multiple-choice guestions with this task. Be sure to answer all ofthem
before leaving this item. In order to score the maximum points you will need to have

accessed both SwitchA and RouterA.

MOTE: The configuration command has been disabled for both the router and switch
in this simulation.
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SwitchA
IP address 10.1.1.200

el
& “-"w

Switcha
console

Which of the following is true regarding the configuration of SwitchA?

o0

Correct Answer: B
Section: Troubleshooting
Explanation

Explanation/Reference:
Explanation/Reference:

Ssh login requires a user name and password always while other conditions may or may not be true.

QUESTION 85

Routers,
IP address 10.1.1.250

a

RouterA,
console

only 5 simultaneous remote connections are possible
remote connections using ssh will require a username and password
only connections from the local network will be possible

console access to SwitchA requires a password

A VCEPlus
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You can click on the grey buttons below (o view the different windows.

Each of the windows can be minimized by clicking on the [-]. You can also reposition a
window by dragging it by the title bar.

The "Tab” key and most commands that use the "Control” or "Escape” keys are not
supported and are nol necessary (o complete this simulation.

Scanario

This task requires the use of various show commands from the CLI| of Routerd to answer
four multiple-choice questions. This task does net require any configuration.

NWOTE: The show running-conflguration and the show startup-configuralion commands have
been disabled in this simulation.

To access (he mulliple-choice questions, click on the numbered boxes on the rght of the lop
panel.

Thera are 4 multiple-choice questions with this 1ask. Be sure o answer all 4 questions
before leaving this item.

==l

A VCEPlus
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Console
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B
[]

Press RETUEN to get started!
Routerl>

el |

What is the subnet broadcast address of the LAN connected to Router1?

192.168.8.15
192.168.8.31
192.168.8.63
192.168.8.127

Cow>»

Correct Answer: A
Section: Troubleshooting
Explanation

Explanation/Reference:

Explanation/Reference:
The IP address assigned to FAO/1 is 192.168.8.9/29, making 192.168.8.15 the broadcast address.
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| =1
You can click on the grey buttons below (o view the different windows.
Each of the windows can be minimized by clicking on the [-]. You can also reposition a
window by dragging it by the title bar.
The "Tab” key and most commands that use the "Control” or "Escape” keys are not
supported and are nol necessary (o complete this simulation.
=l

This task requires the use of various show commands from the CLI| of Routerd to answer
four multiple-choice questions. This task does net require any configuration.

NWOTE: The show running-conflguration and the show startup-configuralion commands have
been disabled in this simulation.

To access (he mulliple-choice questions, click on the numbered boxes on the rght of the lop
panel.

Thera are 4 multiple-choice questions with this 1ask. Be sure o answer all 4 questions
before leaving this item.

A VCEPlus
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| [ ]

A
Eress EETUEN to get started! .
Routerl> v

What is the bandwidth on the WAN interface of Router 1?

16 Kbit/sec
32 Kbit/sec
64 Kbit/sec
128 Kbit/sec
512 Kbit/sec
1544 Kbit/sec

mmoow>

Correct Answer: A
Section: Troubleshooting
Explanation

Explanation/Reference:

www.vceplus.com - Download A+ VCE (latest) free Open VCE Exams - VCE to PDF Converter - VCE Exam Simulator - VCE Online - IT Certifications



Explanation/Reference: VCE P l u S

Use the show interface s0/0 to see the bandwidth set at 16 Kbit/sec. The show interface s0/0 command results will look something like this and the
bandwidth will be represented by the "BW" on the fourth line as seen below where BW equals 1544 Kbits/sec.

R2#show interface serial 0/0

Serial0/0 is up, line protocol is down

Hardware is GT96K Serial

Internet address is 10.1.1.5/30

MTU 1500 bytes, BW 1544 Kbit/sec, DLY 20000 uses.

QUESTION 87

| L5 |

You can click on the grey buttons below (o view the different windows.

Each of the windows can be minimized by clicking on the [-]. You can also reposition a
window by dragoing it by the title bar.

The "Tab” key and most commands that use the "Control” or "Escape” keys are not
supported and are nol necessary (o complete this simulation.

This task requires the use of various show commands from the CLI| of Routerd to answer
four multiple-choice questions. This task does net require any configuration.

NWOTE: The show running-conflguration and the show startup-configuralion commands have
been disabled in this simulation.

To access (he mulliple-choice questions, click on the numbered boxes on the rght of the lop
panel.

Thera are 4 multiple-choice questions with this 1ask. Be sure o answer all 4 questions
before leaving this item.
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Console
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| [ ]

A
Eress EETUEN to get started! .
Routerl> v

Including the address on the Routed Ethernet interface, how many hosts can have IP addresses on the LAN to which Routed is connected?

6
30
62
126

Cow>»

Correct Answer: A
Section: Troubleshooting
Explanation

Explanation/Reference:

Explanation/Reference:
This is a /29 address, so there are 6 usable IP’s on this subnet.
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| =1
You can click on the grey buttons below (o view the different windows.
Each of the windows can be minimized by clicking on the [-]. You can also reposition a
window by dragging it by the title bar.
The "Tab” key and most commands that use the "Control” or "Escape” keys are not
supported and are nol necessary (o complete this simulation.
=l

This task requires the use of various show commands from the CLI| of Routerd to answer
four multiple-choice questions. This task does net require any configuration.

NWOTE: The show running-conflguration and the show startup-configuralion commands have
been disabled in this simulation.

To access (he mulliple-choice questions, click on the numbered boxes on the rght of the lop
panel.

Thera are 4 multiple-choice questions with this 1ask. Be sure o answer all 4 questions
before leaving this item.

A VCEPlus
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Console
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| [ ]

A
Eress EETUEN to get started! .
Routerl> v

The hosts in the LAN are not able to connect to the Internet. Which commands will correct this issue?
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Router1(conf@ interface fa0/0
Router1({conf-ifi no shutdown

Router1{confi# interface fa0M
Router1({conf-ifi# no shutdown

Router1({confi interface s0/0
Router1{conf-ifi# no shutdown

Router1{confi interface s0/M1
Router1{conf-if no shutdown

Router1{confy# interface s0/0
Router1(conf-ifi# ip address 10.11.12.13 255 255 2558 252

Router1{confi interface s0/1
Router1({conf-ifig ip address 10.100.1.1255 255 255 252

Option A
Option B
Option C
Option D
Option E

moow>»

Correct Answer: B
Section: Troubleshooting
Explanation

Explanation/Reference:
Explanation/Reference:
Do a show ip int brief and you will see that Fa0/1 has an IP address assigned, but it is shut down.

QUESTION 89
The network administrator has found the following problem.
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Central# debug ip rip
<some output text omitted=

Central#d ebug ip rip

1d00k: RIP: recerved w1 update from 172 16. 100 2 on Serall/0
1d0Dk:  17216.1001n 1 hops

1d00k:  17216.200 in 1 hops

1d00k:  17216.30.0 inn 1 hops

Central? show ip route
Gateway of last resott 18 not st

172 16:000/24 iz subnetted, § subnets
172.16.150.0 15 directly connected, FastEthernet(/0
17216.220.0 is directly connected, Loopbackl
172.16.210.0 is directly connected, Loopbackl
172 16.200.0 iz ditectly connected, Loophackl
17216300 [120¢1] wa 172 16.100.2, 00:00:07, Serial0s0
17216200 [1/0] wia 172.16.150.15
17216.10.0 [120/1] wa 172.14.100.2, 00:00:07, Ser1all/0
172.16.100.0 is directly connected, Serial(/0

R R i o W W i

A VCEPlus

The remote networks 172.16.10.0, 172.16.20.0, and 172.16.30.0 are accessed through the Central router’s serial 0/0 interface. No users are able to

access 172.16.20.0. After reviewing the command output shown in the graphic, what is the most likely cause of the problem?

A. no gateway of last resort on Central

B. Central router's not receiving 172.16.20.0 update
C.

D. 172.16.20.0 not located in Central’s routing table

incorrect static route for 172.16.20.0

Correct Answer: C
Section: Troubleshooting
Explanation

Explanation/Reference:
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QUESTION 90
Refer to the exhibit.

RPS Port sta‘un

Syitem
LED

Port mode
LEDs

After the power-on-self test (POST), the system LED of a Cisco 2950 switch turns amber. What is the status of the switch?

The POST was successful.

The switch has a problem with the internal power supply and needs an external power supply to be attached.
POST failed and there is a problem that prevents the operating system from being loaded.

The switch has experienced an internal problem but data can still be forwarded at a slower rate.

The switch passed POST, but all the switch ports are busy.

moows

Correct Answer: C
Section: Troubleshooting
Explanation

Explanation/Reference:

Explanation/Reference:
http://www.cisco.com/en/US/products/hw/switches/ps607/products_tech_note09186a008012591 3.shtml
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Each time you power up the switch, eight Power-On Self Tests (POSTs) run automatically. POSTs check the most important system components before
the switch begins to forward packets. When the switch begins the POST, the port status LEDs display amber for two seconds, and then display green.
As each test runs, the port status LEDs go out. 1x is the first to go out. The port status LEDs for ports 2x through 8x go out sequentially as the system
completes a test. When the POST completes successfully, the port status LEDs go out. This indicates that the switch is operational. If a test fails, the
port status LED associated with the test displays amber.

The system LED also displays amber.

NotE. From Cisco IOS Software Release 11.2(8.5) SA6 onwards, the port and system LEDs both remain amber after a POST failure. In the earlier Cisco
I0S Software Releases, only the LEDs of failed linked ports remained amber.

QUESTION 91
Refer to the exhibit.

WG1R2#show ru

% Ambiguous command: “show ru”
WG1R2H_

Why did the device return this message?

The command requires additional options or parameters

There is no show command that starts with ru.

The command is being executed from the wrong router mode.

There is more than one show command that starts with the letters ru.

Cow>

Correct Answer: D
Section: Troubleshooting
Explanation

Explanation/Reference:
Explanation/Reference:

Answer D is correct because when you type the incomplete command having more same more command same up to types characters it shows display
the ambiguous command error.

QUESTION 92
Refer to the exhibit.
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The two connected ports on the switch are not turning orange or green. What would be the most effective steps to troubleshoot this physical layer
problem? (Choose three.)

Ensure that the Ethernet encapsulations match on the interconnected router and switch ports.
Ensure that cables A and B are straight-through cables.

Ensure cable A is plugged into a trunk port.

Ensure the switch has power.

Reboot all of the devices.

Reseat all cables.

mmoow2>

Correct Answer: BDF
Section: Troubleshooting
Explanation

Explanation/Reference:

QUESTION 93
Refer to the exhibit.
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A VCEPlus

A person is trying to send a file from a host on Network A of the JAX Company to a server on Network Z of the XYZ Company. The file transfer fails. The
host on Network A can communicate with other hosts on Network A.

Which command, issued from router RTA, would be the most useful for troubleshooting this problem?

show flash:

show history

show version

show interfaces

show controllers serial

moow>»

Correct Answer: D
Section: Troubleshooting
Explanation

Explanation/Reference:
QUESTION 94
Refer to the exhibit.

CesPipeonfiyg ~all
Windows IP Configuration

Bant Hame . . & & & 2 5 2 % = &

Primapry Dns Suffix . . . -

HndETyEu___._....-:--
IP Routing Enabled. . . . . . .
WINE Proxu Enabled. . . . . . .

Ethernet adapter Local Area Cennection 3z

Comnection-Specifies DNX sulfix . . . .

Description . . . « « « « &

Plwsical Address . . - - . - . . . .

Dhcp Enabled . . . . . . ..

WL, x s e 5 o i o R
Eubnst Mask . . - . - « - & - &
Default Gateway . . . . . . . .

Gz

home—pc

: Hybrid

Wived Metwork Connection
E—IE—CE—EB—H—EE
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A user cannot reach any web sites on the Internet, but others in the department are not having a problem.
What is the most likely cause of the problem?

IP routing is not enabled.

The default gateway is not in the same subnet.

A DNS server address is not reachable by the PC.

A DHCP server address is not reachable by the PC.

NAT has not been configured on the router that connects to the Internet.

moow?>

Correct Answer: C
Section: Troubleshooting
Explanation

Explanation/Reference:

QUESTION 95
Refer to the exhibit.

Ftr3# show run Ftr1# show run
Building configuration... Building-configuratian
<ouipLt omitfeds <Onfu Omiifeds

interface Serialdmd
ip address 172165 2 255.255 255 252
N0 I proxy-arg

imterface Serial1s1
ip address 172.16.5.1 255.2565 255 252

encapsulation ppp no 1p proxy-arp
mti 1496 rntu 1496
=owpLE omifteds <oufpf omiftects
Ftrod Rtri#

A network administrator is troubleshooting a connectivity problem on the serial interfaces. The output from the show interfaces command on both routers
shows that the serial interface is up, line protocol is down. Given the partial output for the show running-config in the exhibit, what is the most likely
cause of this problem?
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The serial cable is bad.

The MTU is incorrectly configured.

The Layer 2 framing is misconfigured.

The IP addresses are not in the same subnet.

Cow>

Correct Answer: C
Section: Troubleshooting
Explanation

Explanation/Reference:

QUESTION 96
Refer to the exhibit.

interface FastEthernetd/1
ip address 192.168.1.1 255.255_255.0
no ip directed-broadcast
ip helper-address 192 168.2.2

interface FastEthernet0/0
ip address 192.168.2.1 255.255.255.0
no ip directed-broadcast

DHCP Server DHCP Client
192.168.2.2 00eD. 1ef2.c441

A VCEPlus

The DHCP settings have recently been changed on the DHCP server and the client is no longer able to reach network resources. What should be done

to correct this situation?

Verify that the DNS server address is correct in the DHCP pool.
Ping the default gateway to populate the ARP cache.

Clear all DHCP leases on the router to prevent address conflicts.

moow?>

Correct Answer: E

Use the tracert command on the DHCP client to first determine where the problem is located.

Issue the ipconfig command with the /release and /renew options in a command window.
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Section: Troubleshooting
Explanation

Explanation/Reference:

QUESTION 97

A router has learned three possible routes that could be used to reach a destination network. One route is from EIGRP and has a composite metric of
20514560. Another route is from OSPF with a metric of 782. The last is from RIPv2 and has a metric of 4. Which route or routes will the router install in
the routing table?

the OSPF route

the EIGRP route

the RIPVv2 route

all three routes

the OSPF and RIPv2 routes

moow?>

Correct Answer: B
Section: OSPF Questions
Explanation

Explanation/Reference:

Explanation/Reference:

When one route is advertised by more than one routing protocol, the router will choose to use the routing protocol which has lowest Administrative
Distance. The Administrative Distances of popular routing protocols are listed below:

Administrative
Route Source Distance
Directly Connected 0
Static 1
EIGRP 20
EIGRP Summary route 5
OSPF 110
RIP 120

QUESTION 98
Refer to the graphic.

www.vceplus.com - Download A+ VCE (latest) free Open VCE Exams - VCE to PDF Converter - VCE Exam Simulator - VCE Online - IT Certifications



A VCEPlus

OSPF Area 0

R1 is unable to establish an OSPF neighbor relationship with R3. What are possible reasons for this problem? (Choose two.)

All of the routers need to be configured for backbone Area 1.

R1 and R2 are the DR and BDR, so OSPF will not establish neighbor adjacency with R3.

A static route has been configured from R1 to R3 and prevents the neighbor adjacency from being established.
The hello and dead interval timers are not set to the same values on R1 and R3.

EIGRP is also configured on these routers with a lower administrative distance.

R1 and R3 are configured in different areas.

mmoow2>

Correct Answer: DF
Section: OSPF Questions
Explanation

Explanation/Reference:

Explanation:

This question is to examine the conditions for OSPF to create neighborhood. So as to make the two routers become neighbors, each router must be
matched with the following items:

1. The area ID and its types;

2. Hello and failure time interval timer;

3. OSPF Password (Optional);

QUESTION 99
Which command is used to display the collection of OSPF link states?

A. show ip ospf link-state
B. show ip ospf Isa database
C. show ip ospf neighbors
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D. show ip ospf database

Correct Answer: D
Section: OSPF Questions
Explanation

Explanation/Reference:

Explanation:

The show ip ospf database command displays the link states. Here is an example:
Here is the Isa database on R2.

R2#show ip ospf database

OSPF Router with ID (2.2.2.2) (Process ID 1)

Router Link States (Area 0)

Link ID ADV Router Age Seg# Checksum Link count

2.2.2.2 2.2.2.2 793 0x80000003 0x004F85 2

10.4.4.4 10.4.4.4 776 0x80000004 0x005643 1

111.111.111.122 111.111.121.111 755 0x80000005 Ox0059CA 2 133.133.133.133 133.133.133.133 775 0x80000005 0x00B5B1 2 Net Link States
(Area 0)

Link ID ADV Router Age Seg# Checksum

10.1.1.1111.111.111.111 794 0x80000001 0x001E8B

10.2.2.3 133.133.133.133 812 0x80000001 0x004BA9

10.4.4.1111.111.111.111 755 0x80000001 0x007F16

10.4.4.3 133.133.133.133 775 0x80000001 0x00C31F

QUESTION 100
Refer to the exhibit.

City#show ip interface brief

Intarface IP-Address OK? Method Status Protocol
FastEthernetd/0 192.168.12.48 YES manual up up
FastEthernetd/1 192.168.12.65 YES manual up up
Serial0/ 192.168.12.121 ¥YES manual up up
SerialoM unassigned YES unset up up
SerialdM1.102 192.168.12.125 YES manual up up
Serial0M.103 192.168.12.122 YES manual up up
Serial0/1.104 192.168.12.133 YES manual up up
City#

A network associate has configured OSPF with the command:
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After completing the configuration, the associate discovers that not all the interfaces are participating in OSPF. Which three of the interfaces shown in
the exhibit will participate in OSPF according to this configuration statement? (Choose three.)

City(config-router)# network 192.168.12.64 0.0.0.63 area O

FastEthernet0 /0
FastEthernetO /1
Serial0/0
Serial0/1.102
Serial0/1.103
Serial0/1.104

mmoow2>

Correct Answer: BCD
Section: OSPF Questions
Explanation

Explanation/Reference:

Explanation/Reference:

The network 192.168.12.64 0.0.0.63 equals to network 192.168.12.64/26. This network has:

+ Increment: 64 (/26=11111111.11111111.1111 1111.1100 0000) + Network address: 192.168.12.64
+ Broadcast address: 192.168.12.127

Therefore all interface in the range of this network will join OSPF.

QUESTION 101
Which statements describe the routing protocol OSPF? (Choose three.)

It supports VLSM.

It is used to route between autonomous systems.

It confines network instability to one area of the network.
It increases routing overhead on the network.

It allows extensive control of routing updates.

It is simpler to configure than RIP v2.

mmoow>

Correct Answer: ACE
Section: OSPF Questions
Explanation

Explanation/Reference:
Explanation:
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Routing overhead is the amount of information needed to describe the changes in a dynamic network topology.

All routers in an OSPF area have identical copies of the topology database and the topology database of one area is hidden from the rest of the areas to
reduce routing overhead because fewer routing updates are sent and smaller routing trees are computed and maintained (allow extensive control of
routing updates and confine network instability to one area of the network).

QUESTION 102
What is the default administrative distance of OSPF?

90

100
110
120

Cow>»

Correct Answer: C
Section: OSPF Questions
Explanation

Explanation/Reference:

Explanation:

Administrative distance is the feature that routers use in order to select the best path when there are two or more different routes to the same destination
from two different routing protocols. Administrative distance defines the reliability of a routing protocol. Each routing protocol is prioritized in order of
most to least reliable (believable) with the help of an administrative distance value.

Default Distance Value Table

This table lists the administrative distance default values of the protocols that Cisco supports:
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Route Source

Default Distance Values

Connected interface 0
Staticroute 1
Enhanced Interior Gateway

Routing Protocol (EIGRP) 5
summary route

External Border Gateway -
Protocol (BGP) B
Internal EIGRP 90
IGRP 100
OSPF 110
Intermediate System-to- o
Intermediate System (IS-IS) B
Exterior Gateway Protocol 140
(EGP)

On Demand Routing (ODR) 160
External EIGRP 170
Internal BGP 200
Unknown* 255

QUESTION 103
Refer to the exhibit.

A VCEPlus
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Intertace IP-Address
FastEthernetD/0 192 .168.5.3
FastEthernetD/1 10.1.1.2
Loophack( 172 .18.5.1
Loopbackl 10.154.154.1

FouterD# show ip intexface brief

QK2
YES
TES
YES
YES

Method
manual
manual
NV EAM
WVRAM

Status Protocol

M
up
up.
up

up
up
up
'L'Ip

Given the output for this command, if the router ID has not been manually set, what router ID will OSPF use for this router?

10.1.1.2
10.154.154.1
172.16.5.1
192.168.5.3

Cow>

Correct Answer: C
Section: OSPF Questions
Explanation

Explanation/Reference:
Explanation:

The highest IP address of all loopback interfaces will be chosen -> Loopback 0 will be chosen as the router ID.

QUESTION 104

A VCEPlus

Which two statements describe the process identifier that is used in the command to configure OSPF on a router? (Choose two.)

Router(config)# router ospf 1

moow>»

Correct Answer: CD
Section: OSPF Questions
Explanation

Explanation/Reference:
Explanation/Reference:

All OSPF routers in an area must have the same process ID.

Only one process number can be used on the same router.

Different process identifiers can be used to run multiple OSPF processes
The process number can be any number from 1 to 65,535.

Hello packets are sent to each neighbor to determine the processor identifier.
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Multiple OSPF processes can be configured on a router using multiple process ID’s.

The valid process ID’s are shown below:
Edge-B(config)#router ospf
<1-65535> Process ID

QUESTION 105
Which commands are required to properly configure a router to run OSPF and to add network 192.168.16.0/24 to OSPF area 0? (Choose two.)

Router(config)# router ospf 0

Router(config)# router ospf 1

Router(config)# router ospf area 0

Router(config-router)# network 192.168.16.0 0.0.0.255 0
Router(config-router)# network 192.168.16.0 0.0.0.255 area O
Router(config-router)# network 192.168.16.0 255.255.255.0 area 0

mmoow2>

Correct Answer: BE
Section: OSPF Questions
Explanation

Explanation/Reference:

Explanation:

In the router ospf command, the ranges from 1 to 65535 so o is an invalid number -> but To configure OSPF, we need a wildcard in the network
statement, not a subnet mask. We also need to assgin an area to this process -> .

QUESTION 106
What is the default maximum number of equal-cost paths that can be placed into the routing table of a Cisco OSPF router?

A 2
B. 8
C. 16
D. unlimited

Correct Answer: B
Section: OSPF Questions
Explanation

Explanation/Reference:

Explanation:

Maximum-paths (OSPF)

To control the maximum number of parallel routes that Open Shortest Path First (OSPF) can support, use the maximum-paths command.
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Syntax Description
maximum Maximum number of parallel routes that OSPF can install in a routing table. The range is from 1 to 16 routes.

Command Default
8 paths

QUESTION 107

A network administrator is trying to add a new router into an established OSPF network. The networks attached to the new router do not appear in the
routing tables of the other OSPF routers. Given the information in the partial configuration shown below, what configuration error is causing this
problem?

Router(config)# router ospf 1

Router(config-router)# network 10.0.0.0 255.0.0.0 area 0

The process id is configured improperly.

The OSPF area is configured improperly.

The network wildcard mask is configured improperly.
The network number is configured improperly.

The AS is configured improperly.

The network subnet mask is configured improperly.

mmoow>

Correct Answer: C
Section: OSPF Questions
Explanation

Explanation/Reference:

Explanation:

When configuring OSPF, the mask used for the network statement is a wildcard mask similar to an access list. In this specific example, the correct
syntax would have been network 10.0.0.0 0.0.0.255 area 0.

QUESTION 108

A network administrator is troubleshooting the OSPF configuration of routers R1 and R2. The routers cannot establish an adjacency relationship on their
common Ethernet link.
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R1:

Ethernet0 is up, line protocol is up
Internet address 192.168.1.2/24, Area 0
FProcess ID 1, Router ID 192.168.31.33, Metwork Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (D) 192.168.31.33, Interface address 192.168.1.2
Mo backup designated router on this netwark
Timer intervals configured, Hello 5, Dead 20, Wait 20, Retransmit 5

R2:

Ethernetl is up, line protocal is up
Internet address 192.168.1.1/24, Area 0
Frocess ID 2, Router ID 192.168.31.11, Metwork Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (107 192.168.31.11, Interface address 192.163.1.1
Mo backup designated router on this netwark
Tirmer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5

A VCEPlus

The graphic shows the output of the show ip ospf interface e0 command for routers R1 and R2. Based on the information in the graphic, what is the
cause of this problem?

mmoow>

The OSPF area is not configured properly.

The priority on R1 should be set higher.

The cost on R1 should be set higher.

The hello and dead timers are not configured properly.

A backup designated router needs to be added to the network.
The OSPF process ID numbers must match.

Correct Answer: D
Section: OSPF Questions
Explanation

Explanation/Reference:
Explanation:

In OSPF, the hello and dead intervals must match and here we can see the hello interval is set to 5 on R1 and 10 on R2. The dead interval is also set to
20 on R1 but it is 40 on R2.

QUESTION 109
Refer to the exhibit.
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OSPF

Area0 172.16.16.0/20
200.0.0.2130 Fi

500 172.16.100.1/30 "'l—
., S010 S0/ _ :

Fa0i1
172.16.0.0/20

Fa1i
172.16.100.128/27 172.16.32.0/22

R1 Routing Commanads:
ip route 0.0.0.0 0.0.0.0 serial0/0 WL//
rowuter ospf 1

network 172.16.100.0 0.0.0.3 area 0

network 172.16.100.64 0.0.0.63 area 0

network 172.16.100.128 0.0.0.31 area 0

default-information originate

A VCEPlus

Assume that all router interfaces are operational and correctly configured. In addition, assume that OSPF has been correctly configured on router R2.

How will the default route configured on R1 affect the operation of R2?

A. Any packet destined for a network that is not directly connected to router R2 will be dropped immediately.

B. Any packet destined for a network that is not referenced in the routing table of router R2 will be directed to R1. R1 will then send that packet back to

R2 and a routing loop will occur.
C. Any packet destined for a network that is not directly connected to router R1 will be dropped.

D. The networks directly connected to router R2 will not be able to communicate with the 172.16.100.0, 172.16.100.128, and 172.16.100.64

subnetworks.

E. Any packet destined for a network that is not directly connected to router R2 will be dropped immediately because of the lack of a gateway on R1.

Correct Answer: B
Section: OSPF Questions
Explanation

Explanation/Reference:
Explanation:
Explanation:

First, notice that the more-specific routes will always be favored over less-specific routes regardless of the administrative distance set for a protocol. In
this case, because we use OSPF for three networks (172.16.100.0 0.0.0.3, 172.16.100.64 0.0.0.63, 172.16.100.128 0.0.0.31) so the packets destined
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for these networks will not be affected by the default route. The default route configured on R1 ip route 0.0.0.0 0.0.0.0 serial0/0 will send any packet
whose destination network is not referenced in the routing table of router R1 to R2, it doesn’t drop anything. These routes are declared in R1 and the
question says that OSPF has been correctly configured on router R2, so network directly connected to router R2 can communicate with those three
subnetworks.

As said above, the default route configured on R1 will send any packet destined for a network that is not referenced in its routing table to R2; R2 in turn
sends it to R1 because it is the only way and a routing loop will occur.

QUESTION 110
OSPF routing uses the concept of areas. What are the characteristics of OSPF areas? (Choose Three.)

Each OSPF area requires a loopback interface to be configured.
Areas may be assigned any number from 0 to 65535.

Area 0 is called the backbone area.

Hierarchical OSPF networks do not require multiple areas.
Multiple OSPF areas must connect to area 0.

Single area OSPF networks must be configured in area 1.

mmoow>

Correct Answer: BCE
Section: OSPF Questions
Explanation

Explanation/Reference:

Explanation:

Definition of OSPF areas: An OSPF network may be structured, or subdivided, into routing areas to simplify administration and optimize traffic and
resource utilization. Areas are identified by 32-bit numbers, expressed either simply in decimal, or often in octet-based dot- decimal notation, familiar
from IPv4 address notation.

See discussion following Cisco Learning discussion.

https://learningnetwork.cisco.com/message/90832

QUESTION 111
Refer to the exhibit.
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Falid
192.168.1.1 192.168.1.2

192.168.1.3 ; 192.168.1.4

Which two statements are true about the loopback address that is configured on RouterB? (Choose two.)

It ensures that data will be forwarded by RouterB.

It provides stability for the OSPF process on RouterB.

It specifies that the router ID for RouterB should be 10.0.0.1.

It decreases the metric for routes that are advertised from RouterB.
It indicates that RouterB should be elected the DR for the LAN.

moow>»

Correct Answer: BC
Section: OSPF Questions
Explanation

Explanation/Reference:

Explanation:

A loopback interface never comes down even if the link is broken so it provides stability for the OSPF process (for example we use that loopback
interface as the router-id) - The router-ID is chosen in the order below:

+ The highest IP address assigned to a loopback (logical) interface. + If a loopback interface is not defined, the highest IP address of all active router's
physical interfaces will be chosen.

-> The loopback interface will be chosen as the router ID of RouterB -

QUESTION 112
Which characteristics are representative of a link-state routing protocol? (Choose three.)
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provides common view of entire topology
exchanges routing tables with neighbors
calculates shortest path

utilizes event-triggered updates

utilizes frequent periodic updates

moow>

Correct Answer: ACD
Section: OSPF Questions
Explanation

Explanation/Reference:

Explanation:

Each of routers running link-state routing protocol learns paths to all the destinations in its area so we can say although it is a bit unclear.

Link-state routing protocols generate routing updates only (not the whole routing table) when a change occurs in the network topology so

Link-state routing protocol like OSPF uses Dijkstra algorithm to calculate the shortest path -> . Unlike Distance vector routing protocol (which utilizes
frequent periodic updates), link-state routing protocol utilizes event-triggered updates (only sends update when a change occurs) ->

QUESTION 113

The internetwork infrastructure of company XYZ consists of a single OSPF area as shown in the graphic. There is concern that a lack of router
resources is impeding internetwork performance. As part of examining the router resources, the OSPF DRs need to be known. All the router OSPF
priorities are at the default and the router IDs are shown with each router.

10.1.10.10

10.1.20.20
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Which routers are likely to have been elected as DR? (Choose two.)

Corp-1
Corp-2
Corp-3
Corp-4
Branch-1
Branch-2

mmoow2>

Correct Answer: DF
Section: OSPF Questions
Explanation

Explanation/Reference:

Explanation:

There are 2 segments on the topology above which are separated by Corp-3 router. Each segment will have a DR so we have 2 DRs.

To select which router will become DR they will compare their router-IDs. The router with highest (best) router-ID will become DR. The router-ID is
chosen in the order below:

+ The highest IP address assigned to a loopback (logical) interface. + If a loopback interface is not defined, the highest IP address of all active router’s
physical interfaces will be chosen.

In this question, the IP addresses of loopback interfaces are not mentioned so we will consider IP addresses of all active router’s physical interfaces.
Router Corp-4 (10.1.40.40) & Branch-2 (10.2.20.20) have highest active IP addresses so they will become DRs.

QUESTION 114
Refer to the exhibit.
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Router E 510
3 ) 190.172.23. 1030
T1 Link \

0B 149236427 )

Fal( Router C

Router A
= T3 Link

Fal o
191723, W30

FRouter_A¥ show ip route

<£O0NCPULT OMITLEd.

Z08, 149, 23.0/27 12 subnectted, 2 subneta
] 208.1499.23.64 [110/02] wia 190.171.23.10, O0:29:52, Serial 1/0
Q 208.149,23.96 [110/13] wie E90.071.23.10, 0D:iE29:52, ZTecial 1s0

<OUtput omitteds

The network is converged.After link-state advertisements are received from Router_A, what information will Router_E contain in its routing table for the
subnets 208.149.23.64 and 208.149.23.967

A. 208.149.23.64[110/13] via 190.173.23.10, 00:00:07, FastEthemet0/0 208.149.23.96[110/13] via 190.173.23.10, 00:00:16, FastEthemet0/0
B. 208.149.23.64[110/1] via 190.172.23.10, 00:00:07, Seriall/0 208.149.23.96[110/3] via 190.173.23.10, 00:00:16, FastEthemet0/0

C. 208.149.23.64[110/13] via 190.173.23.10, 00:00:07, Seriall/0 208.149.23.96[110/13] via 190.173.23.10, 00:00:16, Serial1l/0 208.149.23.96[110/13]
via 190.173.23.10, 00:00:16, FastEthemet0/0

D. 208.149.23.64[110/3] via 190.172.23.10, 00:00:07, Seriall/0 208.149.23.96[110/3] via 190.173.23.10, 00:00:16, Seriall/0

Correct Answer: A
Section: OSPF Questions
Explanation

Explanation/Reference:

Explanation:

Router_E learns two subnets subnets 208.149.23.64 and 208.149.23.96 via Router_A through FastEthernet interface. The interface cost is calculated
with the formula 10 / Bandwidth. For 8 8

FastEthernet it is 10 / 100 Mbps = 10/ 100,000,000 = 1. Therefore the cost is 12 (learned from Router_A) + 1 = 13 for both subnets ->

The cost through T1 link is much higher than through T3 link (T1 cost =10/ 1.544 Mbps = 64; T3 cost = 10 / 45 Mbps = 2) so surely OSPF will choose
the path through T3 link -> Router_E will choose the path from Router_A through FastEthernet0/0, not Serial1/0. In fact, we can quickly eliminate
answers B, C and D because they contain at least one subnet learned from Seriall/0 -> they are surely incorrect.
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QUESTION 115

What information can be used by a router running a link-state protocol to build and maintain its topological database? (Choose two.)

hello packets

SAP messages sent by other routers

LSAs from other routers

beacons received on point-to-point links

routing tables received from other link-state routers
TTL packets from designated routers

mmoow2>

Correct Answer: AC
Section: OSPF Questions
Explanation

Explanation/Reference:
Reference 1:
http://www.ciscopress.com/articles/article.asp?p=24090&seqNum=4

Link state protocols, sometimes called shortest path first or distributed database protocols, are built around a well-known algorithm from graph theory, E.
W. Dijkstra’a shortest path algorithm.

Examples of link state routing protocols are:

Open Shortest Path First (OSPF) for IP

The ISO’s Intermediate System to Intermediate System (IS-IS) for CLNS and IP DEC's DNA Phase V

Novell's NetWare Link Services Protocol (NLSP)

Although link state protocols are rightly considered more complex than distance vector protocols, the basic functionality is not complex at all:

1. Each router establishes a relationship--an adjacency--with each of its neighbors.

2. Each router sends link state advertisements (LSAs), some

3. Each router stores a copy of all the LSAs it has seen in a database. If all works well, the databases in all routers should be identical.

4. The completed topological database, also called the link state database, describes a graph of the internetwork. Using the Dijkstra algorithm, each
router calculates the shortest path to each network and enters this information into the route table.

OSPF Tutorial

http://www.9tut.com/ospf-routing-protocol-tutorial

QUESTION 116
What are two benefits of using a single OSPF area network design? (Choose two.)

Itis less CPU intensive for routers in the single area.
It reduces the types of LSAs that are generated.

It removes the need for virtual links.

It increases LSA response times.

Cow>»
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E. It reduces the number of required OSPF neighbor adjacencies.

Correct Answer: BC
Section: OSPF Questions
Explanation

Explanation/Reference:

QUESTION 117
What command sequence will configure a router to run OSPF and add network 10.1.1.0 /24 to area 0?

A. router ospf area O

network 10.1.1.0 255.255.255.0 area O
B. router ospf

network 10.1.1.0 0.0.0.255
C. router ospf 1

network 10.1.1.0 0.0.0.255 area 0
D. router ospf area O

network 10.1.1.0 0.0.0.255 area 0
E. router ospf

network 10.1.1.0 255.255.255.0 area O
F. router ospf 1

network 10.1.1.0 0.0.0.255

Correct Answer: C
Section: OSPF Questions
Explanation

Explanation/Reference:

QUESTION 118

There are three locations in a school district of a large city: ROUTER -M, ROUTER -W and ROUTER -U. The network connection between two of these
locations has already functioned. Configure the ROUTER -M router IP addresses on the EO and SO interfaces so that the EO receives the first usable
subnet while the SO receives the second usable subnet from the network 192.168.160.0/28. Both interfaces would receive the last available ip address
on the proper subnet.
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NotE. The OSPF process must be configured to allow interfaces in specific subnets to participate in the routing process.

Correct Answer: Answer: ROUTER-M> enable
Section: Simulation
Explanation

Explanation/Reference:

PassworD. Cisco

ROUTER-M# config t

ROUTER-M(config)# interface €0

ROUTER-M(config-if)# ip address 192.168.160.14 255.255.255.240
ROUTER-M(config-if)# no shutdown

ROUTER -M(config-if)# exit
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ROUTER -M(config)# interface sO

ROUTER-M(config-if)# ip address 192.168.160.30 255.255.255.240
ROUTER-M(config-if)# no shutdown

ROUTER-M(config-if)# end

ROUTER-M# copy run start

QUESTION 119
This topology contains 3 routers and 1 switch. Complete the topology.

Drag the appropriate device icons to the labeled Device
Drag the appropriate connections to the locations labeled Connections.
Drag the appropriate IP addresses to the locations labeled IP address

(Hint: use the given host addresses and Main router information)
To remove a device or connection, drag it away from the topology.

Use information gathered from the Main router to complete the configuration of any additional routers.

No passwords are required to access the Main router. The config terminal command has been disabled for the HQ router. The router does not require
any configuration.
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5010 IP Address

FadiD IP Address

192.168.152.129/28

152.168.152.238/28 192.168.152.161/28

192.168.152.177/28 192.168.152.190/28

192 168.152 174/28 192.168.152.142/28

AR EERARERERE RS

Configure each additional router with the following:

Configure the interfaces with the correct IP address and enable the interfaces.
Set the password to allow console access to consolepw

Set the password to allow telnet access to telnetpw

Set the password to allow privilege mode access to privpw

NotE. Because routes are not being added to the configurations, you will not be able to ping through the internetwork.

All devices have cable autosensing capabilities disabled.
All hosts are PC's

Correct Answer: Specify appropriate devices and drag them on the "Device" boxes
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Section: Simulation
Explanation

Explanation/Reference:
For the device at the bottom-right box, we notice that it has 2 interfaces Fa0/2 and Fa0/4; moreover the link connects the PC on the right with the device
on the bottom-right is a straight-through link -> it is a switch
The question stated that this topology contains 3 routers and 1 switch -> two other devices are routers
Place them on appropriate locations as following:

Ngogy,  Comections -
T .
e Fa interface co Serial interface

Fadf IP Address

192.168.152 .129/28

192.168.152.225/28 it

(Host D and host E will be automatically added after placing two routers. Click on them to access neighboring routers)

Specify appropriate connections between these devices:

+ The router on the left is connected with the Main router through FastEthernet interfaces: use acrossover cable
+ The router on the right is connected with the Main router through Serial interfaces: use aserial cable

+ The router on the right and the Switch: use a straight-through cable
+ The router on the left and the computer: use a crossover cable

(To remember which type of cable you should use, follow these tips:

- To connect two serial interfaces of 2 routers we use serial cable

- To specify when we use crossover cable or straight-through cable, we should remember:

Group 1: Router, Host, Server

Group 2: Hub, Switch

One device in group 1 + One device in group 2: use straight-through cable
Two devices in the same group: use crossover cable

A VCEPlus

For examplE. we use straight-through cable to connect switch to router, switch to host, hub to host, hub to server... and we use crossover cable to

connect switch to switch, switch to hub, router to router, host to host... )
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FalfD IP Address 50/0 IP Address

e t : : r
e e, gl - -

 Router /

Fa interface co Serial interface

Falf IP Address

192.168.152.129/28

Assign appropriate IP addresses for interfaces:
From Main router, use show running-config commanD.
Main#show running-config

interface FastEthernet0/0
ipaddress192.168.152.177 255.255.255.240

I

interface Seriald/0

ip address192.168.152.161 255.255.255.240
clockrate 64000
<output omitted>

A VCEPlus

(Notice that you may see different IP addresses in the real CCNA exam, the ones shown above are just used for demonstration)
From the output we learned that the ip address of Fa0/0 interface of the Main router is 192.168.152.177/28. This address belongs to a subnetwork which

has:

Increment: 16 (/28 = 255.255.255.240 or 1111 1111.1111 1211.12111 1111.1111 0000)

Network address: 192.168.152.176 (because 176 = 16 * 11 and 176 < 177)
Broadcast address: 192.168.152.191 (because 191 =176 + 16 - 1)

And we can pick up an ip address from the list that belongs to this subnetwork: 192.168.152.190 and assign it to the Fa0/0 interface the router on the left

Use the same method for interface Serial0/0 with an ip address of 192.168.152.161

Increment: 16
Network address: 192.168.152.160 (because 160 = 16 * 10 and 160 < 161)
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Broadcast address: 192.168.152.175 (because 176 = 160 + 16 - 1)

-> and we choose 192.168.152.174 for Serial0/0 interface of the router on the right
Interface Fa0/1 of the router on the left

IP (of the computer on the left) : 192.168.152.129/28

Increment: 16

Network address: 192.168.152.128 (because 128 = 16 * 8 and 128 < 129)
Broadcast address: 192.168.152.143 (because 143 =128 + 16 - 1)

-> we choose 192.168.152.142 from the list

Interface Fa0/0 of the router on the right

IP (of the computer on the left) : 192.168.152.225/28

Increment: 16

Network address: 192.168.152.224 (because 224 = 16 * 14 and 224 < 225)
Broadcast address: 192.168.152.239 (because 239 =224 + 16 - 1)

-> we choose 192.168.152.238 from the list

Let's have a look at the picture below to summarize

Configure two routers on the left and right with these commands:

A VCEPlus
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192.168.152.190/28 192.168.152.174/28

-~ .

—=
— £ | Router

co Serial interface o —

Fa interface

192.168.152.142/28

192.168.152.129/28

192.168.152.238/28 192.168.152.161/28

182.168.152.177/28 192.168.152.190/28

192.168.152.174/28 192,168.152.142/28

EEAEEARREEEBEARER

Routerl = router on the left

Assign appropriate IP addresses to Fa0/0 & Fa0/1 interfaces:
Routerl>enable

Routerl#configure terminal

Routerl(config)#interface fa0/0

Routerl(config-if)#ip address 192.168.152.190 255.255.255.240
Routerl(config-if)#no shutdown

Routerl(config-if)#interface fa0/1

Routerl(config-if)#ip address 192.168.152.142 255.255.255.240
Routerl(config-if)#no shutdown

Set passwords (configure on two routers)

+ Console password:

A VCEPlus
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Router1(config-if)#exit
Router1(config)#line console O
Routerl(config-line)#password consolepw
Router1(config-line)#login
Routerl(config-line)#exit

+ Telnet password:

Router1(config)#line vty 0 4
Routerl(config-line)#password telnetpw
Router1(config-line)#login
Routerl(config-line)#exit

+ Privilege mode password:
Routerl(config)#enable password privpw
Save the configuration:
Routerl(config)#exit

Routerl#copy running-config startup-config

Configure IP addresses of Router2 (router on the right)

Router2>enable
Router2#configure terminal
Router2(config)#interface fa0/0

Router2(config-if)#ip address 192.168.152.238 255.255.255.240

Router2(config-ify#no shutdown

Router2(config-if)#interface serial0/0

Router2(config-if)#ip address 192.168.152.174 255.255.255.240

A VCEPlus

Router2(config-ify#no shutdown and set console, telnet and privilege mode passwords for Router2 as we did for Routerl, remember to save the

configuration when you finished

QUESTION 120

Which three statements are true about the operation of a full-duplex Ethernet network? (Choose three.)

moow?>

Correct Answer: ABE
Section: Operation of IP Data Networks
Explanation

There are no collisions in full-duplex mode.

A dedicated switch port is required for each full-duplex node.

Ethernet hub ports are preconfigured for full-duplex mode.

In a full-duplex environment, the host network card must check for the availability of the network media before transmitting.
The host network card and the switch port must be capable of operating in full-duplex mode.
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Explanation/Reference:

Explanation:

Half-duplex Ethernet is defined in the original 802.3 Ethernet and Cisco says you only use one wire pair with a digital signal running in both directions on
the wire. It also uses the CSMA/CD protocol to help prevent collisions and to permit retransmitting if a collision does occur. If a hub is attached to a
switch, it must operate in half-duplex mode because the end stations must be able to detect collisions. Half-duplex Ethernet--typically 10BaseT--is only
about 30 to 40 percent efficient as Cisco sees it, because a large 10BaseT network will usually only give you 3- to 4Mbps--at most.

Full-duplex Ethernet uses two pairs of wires, instead of one wire pair like half duplex. Also, full duplex uses a point-to-point connection between the
transmitter of the transmitting device and the receiver of the receiving device, which means that with full-duplex data transfer, you get a faster data
transfer compared to half duplex. And because the transmitted data is sent on a different set of wires than the received data, no collisions occur. The
reason you don't need to worry about collisions is because now Full-duplex Ethernet is like a freeway with multiple lanes instead of the single-lane road
provided by half duplex. Full-duplex Ethernet is supposed to offer 100 percent efficiency in both directions; this means you can get 20Mbps with a
10Mbps Ethernet running full duplex, or 200Mbps for FastEthernet.

QUESTION 121
Which OSI layer header contains the address of a destination host that is on another network?

application
session
transport
network
data link
physical

mmoow>

Correct Answer: D
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:

Explanation/Reference:

Only network address contains this information. To transmit the packets the sender uses network address and datalink address. But the layer 2 address
represents just the address of the next hop device on the way to the sender. It is changed on each hop. Network address remains the same.
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QUESTION 122
The network manager has requested a 300-workstation expansion of the network. The workstations are to be installed in a single broadcast domain, but
each workstation must have its own collision domain. The expansion is to be as cost-effective as possible while still meeting the requirements.

Which three items will adequately fulfill the request? (Choose three).

One IP subnet with a mask of 255.255.254.0
Two IP subnets with a mask of 255.255.255.0
Seven 48-port hubs

Seven 48-port switches

One router interface

Seven router interfaces

mmoow>»
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Correct Answer: ADE
Section: IP addressing (IPv4 / IPv6)
Explanation

Explanation/Reference:

Explanation/Reference:

of 255.255.254.0 can absorb 510 hosts being 23 bits mask and also 7*48 port switches can handle this much hosts and router interface is required to be
minimum to avoid unnecessary wastage hence the answers.

QUESTION 123
Why would a network administrator configure port security on a switch?

to prevent unauthorized Telnet access to a switch port

to prevent unauthorized hosts from accessing the LAN

to limit the number of Layer 2 broadcasts on a particular switch port
block unauthorized access to the switch management interfaces

Cow>»

Correct Answer: B
Section: Network Device Security
Explanation

Explanation/Reference:

Explanation:

You can use the port security feature to restrict input to an interface by limiting and identifying MAC addresses of the stations allowed to access the port.
When you assign secure MAC addresses to a secure port, the port does not forward packets with source addresses outside the group of defined
addresses. If you limit the number of secure MAC addresses to one and assign a single secure MAC address, the workstation attached to that port is
assured the full bandwidth of the port.

If a port is configured as a secure port and the maximum number of secure MAC addresses is reached, when the MAC address of a station attempting
to access the port is different from any of the identified secure MAC addresses, a security violation occurs. Also, if a station with a secure MAC address
configured or learned on one secure port attempts to access another secure port, a violation is flagged.

accurated.

QUESTION 124
How can you ensure that only the MAC address of a server is allowed by switch port Fa0/1?

Configure port Fa0/1 to accept connections only from the static IP address of the server.

Configure the server MAC address as a static entry of port security.

Use a proprietary connector type on Fa0/1 that is incomputable with other host connectors.

Bind the IP address of the server to its MAC address on the switch to prevent other hosts from spoofing the server IP address.

Cow>»
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Correct Answer: B
Section: Network Device Security
Explanation

Explanation/Reference:
Explanation/Reference:
When the MAC address is configured as static entry, no other address is allowed.

QUESTION 125
What should be part of a comprehensive network security plan?

Allow users to develop their own approach to network security.

Physically secure network equipment from potential access by unauthorized individuals.

Encourage users to use personal information in their passwords to minimize the likelihood of passwords being forgotten.
Delay deployment of software patches and updates until their effect on end-user equipment is well known and widely reported.
Minimize network overhead by deactivating automatic antivirus client updates.

moow?>

Correct Answer: B
Section: Network Device Security
Explanation

Explanation/Reference:
QUESTION 126
What is the purpose of the switchport command?

Switch(config-if)# switchport port-security maximum 1 Switch(config-if)# switchport port-security mac-address 0018.DE8B.4BF8

It ensures that only the device with the MAC address 0018.DE8B.4BF8 will be able to connect to the port that is being configured.
It informs the switch that traffic destined for MAC address 0018.DE8B.4BF8 should only be sent to the port that is being configured.
It will act like an access list and the port will filter packets that have a source or destination MAC of 0018.DE8B.4BF8.

The switch will shut down the port of any traffic with source MAC address of 0018.DE8B.4BF8.

Cow>»

Correct Answer: A
Section: Network Device Security
Explanation

Explanation/Reference:
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QUESTION 127
What OSPF command, when configured, will include all interfaces into area 0?

network 0.0.0.0 255.255.255.255 area O
network 0.0.0.0 0.0.0.0 area 0

network 255.255.255.255 0.0.0.0 area O
network all-interfaces area O

Cow>»

Correct Answer: A
Section: OSPF Questions
Explanation

Explanation/Reference:

QUESTION 128
Which statement describes the process ID that is used to run OSPF on a router?

It is globally significant and is used to represent the AS number.

It is locally significant and is used to identify an instance of the OSPF database.
It is globally significant and is used to identify OSPF stub areas.

It is locally significant and must be the same throughout an area.

Cow>»

Correct Answer: B
Section: OSPF Questions
Explanation
Explanation/Reference:
QUESTION 129

Scenario

Refer to the topology. Your company has decided to connect the main office with three other remote branch offices using point-to-point serial links.

You are required to troubleshoot and resolve OSPF neighbor adjacency issues between the main office and the routers located in the remote branch
offices.
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An OSPF neighbor adjacency is not formed between R3 in the main office and R5 in the Branch2 office. What is causing the problem?

There is an area ID mismatch.

There is a PPP authentication issue; a password mismatch.
There is an OSPF hello and dead interval mismatch.

There is a missing network command in the OSPF process on R5.

Cow>»

Correct Answer: C
Section: OSPF Questions
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Explanation

Explanation/Reference:
Explanation:

A VCEPlus

The show ip ospf interface command on R3 and R5 shows that the hello and dead intervals do not match. They are 50 and 200 on R3 and 10 and 40 on

R5.

Supprese hellc for 0 neighbor({s)
Seriall/l is wp, line prolocol is wup
Internet Address 10.I10.230_ 5,30, Area U, Attached wvia Interfadg

Erocess TR, Rouker TN 1920600303, Network Type POTHT T P3)
Tep | agy-MTTD Coat Nanablod Shutdeswn Tevpaes Loyt Mg
] 64 Ao no Baao

Enabled by intcrfacce config, including sccondary ip addrcooes
Transmit Delay 1= 1 sec, Etate POIKT TO POINRT
Timer intervals coaolfigured, Hello S0, Dead 200, Wait 2040, Betli
cob-resynce timeout 200
Hello dwe iz 00z 00539
supports Link loecal Signaling [LLE)
Ciaco MNSI helper support enebled
IETF NSF helper support ensbled
Index <4, Zlcod gueue leagth O
Hexl 0ux0 (0} /0x0(0)
Lasl [lood scan lenglh iz 0, maxiomuwn is O
last flood scas time is ] msec, maximum is 0 msec
Neighbor Count is [0, Adjacent neighbor comnt 15 1
suppreas helle for 0 neighbor{a)
Seriall/0 i up, line pretcool 1a uop
Intcract Bddress 10.10.2490.1,530, BArea 0, Attached wia Intcrfad
Frocasg ID 3, Router ID 153.168.3.3, Network Typa POINT TO PO
Topology=MTID Cost Disabled Shutdown Topology HE

0 Al no n Baze
Encebled by interface config, including seccidary ip addresses
Loopbhack intertace i= trested aa & stub lost
5eriall/ 0 ia np, line protnoonl ia ap
Internet Address 10.10.240.6/30, Area 0, Attached via Iaterface Eagble
Erocess IL 5. Router ID 192.168.5.5, MHetwork Type PCINT TO POINT, Cost:
Topology-KTID Cosl Disabled Shuldow Topology Hame
0 G4 nw 1 Bazu
Eriablud by ioldplace coaliy, including secoadsry ip addressos
Transmit Celay is 1 =sec, State FCINT PO PCINT
Tim=r intervals conTiqured, Helle 10, Dead 40, Wailt 40, Hetranamit §
aob-reaync timocout 40
Hello duc in 00:Q0:08
Supporte lLink-loecal Signeling (LLE)
Cizco NSF helper suppcrt snabled
IETF HSF helper support snabled
Ind=x 3/3, £lood <uene lzngth 0
Next Dx0(0) fOxbD i)
laat Flood acasn length is 0, mazimm ia 0O
Last Tlood acen time 13 0 maec, meximum ia 0 maec
Nelghbor Count 1s 0, Mdlscent nelghber count is 0
Suppress bello for 0 pelghbor(s)
Elherpnal0 /0 s up, line prolocol is up
Internet BAddress 172.16.1314.1/24, Area 0, Attached wvia Iatexrface Raable

--- More (37 ---[}

QUESTION 130
Scenario

Refer to the topology. Your company has decided to connect the main office with three other remote branch offices using point-to-point serial links.

You are required to troubleshoot and resolve OSPF neighbor adjacency issues between the main office and the routers located in the remote branch

offices.
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R1 does not form an OSPF neighbor adjacency with R2. Which option would fix the issue?

R1 ethernetO/1 is shutdown. Configure no shutdown command.

R1 ethernetO/1 configured with a non-default OSPF hello interval of 25: configure no ip ospf hello-interval 25

R2 ethernetO/1 and R3 ethernetO/O are configured with a non-default OSPF hello interval of 25; configure no ip ospf hello-interval 25
Enable OSPF for R1 ethernetO/1; configure ip ospf 1 area 0 command under ethernetO/1

Cow>»

Correct Answer: B
Section: OSPF Questions
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Explanation

Explanation/Reference:

Explanation:

Looking at the configuration of R1, we see that R1 is configured with a hello interval of 25 on interface Ethernet 0/1 while R2 is left with the default of 10
(not configured).
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intertace Loopbackl

deacriptian ***lLoopback***

ip address 182.1€68.1.1 255L.255.20050.2855
‘p oapf 1 area 0

I

interfare Ethernet0D/D

descriplion ***Connecled Lo BR1-LAN***
1p address T0LTO0L1HA. 255 255 25K
_p wspl 1 area O

1

inlerface ELhernsL0/1

descriptlion ***Jonnected to LZ25WE**
ip address’ TE.10.230.1 255355255010
ip ospE hello-intexval 25

_p vspl 1 area 0D

1

inLerface ELhern=L0/2

no 1p address

shutdcwn

—-—— More (35) ———l

B = me= B B g

intorface Twopback(
description ***Loopback***
ipaddress 1920168202 2abodah 2E8.250
1p ospt 2 area 0
1
intertace Etherneti/jo
deacripbion ***Connccteod to R2-LANTXE
iy address 10 10,3203 Fihodhi, 2hh, 0

Co

ip capf 2 area 0
I
interface TThernetil/]
description ***Connected to L2SWH*=
if adoress G 10, 330 08 DS Ahk 3B 3
ip vspl 2 area 0
1
inlerface ELhernel(/2
no 1p address
shuldown

——— Mare (35) ——
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QUESTION 131
On a Cisco router which two router modes can be protected by a password? (Choose two.)

user mode

privileged mode

global configuration mode
router configuration mode
interface configuration mode

moow?>

Correct Answer: AB
Section: (none)
Explanation

Explanation/Reference:

QUESTION 132
Refer to the exhibit.
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wuwtsw pouter output from Routerh wwwew

RouterA# show ip route
<text omitted:>
Gateway of last resort is not set

172.16.0.0/24 s subnetted, 1 subnets

C 172.16.1.0 is directly connected, Ethernet0/1
10.0.0.0/30 s subnetted, 1 subnets

[ 10.255.255.200 s directly connected, Serialo/ 0

Routeris

Fouters# show ip protocol
Ruutﬁn? protocol is “"rip”
send ng ugﬁates every 30 seconds, next due in 8 seconds
Invali er 180 seconds, hold down 180, flushed after 240
outgoing update filter list for all interfaces is not set
Incumﬁn? update f11ter Tist for all dinterfaces is not set
redistributing: rip
pefault version control: send version 2, receive version 2
Interface send Recv Triggered RIP Key-chain
seriald/0 Z 2
Loopbackd 2 2
Aautomatic network summarization is in effect
Maximum path: 4
routing Tor Networks:
10.0.0.0
172.16.0.0
Passive Interfacefs):
EThernetd, 1
routing Information Sources:
Gateway bistance Last Update
10.255.255.202 120 00:02:53
pistance: (default ds 120)

RouterA#

A VCEPIlus
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wEMEWW pouter output from RouterB wekww

RouterB# show ip route
<text omitted>
Gateway of last resort is not set

C 192.168.10.0/24 is directly connected, Ethernetd/1
R 172.16.0.0/16 [120/1] via 10.255.255.201, 00:00:26, serialo/o
10.0.0.0/30 is subnetted, 1 subnets

C 10.255.255.200 is directly connected, serialo/0

RouterBE#

RouterB# show ip protocol

Rnutin? protocol is "rip"
send pg updates every 30 seconds, next due in 27 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
outgoing update filter 1ist for all interfaces is not set
Incomin?bupdate filter 1ist for all interfaces is not set

redistributing: rip

pefault version control: send version 1, receive any version
Interface send Recv Triggered RIP key-chain
serialo/s o 1 12
Loopback0 1 12

Automatic network summarization is in effect
Maximum path: 4
Routing for Networks:
10,.0.0.0
1%92,.168,10.0
Passive Interface(s):

Ethernetd/1

Routing Information Sources:
Gateway Distance Last update
10.255.255.201 120 00:00:04

bistance: (default s 120)
RouterB#

A small company with two locations has just connected the locations together with routers and a serial connection. The routers are using RIP to learn the
network topology. RouterB has learned a network from RouterA, but router RouterA is not learning from RouterB. Using the output shown, what is the
most likely problem?

RIP routing is configured but not enabled on RouterA.

One or more network statements are incorrect on RouterA.

One or more network statements are incorrect on RouterB.

The RIP versions on RouterA and RouterB are mismatched.

RIP is an interior gateway protocol and cannot route for multiple network classes.

moows
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Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 133
Refer to the exhibit.

Router#show running-config
Building configuration

Current configuration :59 bytes
<output omitted>

interface Seriald/0/0

ip address 209.165.200.225 255.255.255.224
I

Based only on the command output, what is true about interface Serial 0/0/0?

A ping to the remote address 209.165.200.226 will be successful.

The configuration is incomplete, which will cause the interface status to be “Serial0/0/0 is down, line protocol is down”.
The configuration is incomplete, which will cause the interface status to be “Serial0/0/0 is up, line protocol is down”.
The interface is using Cisco HDLC for the Layer 2 encapsulation.

Cow>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 134
Refer to the exhibit.
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Crossover Cable

The wire scheme that is shown is terminated at each end with an RJ-45 connector. What cable type does the wire diagram represent?
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an Ethernet straight-through cable
a serial crossover cable

a serial straight-through cable

an Ethernet crossover cable

a rollover cable

moow»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 135
If a host on a network has the address 172.16.45.14/30, what is the address of the subnetwork to which this host belongs?

172.16.45.0
172.16.45.4
172.16.45.8
172.16.45.12
172.16.45.16

moow>»

Correct Answer: D
Section: (none)
Explanation
Explanation/Reference:

QUESTION 136
Refer to the exhibit.
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ip
ip

!
no
ip
ip

|

Fouteri# show running-config
Building configuration...

Current configuration : 1062 bytes
version 12.3
hostnames Routerld

boot-start-marker
boot-end-marker

enable passyord cisco

gasa newv-model
subnec—-zero
cef

ip domain lookup
domain name cisco.Ccom
name-server 209.165.202.129

<putput omitted>

A VCEPlus

Based on the RouterA configuration shown, and assuming that all routing is operational, DNS lookups to 209.165.202.129 will fail for which reason?

Cow>»

Cisco.com will be incorrectly appended to all non-Cisco DNS queries.
DHCP has not been enabled or configured.
AAA must be configured for authentication of the DNS server.
DNS queries are currently disabled.

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
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QUESTION 137
Which of the following describe Class A host addresses? (Choose three.)

The decimal value of the first octet can range from 1 to 126.

The decimal value of the first octet can range from 1 to 192.

The first octet represents the entire network portion of the address.
The default subnet mask for a Class A network is 255.255.0.0.
The value of the first binary place in the first octet must be 0.

The first two binary bits of the address must be 00.

mmoow2>

Correct Answer: ACE
Section: (none)
Explanation

Explanation/Reference:

QUESTION 138
What will cause a router to enter setup mode? (Choose two.)

The setup command was issued from the privileged mode prompt.

The 10S is corrupt.

The 10S is missing.

The configuration file is missing in NVRAM.

Boot system commands are misconfigured in the running-configuration.
The configuration register is set to 0x2100.

mmoow>

Correct Answer: AD
Section: (none)
Explanation

Explanation/Reference:

QUESTION 139
Which of the following is the signaling standard that is responsible for managing the connection and maintaining status between the router and the local
Frame Relay switch?
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BECN
CIR
DLCI
FECN
LMI
PVC

Correct Answer: E
Section: (none)
Explanation

Explanation/Reference:

QUESTION 140
Which two statements best describe the wireless security standard that is defined by WPA?
(Choose two.)

. It specifies use of a static encryption key that must be changed frequently to enhance security.
B.
. . It specifies the use of dynamic encryption keys that change each time a client establishes a connection.
D.
E.

It requires use of an open authentication method.

It requires that all access points and wireless devices use the same encryption key.
It includes authentication by PSK.

Correct Answer: CE
Section: (none)
Explanation

Explanation/Reference:

QUESTION 141
What is one reason that WPA encryption is preferred over WEP?

Cow>

A WPA key is longer and requires more special characters than the WEP key.

The access point and the client are manually configured with different WPA key values.
WPA key values remain the same until the client configuration is changed.

The values of WPA keys can change dynamically while the system is used.

A VCEPlus
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Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 142
Which encryption type does WPA2 use?

AES-CCMP
PPK via IV
PSK
TKIP/MIC

Cow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 143
Which two practices help secure the configuration utilities on wireless access points from unauthorized access? (Choose two.)

assigning a private IP address to the AP
changing the default SSID value

configuring a new administrator password
changing the mixed mode setting to single mode
configuring traffic filtering

moow?>

Correct Answer: BC
Section: (none)
Explanation

Explanation/Reference:

QUESTION 144
Which command will set the default gateway to 192.168.12.1 on a Cisco switch?
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Switch(config)# ip default-network 192.168.12.1
Switch(config)# ip route-default 192.168.12.1
Switch(config)# ip default-gateway 192.168.12.1
Switch(config)# ip route 192.168.12.1 0.0.0.0

Cow>

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 145
Refer to the exhibit.

Routerd# configure terminal

Enter configuration commands, one per line. End with CNTL/Z
Routerconfigi# hostname Gateway

Gateway(config)# enable secret class

Gateway(config)# interface FastEthernet 040
Gateway(config-if)j# ip address 192.168.1.254 255.255.255.0
Gateway(config-if)# no shutd own

Gateway(config-if)# exit

Gateway(config)# interface serial 0:0

Gateway(config-ifj# ip address 201.86.5.1 255.255.255.252
Gateway(config-ifj# no shutd own

Gateway(config-if)# line vty 0 4

Gateway(config-line)# passwond cisco
Gateway(config-line)# login

Gateway(config-line)# 42

Gateway# copy startup-config running-config

%% Mon-vwolatile configuration mermory invalid or not present
Gateway#

A technician enters the exhibited commands to configure a new router, but receives an error message when attempting to save the configuration. What
can the technician do to correct the problem?

A. Enter the correct command.
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Enter the command at the correct prompt.

Upgrade the amount of flash memory in the router.

Erase NVRAM to make room for the configuration file.

Add NVRAM because there is not enough room for the configuration file.

mooOw

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 146
The network administrator is configuring a Cisco router. The prompt on the screen is:

Router(config-if)#.
What is true of this prompt? (Choose three.)

An interface password can be set at this prompt.

Settings that affect all router interfaces can be globally configured at this prompt.

An interface can be activated or deactivated from this prompt.

The administrator will arrive at this prompt by typing interface fa0/0 from the global configuration mode.
The administrator will arrive at this prompt by typing configure terminal from the EXEC prompt.

An interface IP address can be configured at this prompt.

mmoow2>

Correct Answer: CDF
Section: (none)
Explanation

Explanation/Reference:

QUESTION 147
What are two effects on network performance of configuring a switch to store an entire frame before forwarding it to the destination? (Choose two.)

A. increase in switch operating speed
B. increased latency
C. filtering of all frame errors
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D. filtering of collision fragments only
E. propagation of corrupted or damaged frames
F. decreased latency

Correct Answer: BC
Section: (none)
Explanation

Explanation/Reference:

QUESTION 148
What are two characteristics of Telnet? (Choose two.)

It sends data in clear text format.

It is no longer supported on Cisco network devices.

It is more secure than SSH.

It requires an enterprise license in order to be implemented.

It requires that the destination device be configured to support Telnet connections.

moow>»

Correct Answer: AE
Section: (none)
Explanation

Explanation/Reference:

QUESTION 149
How many bits are contained in each field of an IPv6 address?

24
4
8
16

Cow>

Correct Answer: D
Section: IP addressing (IPv4 / IPv6)
Explanation

Explanation/Reference:
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Explanation/Reference:

http://www.cisco.com/en/US/technologies/tk648/tk872/technologies_white_paper0900aecd8026 003d.pdf

One of the key advantages IPv6 brings is the exponentially larger address space. The following will outline the basic address architecture of IPv6.
128-bit-long addresses

Represented in hexadecimal format:

Uses CIDR principles: prefix/prefix length

XIXXXX:X:X:X, where X is a 16-bit hex field

The last 64 bits are used for the interface 1D

answer is corrected.

QUESTION 150
Which three approaches can be used while migrating from an IPv4 addressing scheme to an IPv6 scheme? (Choose three)

static mapping of IPv4 address to IPv6 addresses

configuring IPv4 tunnels between IPv6 islands

use DHCPv6 to map IPv4 addresses to IPv6 addresses

use proxying and translation (NAT-PT) to translate IPv6 packets into IPv4 packets
configure IPv6 directly

enable dual-stack routing

mmoow>

Correct Answer: BDF
Section: IP addressing (IPv4 / IPv6)
Explanation

Explanation/Reference:

Explanation/Reference:

http://www.opusl.com/ipve/howdoitransitiontoipv6.html Connecting IPv6 islands with tunnels

An IPv6 island is a network made of IPv6 links directly connected by IPv6 routers. In the early days of IPv6 deployment, there are many IPv6 islands.
IPv6 in IPv4 tunnels are used to connect those islands together. In each island, one (or more) dual stack routers are designated to encapsulate and
decapsulate IPv6 packets within IPv4 packets. Different mechanisms have been developed to manage tunnels: automatic tunnels3, configured tunnels3,
tunnel brokers3, 6over43, 6t043,...

Reference 2:

http://www.petri.co.il/ipv6-transition.htm

Network Address Translation - Protocol Translation (NAT-PT) The NAT-PT method enables the ability to either statically or dynamically configure a
translation of a IPv4 network address into an IPv6 network address and vice versa. For those familiar with more typically NAT implementations, the
operation is very similar but includes a protocol translation function. NAT-PT also ties in an Application Layer Gateway (ALG) functionality that converts
Domain Name System (DNS) mappings between protocols.

Dual Stack

The simplest approach when transitioning to IPv6 is to run IPv6 on all of the devices that are currently running IPv4. If this is something that is possible
within the organizational network, it is very easy to implement.
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However, for many organizations, IPv6 is not supported on all of the IPv4 devices; in these situations other methods must be considered.

QUESTION 151
Which statement about IPv6 is true?

Addresses are not hierarchical and are assigned at random.
Only one IPv6 address can exist on a given interface.

There are 2.7 billion addresses available.

Broadcasts have been eliminated and replaced with multicasts.

Cow>»

Correct Answer: D
Section: IP addressing (IPv4 / IPv6)
Explanation

Explanation/Reference:
Explanation/Reference:
http://technet.microsoft.com/en-us/library/cc757359(v=ws.10).aspx

IPv6 has three types of addresses, which can be categorized by type and scope:

Unicast addresses. A packet is delivered to one interface. Multicast addresses. A packet is delivered to multiple interfaces. Anycast addresses. A packet
is delivered to the nearest of multiple interfaces (in terms of routing distance).

IPv6 does not use broadcast messages.

Unicast and anycast addresses in IPv6 have the following scopes (for multicast addresses, the scope are built into the address structure):

Link-local. The scope is the local link (nodes on the same subnet). Site-local. The scope is the organization (private site addressing). Global. The scope
is global (IPv6 Internet addresses). In addition, IPv6 has special addresses such as the loopback address. The scope of a special address depends on
the type of special address.

Much of the IPv6 address space is unassigned.

QUESTION 152
Which command enables IPv6 forwarding on a Cisco router?

A. ipv6 host

B. ipv6 unicast-routing
C. ipv6 local

D. ipv6 neighbor

Correct Answer: B
Section: IP addressing (IPv4 / IPv6)
Explanation

Explanation/Reference:
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Explanation/Reference:

Enabling IPv6 on Cisco 10S Software Technology

http://www.ciscopress.com/articles/article.asp?p=31948&seqNum=4 Explanation: The first step of enabling IPv6 on a Cisco router is the activation of
IPv6 traffic forwarding to forward unicast IPv6 packets between network interfaces. By default, IPv6 traffic forwarding is disabled on Cisco routers.

The ipv6 unicast-routing command is used to enable the forwarding of IPv6 packets between interfaces on the router. The syntax for this command is as
follows:

Router(config)#ipv6 unicast-routing The ipv6 unicast-routing command is enabled on a global basis.

QUESTION 153
Identify the four valid IPv6 addresses. (Choose four.)

:192:168:0:1

2000::

2001:3452:4952:2837::
2002:c0a8:101::42
2003:dead:beef:4dad:23:46:bb:101

mmoow2>

Correct Answer: ABEF
Section: IP addressing (IPv4 / IPv6)
Explanation

Explanation/Reference:

Explanation/Reference:
http://www.intermapper.com/ipv6validator
http://mwww.ripe.net/lir-services/new-lir/ipv6_reference_card.pdf
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Address

Value

Description

Global

2000::/3

These are assigned by the LANA and used on public networks. They are equivalent
to IPv4 global (sometimes called public) addresses_ |5Ps summarize these to

. provide scalability in the Internet.

Reserved

(range)

Reserved addresses are used for specific types of anycast as well as for future use.

Currently about 1/256th of the IPvE address space is reserved.

Private

FES0::/10

Like IPvd, IPvE supports private addressing, which is used by devices that don't
need to access a public network. The first two digits are FE, and the third digit can
range from & to F.

Loopback

Like the 127.0.0.1 address in IPv4, 0:0:0:0:0:0:0:1, or ::1, is wsed for local testing
functions; unlike IPv4, which dedicates a complete A class block of addresses for
local testing, only one is used in IPv6.

Unspecified

0.0.0.0in IPvd means “unknown” address. In IPvB, this is represented by

0:0:0:0:0:0:0:0, or --, and is typically wsed in the source address field of the packet

when an interface doesn't have an address and is trying to acquire one dynamically.

QUESTION 154

From which of the following attacks can Message Authentication Code (MAC) shield your network?

DoS
DDoS
spoofing

o0

Correct Answer: C
Section: Network Device Security

SYN floods

A VCEPlus
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Explanation

Explanation/Reference:

Explanation/Reference:

Message Authentication Code (MAC) can shield your network from spoofing attacks. Spoofing, also known as masquerading, is a popular trick in which
an attacker intercepts a network packet, replaces the source address of the packets header with the address of the authorized host, and reinserts fake
information which is sent to the receiver. This type of attack involves modifying packet contents. MAC can prevent this type of attack and ensure data
integrity by ensuring that no data has changed. MAC also protects against frequency analysis, sequence manipulation, and ciphertext-only attacks.
MAC is a secure message digest that requires a secret key shared by the sender and receiver, making it impossible for sniffers to change both the data
and the MAC as the receiver can detect the changes.

A denial-of-service (DoS) attack floods the target system with unwanted requests, causing the loss of service to users. One form of this attack generates
a flood of packets requesting a TCP connection with the target, tying up all resources and making the target unable to service other requests. MAC does
not prevent DoS attacks. Stateful packet filtering is the most common defense against a DoS attack.

A Distributed Denial of Service attack (DDoS) occurs when multiple systems are used to flood the network and tax the resources of the target system.
Various intrusion detection systems, utilizing stateful packet filtering, can protect against DDoS attacks. In a SYN flood attack, the attacker floods the
target with spoofed IP packets and causes it to either freeze or crash. A SYN flood attack is a type of denial of service attack that exploits the buffers of
a device that accept incoming connections and therefore cannot be prevented by MAC. Common defenses against a SYN flood attack include filtering,
reducing the SYN-RECEIVED timer, and implementing SYN cache or SYN cookies.

Topic 7, Troubleshooting

QUESTION 155
Refer to the exhibit.
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192.168.10.64/26
%l 192.168.10.8/30
S  Chas

192.168.10.192/26
R 1#show controllers serial (/0

HD mnt 0, 1db=0xD2Z1B4, driver sttuture 0xD7040
Buffersize 1524 HD Ut 0,

V.35 cable

RX ring with 16 entries at 0x622300

<<Output omitted>=

TX ring with 16 entries at 0x623000

<<Output omitted=>=

A VCEPlus

An administrator cannot connect from R1 to R2. To troubleshoot this problem, the administrator has entered the command shown in the exhibit. Based

on the output shown, what could be the problem?

The serial interface is configured for half duplex.

The serial interface does not have a cable attached.

The serial interface has the wrong type of cable attached.
The serial interface is configured for the wrong frame size.
The serial interface has a full buffer.

moow>»
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Correct Answer: C
Section: Troubleshooting
Explanation

Explanation/Reference:
Explanation/Reference:
http://www.thebryantadvantage.com/CCNACertificationExamTutorialDirectlyConnectedSerialln terfaces.htm

Since the output is not forthcoming it shows that the type of cable attached is wrong, though the cable is connected since it shows the cable type.
According to the figure DTE cable should connect to R1 on interface but while examining using show controllers serial 0/0 command it showing that a
DCE is connected so the wrong type of cable is being used.

QUESTION 156
Refer to the exhibit.

==

I1?2.16.1.1EI§ 29
3

64.100.0.4 /20

1721625 /20 TFTF Server

172.14.1.101
455255255240

A TFTP server has recently been installed in the Atlanta office. The network administrator is located in the NY office and has made a console connection
to the NY router. After establishing the connection they are unable to backup the configuration file and 10S of the NY router to the TFTP server. What is
the cause of this problem?

The NY router has an incorrect subnet mask.

The TFTP server has an incorrect IP address.

The TFTP server has an incorrect subnet mask.

The network administrator computer has an incorrect IP address.

Cow>
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Correct Answer: C
Section: Troubleshooting
Explanation

Explanation/Reference:
Explanation/Reference:
The subnet mast of the TFTP server needs to be in tune with the other network requirements else it won't be possible.

QUESTION 157
If a host experiences intermittent issues that relate to congestion within a network while remaining connected, what could cause congestion on this LAN?

half-duplex operation
broadcast storms
network segmentation
multicasting

Cow>»

Correct Answer: B
Section: Troubleshooting
Explanation

Explanation/Reference:
Explanation/Reference:
A broadcast storm can consume sufficient network resources so as to render the network unable to transport normal traffic.

QUESTION 158
Refer to the exhibit.
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@ 192.168.100.0/26 - ‘\
- . d t Q'g
I hubs
Ry =Y __l-£;

200 users
192.168.3.0/24

\x AREA 3 J/

switches switches |

TL | B

500 users
192.168.1.0/24 192.168.2.0/24

k AREA 1 _/ \ AREA 2 _/ Network Expansion Project

Phase 1 Planning

60 users

The junior network support staff provided the diagram as a recommended configuration for the first phase of a four-phase network expansion project.
The entire network expansion will have over 1000 users on 14 network segments and has been allocated this IP address space.

192.168.1.1 through 192.168.5.255

192.168.100.1 through 192.168.100.255

What are three problems with this design? (Choose three.)

The AREA 1 IP address space is inadequate for the number of users.

The AREA 3 IP address space is inadequate for the number of users.

AREA 2 could use a mask of /25 to conserve IP address space.

The network address space that is provided requires a single network-wide mask.
The router-to-router connection is wasting address space.

The broadcast domain in AREA 1 is too large for IP to function.

mmoow2>

Correct Answer: ACE
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Section: Troubleshooting
Explanation

Explanation/Reference:

Explanation/Reference:

The given IP addresses of areas 1 and 3 along with network masks of 24 cannot accommodate 500 users so are inadequate, while the area 2 is having
over capacity so its network mask can be reduced to 25 to accommodate the only 60 users it has.

QUESTION 159
Refer to the exhibit.
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192.168.1.2/24

——

Host A Host B
192.168.2.15/24 192.168.2.16/24

VLAN 2

Host C Host D
102.168.3.15/24 192.168.3.16/24

VLAN 3

Host A can communicate with Host B but not with Hosts C or D. How can the network administrator solve this problem?

Configure Hosts C and D with IP addresses in the 192.168.2.0 network.

Install a router and configure a route to route between VLANs 2 and 3.

Install a second switch and put Hosts C and D on that switch while Hosts A and B remain on the original switch.
Enable the VLAN trunking protocol on the switch.

o0

Correct Answer: B
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Section: Troubleshooting
Explanation

Explanation/Reference:
Explanation/Reference:
Two VLANS require a router in between otherwise they cannot communicate through a simple switch mechanism

QUESTION 160
Refer to the exhibit.

interface vian 1

ip address 192.168.17.253 255.255.255.240
no shutdown

exit

ip default-gateway 192.168.17.1

line vty 0 15

password cisco

login

exit

A network administrator has configured a Catalyst 2950 switch for remote management by pasting into the console the configuration commands that are
shown in the exhibit. However, a Telnet session cannot be successfully established from a remote host. What should be done to fix this problem?

Change the first line to interface fastethernet 0/1.

Change the first line to interface vlan 0/1.

Change the fifth line to ip default-gateway 192.168.17.241.
Change the fifth line to ip route 0.0.0.0 0.0.0.0 192.168.17.1.
Change the sixth line to line con 0.

moow?>

Correct Answer: C
Section: Troubleshooting
Explanation

Explanation/Reference:

Explanation/Reference:
The default gateway for remote session is 192.168.17.241 and not the one given in the exhibit.
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QUESTION 161
Refer to the exhibit.

HO go/m Branch
172.16.1.0/24 a5 10.10.10.2/24 48 ,

S0/0 EO
10.10.10.1/24 192.168.2.254/24

Application Server
192.168.2.167/24

Eranch# ping 192_168.2.167

Type escape sequence to short.
Sending &, l00-byte ICHMP Echos to 192 168.Z2.167, timeout is Z seconds:
s E{E]

Success rate is &0 percent (3f5), rowmd-trip mindavg/max = 17254 m=s
Branchf ping 192_16%_2_167

Type escape sequence to short.
Sending &, 1l00-byte ICHMP Echos to 1922 168.Z2.167, timeout is & seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 15151 ms
Branchi

A VCEPlus

The network administrator is testing connectivity from the branch router to the newly installed application server. What is the most likely reason for the

first ping having a success rate of only 60 percent?

The network is likely to be congested, with the result that packets are being intermittently dropped.
The branch router had to resolve the application server MAC address.

There is a short delay while NAT translates the server IP address.

A routing table lookup delayed forwarding on the first two ping packets.

The branch router LAN interface should be upgraded to FastEthernet.

moow?>

www.vceplus.com - Download A+ VCE (latest) free Open VCE Exams - VCE to PDF Converter - VCE Exam Simulator - VCE Online - IT Certifications



A VCEPlus

Correct Answer: B
Section: Troubleshooting
Explanation

Explanation/Reference:
Explanation/Reference:
Initially the MAC address had to be resolved, but later on it was confirmed to ping went straight away

QUESTION 162
Refer to the exhibit.

Cisco#show ip interface brief

Interface IP-Address OE? Method Status Frotocol
FastEthernetd/0 152.168.1.1 YTES manual up up
FastEthernetl/1 172.16.1.1 YES5 manual up up
LoopbackO | N o e | YES manual up up
Loopbackl PR A YES mamuaal up up

Vlianl unassigned TES unset administratively down deowmn

If the router Cisco returns the given output and has not had its router ID set manually, what value will OSPF use as its router ID?

192.168.1.1
172.16.1.1
1111
2222

Cow>»

Correct Answer: D
Section: OSPF Questions
Explanation

Explanation/Reference:

QUESTION 163
Scenario
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Refer to the topology. Your company has decided to connect the main office with three other remote branch offices using point-to-point serial links. You
are required to troubleshoot and resolve OSPF neighbor adjacency issues between the main office and the routers located in the remote branch offices.

QSPFAREA D

R_d

Branch2

= 2l (/0
Ml T,

R5

Branch3d

S1/0 = F0/0

R&
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L25W

| |
L2SW¥ ﬁ

An OSPF neighbor adjacency is not formed between R3 in the main office and R6 in the Branch3 office. What is causing the problem?

There is an area ID mismatch.

There is a PPP authentication issue; the username is not configured on R3 and R6.
There is an OSPF hello and dead interval mismatch.

The R3 router ID is configured on R6.

Cow>»

Correct Answer: D
Section: OSPF Questions
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Explanation
Explanation/Reference:

Explanation:
Using the show running-config command we see that R6 has been incorrectly configured with the same router ID as R3 under the router OSPF process.
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in addrega IDCI0, 240 05 25 AER- ISR AR
encapsulation pop
ip ospf hello-interwval 50
ip ospf 3 area 0
prop Julbenlicalion chap

serial restart-delay 0

1
inleriare Seriallfs

description f**Connected to Eb-Branchi office®*=*
ip address FDCI0CEd0. 2 285 255 2553202
concapsulaliaon ppp

in osps 3 area (]

per authentication chap

serial restart delay 0

1

interface Seriall/3

no _p eddress

s loiown

serial restart-delsy O

1
raulers papl 3

romber—id 182 1668.3.3

1

ip forward-protocol nd

A VCEPlus

no ip address

shul dawn

serial restart—delay
!
interface €criall/s2

o 1 address

shutdown

serial restart delay O
I

interface Seriall/3

no ip address

shuldown

serial restart-delay 0
I

router aopf 6

router—-id [192.1683.3.3
-

ip forward protocaol nd
I

]

no ip http server

g ip hllp sccure-sorver
!

-

Topic 9, Simulation

QUESTION 164

Refer to the output of the three router commands shown in the exhibit. A new technician has been told to add a new LAN to the company router. Why
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has the technician received the error message that is shown following the last command?

Router® shiow version
Cisco Internetwark Operating System Software

105 (tm) 2600 Software (C2600-D035-M), Version 12.15T12,

RELEASE SOF TWARE (fcl)

TAC Support: hitp iy cisco, comitac

Copyright (c) 1986-2002 by cisco Systems, Inc.
Copyright (c) 1986-2002 by cisco Systems, Inc,

Image text-base: OxB00080E8, data-base: (xB1169C28

ROM: Systern Bootstrap, Version 12.2(10m, RELEASE
SOFTWARE (fic1)

Router uptime i 10 minutes
System returned to ROM by power-on
System image file Iz *Nash:c2600-dods-mz.121-5.T12 hin"

cisco 2621 (MPCBED) processor (revision D) with
44032K35120K byltes of memory

Processor board 1D JADDB3G0AR A (6178427 70)
MEED processor, pan number 0, mask 49

Bridging software,

¥.25 software, Version 3.0.0

Basic Rate ISDN software, Version 1.1.

2 FastEthemetEEE 802 3 interface(s)

2 Low-speed serial(synciasync) network interfaceds)
1 ISDM Basic Rate interface(s)

32K bytes of non-volatie configuration memarny.

16384k bvtes of processor board System flash (ReadiWrite)

Configuration register is 02102

Router# configure terminal
Enter configuration commands, one par ling
End with CNTLIZ
Router(config#® interface e
i

% Irvalid input detected at ™ marker

moow>»

The interface was already configured.

The interface type does not exist on this router platform.

The I0S software loaded on the router is outdated.

The router does not support LAN interfaces that use Ethernet.

The command was entered from the wrong prompt.

Correct Answer: B
Section: (none)
Explanation

A VCEPlus
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Explanation/Reference:
reliable answer.

QUESTION 165
The system LED is amber on a Cisco Catalyst 2950 series switch. What does this indicate?

The system is malfunctioning.

The system is not powered up.

The system is powered up and operational.
The system is forwarding traffic.

The system is sensing excessive collisions.

moow?>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
best answer.

QUESTION 166
Refer to the exhibit. The two connected ports on the switch are not turning orange or green. What would be the most effective steps to troubleshoot this
physical layer problem? (Choose three.)
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Ensure that the Ethernet encapsulations match on the interconnected router and switch ports.
Ensure that cables A and B are straight-through cables.

Ensure cable A is plugged into a trunk port.
Ensure the switch has power.

Reboot all of the devices.

Reseat all cables.

mmoow2>

Correct Answer: BDF
Section: (none)
Explanation

Explanation/Reference:
corrected.

QUESTION 167

A VCEPlus

Refer to the exhibit. Host B has just been added to the network and must acquire an IP address. Which two addresses are possible addresses that will
allow host B to communicate with other devices in the network? (Choose two.)

AT
192.168.10.16 /28

o=
18

IP Address: 192.168.10.19
Subnet Mask: 255.255.255.240
Default Gateway: 192.168.10.17

11 92.168.1.0 /24

192.168.10.32128
B

IP Address: 777
Subnet Mask: 255.255.255.240
Default Gateway: 192.168.10.33
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192.168.10.32
192.168.10.38
192.168.10.46
192.168.10.47
192.168.10.49
192.168.10.51

mmoow2»

Correct Answer: BC
Section: (none)
Explanation

Explanation/Reference:
100% valid answer.

QUESTION 168

A VCEPlus

Examine the network diagram and router output shown in the exhibit. Users on the BHM LAN are unable to access the server attached to the BHE
router. What two things should be done to fix this problem? (Choose two.)

EHM
S00

--'-ﬁ%‘%i
==

EHE

I@};;“‘E@'

console L
BHM LAN
server

BEHM# show IP interface brief
interface IP-Address OK? Method Status Frotocol
FastEthernetli0 192.168.16.1 YES MNVEAM up up
Seral/ 192.168.15.2 YES NVRAM  administratively down  down
FastEthernetl 192168171 YES NVRAM adminstratively down down
Serialli unassigned YES MNVRAM administratively down  down

>

Enter the configuration mode for interface fastethernet0/0.
B. Enter the configuration mode for interface serial0/0.
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Issue the run command.
Issue the enable command.
Issue the no shutdown command.

nmoo

Correct Answer: BF
Section: (none)
Explanation

Explanation/Reference:
appropriate answer.

QUESTION 169
Refer to the exhibit.

Enter the configuration mode for interface serial0/1.

switch Network

;_‘E?_ - Device

||

Internet

A VCEPlus

A network device needs to be installed in the place of the icon labeled Network Device to accommodate a leased line attachment to the Internet. Which

network device and interface configuration meets the minimum requirements for this installation?

a router with two Ethernet interfaces
a switch with two Ethernet interfaces

moow>»

Correct Answer: C

a router with one Ethernet and one serial interface
a switch with one Ethernet and one serial interface
a router with one Ethernet and one modem interface
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Section: Operation of IP Data Networks
Explanation

Explanation/Reference:

Explanation/Reference:

Only a router can terminate a leased line attachment access circuit, and only a router can connect two different IP networks. Here, we will need a router
with two interfaces, one serial connection for the line attachment and one Ethernet interface to connect to the switch on the LAN.

QUESTION 170
Which transport layer protocol provides best-effort delivery service with no acknowledgment receipt required?

HTTP
IP
TCP
Telnet
UDP

moow?>

Correct Answer: E
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:

Explanation:

UDP provides a connectionless datagram service that offers best-effort delivery, which means that UDP does not guarantee delivery or verify
sequencing for any datagrams. A source host that needs reliable communication must use either TCP or a program that provides its own sequencing
and acknowledgment services.

QUESTION 171
Which layer of the OSI model controls the reliability of communications between network devices using flow control, sequencing and acknowledgments?

Physical
Data-link
Transport
Network

Cow>»

Correct Answer: C
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:
Explanation:
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Layer Function Examples
Application (Layer 7) | User interface Telnet, HTTP
Presentation (Layer 6) | Handles encryption & changes to ASCIVEBCDIC,

syntax JPEGMP3
Session (Layer 5) Manages multiple applications and Operating systems,
maintains synchronisation points scheduling
Transport (Layer 4) Provides reliable or best-effort delivery | TCP, UDP
and (optional) error and flow control
Network (Layer 3) Provides logical end-to-end addressing | IP

used by routers and hosts

Data Link (Layer 2)

Creates frames from data bits, uses

8023, 8022, HDLC,

cable pin-outs

MAC addresses to access endpoints, Frame Relay
and provides error detection but no
correction

Physical (Layer 1) Specifies voltage, wire speed, and EIATIA, V.35

QUESTION 172

Which statements are true regarding ICMP packets? (Choose two.)

moowp»

Correct Answer: CD

They acknowledge receipt of TCP segments.
They guarantee datagram delivery.

TRACERT uses ICMP packets.

They are encapsulated within IP datagrams.
They are encapsulated within UDP datagrams.

Section: Operation of IP Data Networks

Explanation

Explanation/Reference:
Explanation:

A VCEPlus

Ping may be used to find out whether the local machines are connected to the network or whether a remote site is reachable. This tool is a common
network tool for determining the network connectivity which uses ICMP protocol instead of TCP/IP and UDP/IP. This protocol is usually associated with
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the network management tools which provide network information to network administrators, such as ping and traceroute (the later also uses the UDP/
IP protocol). ICMP is quite different from the TCP/IP and UDP/IP protocols. No source and destination ports are included in its packets. Therefore, usual
packet-filtering rules for TCP/IP and UDP/IP are not applicable. Fortunately, a special "signature™ known as the packet's Message type is included for
denoting the purposes of the ICMP packet. Most commonly used message types are namely, 0, 3, 4, 5, 8, 11, and 12 which represent echo reply,
destination unreachable, source quench, redirect, echo request, time exceeded, and parameter problem respectively. In the ping service, after receiving
the ICMP "echo request" packet from the source location, the destination

QUESTION 173
Which statements accurately describe CDP? (Choose three.)

CDP is an IEEE standard protocol.

CDP is a Cisco proprietary protocol.

CDP is a datalink layer protocol.

CDP is a network layer protocol.

CDP can discover directly connected neighboring Cisco devices.
CDP can discover Cisco devices that are not directly connected.

mmoow>

Correct Answer: BCE
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:

Explanation:

CDP (Cisco Discovery Protocol) is a proprietary protocol designed by Cisco to help administrators collect information about both locally attached and
remote devices. By using CDP, you can gather hardware and protocol information about neighbor devices containing useful info for troubleshooting and
documenting the network.

QUESTION 174
How does a switch differ from a hub?

A switch does not induce any latency into the frame transfer time.
A switch tracks MAC addresses of directly-connected devices.

A switch operates at a lower, more efficient layer of the OSI model.
A switch decreases the number of broadcast domains.

A switch decreases the number of collision domains.

moow?>

Correct Answer: B
Section: Operation of IP Data Networks
Explanation
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Explanation/Reference:
Explanation:

Some of the features and functions of a switch include:

A switch is essentially a fast, multi-port bridge, which can contain dozens of ports. Rather than creating two collision domains, each port creates its own
collision domain. In a network of twenty nodes, twenty collision domains exist if each node is plugged into its own switch port.

If an uplink port is included, one switch creates twenty-one single-node collision domains. A switch dynamically builds and maintains a Content-
Addressable Memory (CAM) table, holding all of the necessary MAC information for each port.

For a detailed description of how switches operate, and their key differences to hubs, see the reference link below.
ReferencE. http://www.cisco.com/warp/public/473/lan-switch-cisco.shtml

QUESTION 175
What must occur before a workstation can exchange HTTP packets with a web server?

A UDP connection must be established between the workstation and its default gateway.
A UDP connection must be established between the workstation and the web server.

A TCP connection must be established between the workstation and its default gateway.
A TCP connection must be established between the workstation and the web server.

An ICMP connection must be established between the workstation and its default gateway.
An ICMP connection must be established between the workstation and the web server.

mmoow>

Correct Answer: D
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:

Explanation:

HTTP uses TCP port 80.
http://pentestlab.wordpress.com/2012/03/05/common-tcpip-ports/

QUESTION 176

Select and Place:
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Cn the left are various network protocols. On the right are the layers of the TCRAP model. Assuming a reliable connection is required, move the protocols on the left to
the TCRIP layers on the right to show the proper encapsulation for an email message sent by a host on a LAN. (Mot all options are used.)

LUDP application layer

SMHMP transport layer

IP internet layer
ARP network access layer
Ethernet
TerR
SMTP

Correct Answer:
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Cn the left are various network protocols. On the right are the layers of the TCRAP model. Assuming a reliable connection is required, move the protocols on the left to
the TCRIP layers on the right to show the proper encapsulation for an email message sent by a host on a LAN. (Mot all options are used.)
UoP SHMP
TCP
P
ARP Ethcrnct
SMTP

Section: Operation of IP Data Networks
Explanation

Explanation/Reference:

QUESTION 177

Select and Place:
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Warious protocols are listed on the left. Onthe right are applications for the use ofthose protocols. Drag the protocol on the leftto an associated function for that
protocol an the right. (Mot all options are used.)
ICHP APC sends packets to the default gateway IP address the first time
d since the PC turned on.
DHCP The network administrator is checking basic IP connectivity from a
waorkstation to a server.
RARP The TCP/P protocol stack must find an [P address for packets
destined for a LRL.
UDP A network device will automatically assign IP addresses to
workstations.
DMS
ARP

Correct Answer:
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Warious protocols are listed on the left. Onthe right are applications for the use ofthose protocols. Drag the protocol on the leftto an associated function for that
protocol an the right. (Mot all options are used.)
ARP
ISP
RARP DHS
LIDP DHCF

Section: IP Services
Explanation

Explanation/Reference:
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QUESTION 178

Select and Place:
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Move the protocol or service on the left to a situation on the right where it would be used. (Mot all options are used.)

OSPF A PC with address 10.1.5.10 must access devices on the Internet.
ARP Only routers and servers require static IP addresses. Easy IP

) administration is required.

NAT APC only knows a server as /iMediaServer . IP needs to send data to

) that server.
ONS Aprotocol is needed to replace current static routes with automatic
route updates.
S0L
DHCP

Correct Answer:
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Move the protocol or service on the left to a situation on the right where it would be used. (Mot all options are used.)

MAT

ARP DHCF

DMS

QOSPF

Sl

Section: IP Services
Explanation

Explanation/Reference:
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QUESTION 179

Select and Place:
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Drag the definition on the left to the correct term on the right. Mot all definitions on the left will be used.

a protocol that converts human-readable names into machine-

readable addresses SHMP

usedto assign IP addresses automatically and set parameters such

as subnet mask and default gateway 2l

a protocol for using HTTP or HTTPS to exchange XML-based

messages over computer networks eI

a connectionless senvice that uses UDP to transfer files between

systems Ll

a protocol used to monitor and manage network devices DHCP

areliable, connection-oriented service that uses TCP to transfer files
between systems

Correct Answer:
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Drag the definition on the left to the correct term on the right. Mot all definitions on the left will be used.

a protocol usedto monitor and manage network devices

a reliable, connection-oriented senice that uses TCP to transfer files
between systems

a protocol for using HTTP or HTTPS to exchange XML-based
messages over computer networks

a connectionless senvice that uses UDP to transfer files between
systems

a protocol that converts human-readable names into machine-
readable addresses

usedto assign IP addresses automatically and set parameters such
as subnet mask and default gateway

DHCP

Section: IP Services
Explanation

Explanation/Reference:
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QUESTION 180

Select and Place:
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Drag the appropriate command on the left to the configuration task it accomplishes. (Mot all options are used.)

login password cantCome1n encrypt all clear text passwords
enable password uwil1Neverlo protect access to the user mode prompt
senvice password-encryption set privileged mode encrypted password
ms;i;iﬁio:;:;zgﬂnly set password to allow Telnet connections
enable secret noVWay1ndu set privileged mode clear text password
line viy 0 4

password 2Zhard2Guess

Correct Answer:
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Drag the appropriate command on the left to the configuration task it accomplishes. (Mot all options are used.)

login password cantCome1n service password-encryption

line console 0
password friend S0nly

enable secret noWay1ndu

line viy 0 4
password 2Zhard2Guess

cnable password uwili1MeverMo

Section: Network Device Security
Explanation

Explanation/Reference:
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QUESTION 181

Apopss

Tamga Apnka LAM Seilch

Faiin ey e

1202120 A28

1ARIR12e Habsiek
Fam - |

Ta configure e rouler dhpoplca) chck on the console host jcon that 15
connecled 1o a moubér by & serial conzoée cable (shewn in e disgram
as adashed black ling)

‘Yo can ciick on the bublons below bo viow the diffeent windows.

Each of the windows can be mirdmzed by clickng on the [} Youcan
sizareposiion a window by dragging 1l oy the e bar,

The "Tak" kay and mos! commands thal use e "Conyrol or Escape”
KEys ang nod supported and ang not necessary o comeheta this
smmulation, The hdp cormmand does nol dizplay a8 commands of the
help sysiem

Correct Answer: Answer: Router>enable
Section: Simulation
Explanation

Explanation/Reference:
Router#config terminal
Router(config)#hostname Apopka

2) Enable-secret password (cisco10):

Apopka(config)#enable secret ciscol0

3) Set the console password to RouterPass:

Apopka(config)#line console 0
Apopka(config-line)#password RouterPass
Apopka(config-line)#login

Fail

208165301 0827
IRtk

T -

antrad Flongs Widgets recently irstsled & new mutar in their Apogis office. Complate Fa
metwnik instalation by perianrreg e nilial poner confguraions and conngu ing RFY
eouting uaing the mieer ommsnd Bns inbersse (L0 on e Apopka nouer,

onfigure the rauler per the flleaing requisments:

Flams ofthe routarn is Apopka
[Ercanle-gecnel passvand s iehi5S5ana
The pagawond 1o actess uzer EXES made uzing 512 console is Hew2iar
The pagswond 0 allce lekel stcess 10 T8 rouler is ii@ius
IPwd adcresses musloe oorfpued ag mlkess:
Elheriel febsrk 200, 965.200.0 27 - rouler hag geoond 32sgasble nosl addrezs i
Zubnel
Serial istwork s 10RM2A22 28 - rouler has last sssignable host aodwess in he subnst
Inlerfaces should e snabled.
Rouling profecal s FiPy2
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Apopka(config-line)#exit

4) Set the Telnet password to scan90:
Apopka(config)#line vty 0 4
Apopka(config-line)#password scan90
Apopka(config-line)#login
Apopka(config-line)#exit

5) Configure Ethernet interface (on the right) of router Apopka:

A VCEPlus

The subnet mask of the Ethernet network 209.165.201.0 is 27. From this subnet mask, we can find out the increment by converting it into binary form,
thatis /27 =11111111.11111111.12111 1111.1110 0000. Pay more attention to the last bit 1 because it tells us the increment, using the formula:

Increment = 2place of the last bit 1 (starts counting from 0,from right to left), in this case increment = 25 = 32. Therefore:

Increment: 32
Network address: 209.165.201.0

Broadcast address: 209.165.201.31 (because 209.165.201.32 is the second subnetwork, so the previous IP - 209.165.201.31 - is the broadcast address

of the first subnet).

-> The second assignable host address of this subnetwork is 209.165.201.2/27
Assign the second assignable host address to Fa0/0 interface of Apopka router:
Apopka(config)#interface Fa0/0

Apopka(config-if)#ip address 209.165.201.2 255.255.255.224
Apopka(config-if)j#no shutdown

Apopka(config-if)#exit

6) Configure Serial interface (on the left) of router Apopka:

Using the same method to find out the increment of the Serial network:

Serial network 192.0.2.128/28:

Increment: 16 (/28 = 1111 1111.1111 1111.1111 1111.1111 0000)

Network address: 192.0.2.128 (because 8 * 16 = 128 s0 192.0.2.128 is also the network address of this subnet)
Broadcast address: 192.0.2.143

-> The last assignable host address in this subnet is 192.0.2.142/28.

Assign the last assignable host address to S0/0/0 interface of Apopka router:

Apopka(config)#interface S0/0/0 (or use interface S0/0 if not successful)
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Apopka(config-if)#ip address 192.0.2.142 255.255.255.240
Apopka(config-ifyj#no shutdown
Apopka(config-if)#exit

7) Configure RIP v2 routing protocol:
Apopka(config)#router rip
Apopka(config-router)#version 2
Apopka(config-router)#network 209.165.201.0
Apopka(config-router)#network 192.0.2.128
Apopka(config-router)#end

Save the configuration:

Apopka#copy running-config startup-config

Finally, you should use the ping command to verify all are working properly!

QUESTION 182

A VCEPlus

After the shutdown command has been issued on the serial 0/0 interface, what will be displayed when the show interface serial 0/0 command is issued

by the administrator?

Serial0/0 is administratively down, line protocol is down
Serial0/0 is down, line protocol is down
Serial0/0 is up, line protocol is down

Serial0/0 is up, line protocol is up
Serial0/0 is down, line protocol is up

mmoow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
answer is valuable.

QUESTION 183
What is the purpose of assigning an IP address to a switch?

A. provides local hosts with a default gateway address

Serial0/0 is administratively down, line protocol is administratively down
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B. allows remote management of the switch
C. allows the switch to respond to ARP requests between two hosts
D. ensures that hosts on the same LAN can communicate with each other

Correct Answer: B
Section: IP addressing (IPv4 / IPv6)
Explanation

Explanation/Reference:

Explanation:

Switch is a layer 2 device and doesn't use network layer for packet forwarding. The IP address may be used only for administrative purposes such as
Telnet access or for network management purposes.

QUESTION 184
An administrator must assign static IP addresses to the servers in a network. For network 192.168.20.24/29, the router is assigned the first usable host
address while the sales server is given the last usable host address.

Which of the following should be entered into the IP properties box for the sales server?

A. IP address: 192.168.20.14
Subnet Mask: 255.255.255.248
Default Gateway: 192.168.20.9

B. IP address: 192.168.20.254
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.20.1

C. IP address: 192.168.20.30
Subnet Mask: 255.255.255.248
Default Gateway: 192.168.20.25

D. IP address: 192.168.20.30
Subnet Mask: 255.255.255.240
Default Gateway: 192.168.20.17

E. IP address: 192.168.20.30
Subnet Mask: 255.255.255.240
Default Gateway: 192.168.20.25

Correct Answer: C
Section: IP addressing (IPv4 / IPv6)
Explanation

Explanation/Reference:
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QUESTION 185
Which IP address is a private address?

12.0.0.1
168.172.19.39
172.20.14.36
172.33.194.30
192.169.42.34

moowp

Correct Answer: C
Section: IP addressing (IPv4 / IPv6)
Explanation

Explanation/Reference:
Explanation/Reference:

Frivate IF Address Ranges (RFC 1918)

Class A

(24 Bit) 10.0.0.0 10.255.255.255 255.0.0.0

Class B [

(20 Bit) 172.16.0.0 172.31.255.255 f12 5EE.240.0.0 |
| T |

Class C

(16 Bit) 192.168.0.0 192.168.255.255 J16 AEE.255.0.0

QUESTION 186
Which command can you use to manually assign a static IPV6 address to a router interface?

ipv6 address PREFIX_1::1/64

ipv6 autoconfig 2001:db8:2222:7272::72/64
ipv6 autoconfig

ipv6 address 2001:db8:2222:7272::72/64

o0

Correct Answer: D
Section: IP addressing (IPv4 / IPv6)
Explanation
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Explanation/Reference:

QUESTION 187
Which two of these statements are true of IPv6 address representation? (Choose two.)

There are four types of IPv6 addresses: unicast, multicast, anycast, and broadcast.
A single interface may be assigned multiple IPv6 addresses of any type.

Every IPv6 interface contains at least one loopback address.

The first 64 bits represent the dynamically created interface ID.

Leading zeros in an IPv6 16 bit hexadecimal field are mandatory.

moow?>

Correct Answer: BC
Section: IP addressing (IPv4 / IPv6)
Explanation

Explanation/Reference:

Explanation/Reference:

http://www.cisco.com/en/US/technologies/tk648/tk872/technologies_white_paper0900aecd8026 003d.pdf

A single interface may be assigned multiple addresses of any type (unicast, anycast, multicast). Every IPv6-enabled interface must contain at least one
loopback and one link-local address. Optionally, every interface can have multiple unique local and global addresses. IPv6 host addresses can be
assigned in multiple ways:

Static configuration

Stateless autoconfiguration

DHCPv6

When IPv6 is used over Ethernet networks, the Ethernet MAC address can be used to generate the 64-bit interface ID for the host. This is called the
EUI-64 address. Since MAC addresses use 48 bits, additional bits must be inserted to fill the 64 bits required.

QUESTION 188
An administrator has connected devices to a switch and, for security reasons, wants the dynamically learned MAC addresses from the address table
added to the running configuration.

What must be done to accomplish this?

Enable port security and use the keyword sticky.

Set the switchport mode to trunk and save the running configuration.

Use the switchport protected command to have the MAC addresses added to the configuration.

Use the no switchport port-security command to allow MAC addresses to be added to the configuration.

Cow>»
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Correct Answer: A
Section: Network Device Security
Explanation

Explanation/Reference:
Explanation/Reference:
http://mww.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SX/configuration/guide/por t_sec.pdf

One can configure MAC addresses to be sticky. These can be dynamically learned or manually configured, stored in the address table, and added to the
running configuration. If these addresses are saved in the configuration file, the interface does not need to dynamically relearn them when the switch
restarts, hence enabling security as desired.

answer is exact.

QUESTION 189
A company has placed a networked PC in a lobby so guests can have access to the corporate directory.

A security concern is that someone will disconnect the directory PC and re-connect their laptop computer and have access to the corporate network. For
the port servicing the lobby, which three configuration steps should be performed on the switch to prevent this? (Choose three.)

Enable port security.

Create the port as a trunk port.

Create the port as an access port.

Create the port as a protected port.

Set the port security aging time to 0.

Statically assign the MAC address to the address table.

Configure the switch to discover new MAC addresses after a set time of inactivity.

GmMmoOoOw2

Correct Answer: ACF
Section: Network Device Security
Explanation

Explanation/Reference:

Explanation/Reference:

If port security is enabled and the port is only designated as access port, and finally static MAC address is assigned, it ensures that even if a physical
connection is done by taking out the directory PC and inserting personal laptop or device, the connection cannot be made to the corporate network,
hence ensuring safety.

QUESTION 190
At which layer of the OSI model does the protocol that provides the information that is displayed by the show cdp neighbors command operate?
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application
transport
network
physical
data link

moow»

Correct Answer: E
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:

Explanation:

http://computernetworkingnotes.com/cisco-devices-administration-and-configuration/cisco- discoveryprotocol.html

CDP is a device discovery protocol that runs over Layer 2 (the data link layer) on all Cisco- manufactured devices (routers, bridges, access servers, and
switches) and allows network management applications to discover Cisco devices that are neighbors of already known devices. With CDP, network
management applications can learn the device type and the Simple Network Management Protocol (SNMP) agent address of neighboring devices
running lower-layer, transparent protocols.

CDP allows devices to share basic configuration information without even configuring any protocol specific information and is enabled by default on all
interfaces. CDP is a Datalink Protocol occurring at Layer 2 of the OSI model. CDP is not routable and can only go over to directly connected devices.
CDP is enabled, by default, on all Cisco devices. CDP updates are generated as multicasts every 60 seconds with a hold-down period of 180 seconds
for a missing neighbor. The no cdp run command globally disables CDP, while the no cdp enable command disables CDP on an interface. Use show
cdp neighbors to list out your directly connected Cisco neighboring devices. Adding the detail parameter will display the layer-3 addressing configured on
the neighbor.

QUESTION 191
Which layer of the TCP/IP stack combines the OSI model physical and data link layers?

Internet layer
transport layer
application layer
network access layer

Cow>

Correct Answer: D
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:

Explanation/Reference:

The Internet Protocol Suite, TCP/IP, is a suite of protocols used for communication over the internet. The TCP/ IP model was created after the OSI 7
layer model for two major reasons. First, the foundation of the Internet was built using the TCP/IP suite and through the spread of the World Wide Web
and Internet, TCP/IP has been preferred. Second, a project researched by the Department of Defense (DOD) consisted of creating the TCP/IP
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protocols. The DOD’s goal was to bring international standards which could not be met by the OSI model. Since the DOD was the largest software
consumer and they preferred the TCP/IP suite, most vendors used this model rather then the OSI. Below is a side by side comparison of the TCP/IP and
OSI models.

The OSI| Model (Open Systems Interconnection)

05! Model [ TCP/IP Model |

Arrucmmu? Provdesseviceniorctocet ? P carvces

FRESE NIATIGN gﬁ;::u::.":nl:,;zil AN Applicalion
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Mulpkng[FORIL) Some Firewalls
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Enel 4o wnel delvary Internetwork
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NETWORK Fragmentation;Secuencing Rauters IF, ARF & ICHP
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e Phipiical add ey e Network Access
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MAC uchd.l'n'un:“:;q.:urmd traler MIT Drivess
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QUESTION 192
Which protocol uses a connection-oriented service to deliver files between end systems?

TFTP
DNS
FTP
SNMP
RIP

moow>»
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Correct Answer: C
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:

Explanation:

FTP is an acronym for File Transfer Protocol. As the name suggests, FTP is used to transfer files between computers on a network. You can use FTP to
exchange files between computer accounts, transfer files between an account and a desktop computer, or access online software archives

QUESTION 193
Refer to the exhibit.

d4-For
Hukb

If the hubs in the graphic were replaced by switches, what would be virtually eliminated?

broadcast domains
repeater domains
Ethernet collisions
signal amplification

o0
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E. Ethernet broadcasts

Correct Answer: C
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:

Explanation:

Modern wired networks use a network switch to eliminate collisions. By connecting each device directly to a port on the switch, either each port on a
switch becomes its own collision domain (in the case of half duplex links) or the possibility of collisions is eliminated entirely in the case of full duplex
links.

QUESTION 194
Refer to the exhibit.

- 10.168.10.129 126

"'5%5" 10.168.10.130 126
IP: 10.168.10.65 /26 Lo
MAC: B2:B2:B2:B2:B1:R2

IP: 10.168.11.65 26
MAC: C3:C3C3:C3:C3:C3

L
IP: 10.168.10.99 /26
MAC: Al:Al:Al:AL:AL:AL

2

IP: 10.168.11.88 16
MAC: D4:D4:D4:D4:D4:D4

If host A sends an IP packet to host B, what will the source physical address be in the frame when it reaches host B?

10.168.10.99
10.168.11.88
AlL:AL:AL:AL:ALAL
B2:B2:B2:B2:B2:B2
C3:C3:C3:C3:C3:C3
D4:D4:D4:D4:D4:D4

mmoow>»

Correct Answer: E
Section: Operation of IP Data Networks
Explanation
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Explanation/Reference:

Explanation:

When packets transfer from one host to another across a routed segment, the source IP address always remains the same source IP address, and the
source physical (MAC) address will be the existing router's interface address. Similarly, the destination IP address always remains the same and the
destination physical (MAC) address is the destination router’s interface address.

QUESTION 195
Refer to the exhibit.

Oshawa fa0/0 .

g GA Toronto

HostX son FTP Server
IP Address MAC Address
Hosth, 19216815 abcd 1123 0045
falfl (Toronto) | 192 16811 abcd 2246 0035
fal/0 (Oshawa) | 1921687 1 aabb 7777 3333
FTF Server 192168 717 aabb 5555 2227

HostX is transferring a file to the FTP server. Point A represents the frame as it goes toward the Toronto router. What will the Layer 2 destination
address be at this point?

abcd.1123.0045
192.168.7.17
aabb.5555.2222
192.168.1.1
abcd.2246.0035

moow?>

Correct Answer: E
Section: Operation of IP Data Networks
Explanation
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Explanation:

A VCEPlus

For packets destined to a host on another IP network, the destination MAC address will be the LAN interface of the router. Since the FTP server lies on

a different network, the host will know to send the frame to its default gateway, which is Toronto.

QUESTION 196

Which network device functions only at Layer 1 of the OSI model?

A)
e
B)
? hub
C)
NIC
D)
*:ZJ router
E)
Gt svitch
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Option A
Option B
Option C
Option D
Option E

moow»

Correct Answer: B
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:

Explanation:

Most hubs are amplifying the electrical signal; therefore, they are really repeaters with several ports. Hubs and repeaters are Layer 1 (physical layer)
devices.

QUESTION 197
Refer to the exhibit.

Area0

10.1.1.16/24
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The host in Kiev sends a request for an HTML document to the server in Minsk. What will be the source IP address of the packet as it leaves the Kiev
router?

10.1.0.1
10.1.0.5
10.1.0.6
10.1.0.14
10.1.1.16
10.1.2.8

mmoow>

Correct Answer: E
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:
Although the source and destination MAC address will change as a packet traverses a network, the source and destination IP address will not unless
network address translation (NAT) is being done, which is not the case here.

QUESTION 198
Refer to the exhibit.

Switch2 Routari
Hub1 I
Switchi

10.1.2.2
0000.00a1.2222
it

10.1.3.3
0000.00a1.3333
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As packets travel from Mary to Robert, which three devices will use the destination MAC address of the packet to determine a forwarding path? (Choose
three.)

Hubl

Switchl
Routerl
Switch2
Router2
Switch3

mmoow2>

Correct Answer: BDF
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:

Explanation:

Switches use the destination MAC address information for forwarding traffic, while routers use the destination IP address information.

Local Area Networks employ Layer 2 Switches and Bridges to forward and filter network traffic. Switches and Bridges operate at the Data Link Layer of
the Open System Interconnect Model (OSI). Since Switches and Bridges operate at the Layer 2 they operate more intelligently than hubs, which work at
Layer 1 (Physical Layer) of the OSI. Because the switches and bridges are able to listen to the traffic on the wire to examine the source and destination
MAC address. Being able to listen to the traffic also allows the switches and bridges to compile a MAC address table to better filter and forward network
traffic.

To accomplish the above functions switches and bridges carry out the following tasks:

MAC address learning by a switch or a bridge is accomplished by the same method. The switch or bridge listens to each device connected to each of its
ports and scan the incoming frame for the source MAC address. This creates a MAC address to port map that is cataloged in the switches/bridge MAC
database. Another name for the MAC address table is content addressable memory or CAM table.

When a switch or bridge is listening o the network traffic, it receives each frame and compares it to the MAC address table. By checking the MAC table
the switch/ bridge are able o determine which port the frame came in on. If the frame is on the MAC table the frame is filtered or transmitted on only that
port. If the switch determines that the frame is not on the MAC table, the frame is forwarded out to all ports except the incoming port.

QUESTION 199
Refer to the exhibit.

www.vceplus.com - Download A+ VCE (latest) free Open VCE Exams - VCE to PDF Converter - VCE Exam Simulator - VCE Online - IT Certifications



A VCEPlus

Destination MAC  Source MAC Destination IP Source IP
ETHERNET FRAME
Fa0/1 Switch2 Fal/1
%1“ 1.253 g 10.1.1.254 %
0000.000 c.0123 0000.000c.0124
Fa0/2 Fa0/2
10.1.2.254 10.1.3.254
0000.000 c.0456 0000.000 c.0567
Switch3] 10122 10.133 Switch1
Mary| |
0000.00a1.2222 0000.00a1.3333

Mary is sending an instant message to Robert. The message will be broken into a series of packets that will traverse all network devices. What
addresses will populate these packets as they are forwarded from Routerl to Router2?
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Destination MAC Source MAC Destination P Source IP
//0000.00a12222 /' 0000.00a13333 / 10122 / 10133 /
Destination MAC Source MAC DestinationIP  Source IP
/0000.000c0123 / 0000.000c0124 / 10422 / 10433 /
Destination MAC Source MAC DestinationIP Source IP
//0000.000c0123 /' 0000.000c0124 / 1011253 / 101.1.254 /
Destination MAC Source MAC DestinationIP  Source IP
/00000012222 / 0000.00a1.3333 / 1011253 /10.1.1.254 /
Destination MAC Source MAC DestinationIP  Source IP
/00000000456 / 0000000c.0567 / 10422 / 10433 /
Option A
Option B
Option C
Option D
Option E

Correct Answer: B
Section: Operation of IP Data Networks
Explanation

A VCEPlus
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Explanation/Reference:

Explanation:

The Source and Destination IP address is not going to change. Host 1 IP address will stay as being the source IP and the Host 2 IP address will stay the
destination IP address. Those two are not going to change.

For the MAC address it is going to change each time it goes from one hope to another. (Except switches... they don't change anything)

Frame leaving HOST 1 is going to have a source MAC of Host 1 and a destination MAC of Router 1.

Router 1 is going to strip that info off and then will make the source MAC address of Routerl’s exiting interface, and making Router2’s interface as the
destination MAC address. Then the same will happen... Router2 is going to change the source/destination info to the source MAC being the Router2
interface that it is going out, and the destination will be Host2's MAC address.

QUESTION 200
Refer to the exhibit.

SwitchA# show mac-address-table
< non-essential output omitted =
Destination Address Address Type WLAMN Destination Part

00b0. d05E.fedd Diynarmic 1 FastEthernetl/3
00b0.d043. acle Dynamic 1 FastEthernetd/d
000D, d0fe. ac32 Dynarmic 1 FastEthernetd/s
00b0. d0da. chak Dynamic 1 FastEthernetlb

Frame received by SwitchA:

Source MAC Destination MAC Source IP Destination IP
00h0.d056.fedd 00b0.d0da.ch56 192.168.40.5 192.168.40.6

SwitchA receives the frame with the addressing shown. According to the command output also shown in the exhibit, how will SwitchA handle this frame?

It will drop the frame.

It will forward the frame out port Fa0/6 only.

It will flood the frame out all ports.

It will flood the frame out all ports except Fa0/3.

Cow>»
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Correct Answer: D
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:

QUESTION 201
Refer to the exhibit.

SwitchA# show mac-address-table
< non-essential output omitted =
Destination Address Address Type WLAN Destination Port

00b0. d05G6. fedd Dynamic 1 FastEthernetls3
O0b0. d043. acZe Dynamic 1 FastEthernet0/4
00b0. d0fe. ac32 Oynamic 1 FastEthernetlfs
00b0. d0da. cbab Oynamic 1 FastEthernetl/G

Frame received by SwitchA:

Source MAC Destination MAC Source IP Destination IP
00h0.d056.fedd 00h0.d0da.B95a 192.168.40.5 192.168.40.6

SwitchA receives the frame with the addressing shown in the exhibit. According to the command output also shown in the exhibit, how will SwitchA
handle this frame?

It will drop the frame.

It will forward the frame out port Fa0/6 only.

It will forward the frame out port Fa0/3 only.

It will flood the frame out all ports.

It will flood the frame out all ports except Fa0/3.

moow?>

Correct Answer: E
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Section: Operation of IP Data Networks
Explanation

Explanation/Reference:

When frame receives the frame, it checks the source address on MAC table if MAC address found in MAC table it tries to forward if not in MAC table
adds the Address on MAC table. After checking the source address, it checks the destination address on MAC table, if MAC address found on MAC
table it forwards to proper ports otherwise floods on all ports except the source port.

QUESTION 202
Refer to the exhibit.

SwitchA MAC Address Table

Address Port

00h0.d043.ac2e FastEthernet/4d
00h0.d0fe.ac32  FastEthernet(/6
00h0.d0da.chd6 FastEthernetd/9

The exhibit is showing the topology and the MAC address table. Host A sends a data frame to host D. What will the switch do when it receives the frame
from host A?

The switch will add the source address and port to the MAC address table and forward the frame to host D.

The switch will discard the frame and send an error message back to host A.

The switch will flood the frame out of all ports except for port Fa0/3.

The switch will add the destination address of the frame to the MAC address table and forward the frame to host D.

Cow>»

Correct Answer: A
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:

Explanation:

When switch receives the data frame from the host not having the MAC address already on the MAC table, it will add the MAC address to source port on
MAC address table and sends the data frame.
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QUESTION 203
Which two statements describe the operation of the CSMA/CD access method? (Choose two.)

In a CSMA/CD collision domain, multiple stations can successfully transmit data simultaneously.

In a CSMA/CD collision domain, stations must wait until the media is not in use before transmitting.

The use of hubs to enlarge the size of collision domains is one way to improve the operation of the CSMA/CD access method.
After a collision, the station that detected the collision has first priority to resend the lost data.

After a collision, all stations run a random backoff algorithm. When the backoff delay period has expired, all stations have equal priority to transmit
data.

F. After a collision, all stations involved run an identical backoff algorithm and then synchronize with each other prior to transmitting data.

moow?>

Correct Answer: BE
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:

Explanation:

Ethernet networking uses Carrier Sense Multiple Access with Collision Detect (CSMA/CD), a protocol that helps devices share the bandwidth evenly
without having two devices transmit at the same time on the network medium. CSMA/CD was created to overcome the problem of those collisions that
occur when packets are transmitted simultaneously from different nodes. And trust me, good collision management is crucial, because when a node
transmits in a CSMA/CD network, all the other nodes on the network receive and examine that transmission. Only bridges and routers can effectively
prevent a transmission from propagating throughout the entire network! So, how does the CSMA/CD protocol work? Like this: when a host wants to
transmit over the network, it first checks for the presence of a digital signal on the wire. If all is clear (no other host is transmitting), the host will then
proceed with its transmission. But it doesn’t stop there. The transmitting host constantly monitors the wire to make sure no other hosts begin
transmitting. If the host detects another signal on the wire, it sends out an extended jam signal that causes all nodes on the segment to stop sending
data (think, busy signal). The nodes respond to that jam signal by waiting a while before attempting to transmit again. Backoff algorithms determine
when the colliding stations can retransmit. If collisions keep occurring after 15 tries, the nodes attempting to transmit will then time out.

QUESTION 204
Refer to the exhibit.
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Metwork
Davice A

Metwork
Davice B
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A network has been planned as shown. Which three statements accurately describe the areas and devices in the network plan? (Choose three.)

Network Device A is a switch.
Network Device B is a switch.
Network Device A is a hub.
Network Device B is a hub.

Area 1 contains a Layer 2 device.
Area 2 contains a Layer 2 device.
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Correct Answer: ADE
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:
Explanation:

Switches use a separate collision domain for each port, so device A must be a switch. Hubs, however, place all ports in the same collision domain so

device B is a hub. Switches reside in layer 2 while hubs are layer 1 devices.

QUESTION 205

On a Cisco switch, which protocol determines if an attached VolP phone is from Cisco or from another vendor?

A. RTP
B. TCP
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C. CDP
D. UDP

Correct Answer: C
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:

Explanation:

http://computernetworkingnotes.com/cisco-devices-administration-and-configuration/cisco- discoveryprotocol.html

The Cisco Unified IP Phone uses CDP to communicate information such as auxiliary VLAN ID, per port power management details, and Quality of
Service (QoS) configuration information with the Cisco Catalyst switch.

Cisco Discovery Protocol (CDP) is a proprietary protocol designed by Cisco to help administrators collect information about both locally attached and
remote devices. By using CDP, you can gather hardware and protocol information about neighbor devices, which is useful info for troubleshooting the
network.

CDP messages are generated every 60 seconds as multicast messages on each of its active interfaces.

The information shared in a CDP packet about a Cisco device includes the following:

Name of the device configured with the hosthname command 10S software version

Hardware capabilities, such as routing, switching, and/or bridging Hardware platform, such as 2600, 2950, or 1900

The layer-3 address(es) of the device

The interface the CDP update was generated on

QUESTION 206
Refer to the exhibit.

"
— T
] ,-‘"’Er'—"ﬂmz.ws.z.wzaﬂﬂ—‘?

S

Hast A

SW-A

What must be configured to establish a successful connection from Host A to switch SW-A through router RT-A?

VLAN 1 on RT-A

IP routing on SW-A

default gateway on SW-A

crossover cable connecting SW-A and RT-A

Cow>»
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Correct Answer: C
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:

Explanation:

In order for the switch to reach networks that are not local, such as networks attached to different interfaces of the router, it will need to set its default
gateway to be the IP address of the attached router.

QUESTION 207
How does TCP differ from UDP? (Choose two.)

TCP provides best effort delivery.

TCP provides synchronized communication.
TCP segments are essentially datagrams.
TCP provides sequence numbering of packets.
TCP uses broadcast delivery.

moow?>

Correct Answer: BD
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:
good answer.

QUESTION 208
A workstation has just resolved a browser URL to the IP address of a server. What protocol will the workstation now use to determine the destination
MAC address to be placed into frames directed toward the server?

HTTP
DNS
DHCP
RARP
ARP

moow?>

Correct Answer: E
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:
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The RARP protocol is used to translate hardware interface addresses to protocol addresses. The RARP message format is very similar to the ARP
format. When the booting computer sends the broadcast ARP request, it places its own hardware address in both the sending and receiving fields in the
encapsulated ARP data packet. The RARP server will fill in the correct sending and receiving IP addresses in its response to the message. This way the
booting computer will know its IP address when it gets the message from the RARP server

QUESTION 209
Refer to the exhibit.

192.168.0.1
00-17 -94-61-18-b0

172.16.0.1
00-17 Sa-da-bd-23

Host A I:I Host B

192.165.0.100 172.16.0.50
00-19-d3-de-d9-f7 00-19-d3-2d-c3-b2

Host A is sending a packet to Host B for the first time. What destination MAC address will Host A use in the ARP request?

192.168.0.1
172.16.0.50
00-17-94-61-18-b0
00-19-d3-2d-c3-b2
ff-ff-ff-ff-ff-ff
255.255.255.255
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Correct Answer: E
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:
Reference:
http://www.technicalhowto.com/protocols/arp/arp.html

For the initial communication, Host A will send a broadcast ARP (all F's) to determine the correct address to use to reach the destination.
ARP sends an Ethernet frame called an ARP request to every host on the shared link-layer legmen. The Ethernet header includes the source host MAC
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address and a destination address of all Fs representing a broadcast frame. The ARP request contains the sender's MAC an(! IP address and the target
(destination) IP address. The target's MAC address is set to all Os.
ARP Request

P Frame 30: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)

4 Ethernet II, Src: Vmware_ 10:a8:27 (00:0c:29:10:a8:27), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
pestination: eroadcast (Fr:ff:fr:fF:FF:FF)
Source: Vmware_10:a8:27 (00:0c:29:10:a8:27)
Type: ARP (0x0808)
4 Address pesolution Protecel (reguest)
Hardware type: Ethernet (1)
Protocol type: IP (0x0B00)
Hardware size: 6
Protocol size: 4
opcode: reguest (1)
[1s gratuitous: False]
Sender MAC address: vmware_10:a38:27 (00:0c:29:10:a8:27)
sender IP address: 172.20.66.1 (172.20.66.1)
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: 172.20.66.2 (172.20.66.2)

QUESTION 210
What are two common TCP applications? (Choose two.)

TFTP
SMTP
SNMP
FTP
DNS

moow>»

Correct Answer: BD
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:
Explanation:
SMTP uses TCP port 25, while FTP uses TCP ports 20 and 21. http://pentestlab.wordpress.com/2012/03/05/common-tcpip-ports/

QUESTION 211
Which two characteristics apply to Layer 2 switches? (Choose two.)

A. Increases the number of collision domains
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Decreases the number of collision domains

Implements VLAN

Decreases the number of broadcast domains

Uses the IP address to make decisions for forwarding data packets

mooOw

Correct Answer: AC
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:

Explanation:

Layer 2 switches offer a number of benefits to hubs, such as the use of VLANs and each switch port is in its own separate collision domain, thus
eliminating collisions on the segment.

QUESTION 212
Which two characteristics describe the access layer of the hierarchical network design model? (Choose two.)

layer 3 support

port security
redundant components
VLANSs

PoE

moow>»

Correct Answer: BD
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:

http://www.ciscopath.com/content/61/

http://www.mcmcse.com/cisco/guides/hierarchical_model.shtml Access layer

The main purpose of the access layer is to provide direct connection to devices on the network and controlling which devices are allowed to
communicate over it. The access layer interfaces with end devices, such as PCs, printers, and IP phones, to provide access to the rest of the network.
The access layer can include routers, switches, bridges, hubs, and wireless access points (AP).

Switch features in the Access layer:
Port security

VLANSs

Fast Ethernet/Gigabit Ethernet
Power over Ethernet (PoE)

Link aggregation

Quality of Service (QoS)
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QUESTION 213
Refer to the topology and switching table shown in the graphic.

Switch 1 switch table
Host | MAC Address Port

A 00-0A-8A-47-E6-12 |0/5
D 01-00-CD-22-03-14 |0/9
B 01-1B-25-AB-32-E8 |0/2

Host B sends a frame to Host C. What will the switch do with the frame?

Drop the frame

Send the frame out all ports except port 0/2

Return the frame to Host B

Send an ARP request for Host C

Send an ICMP Host Unreachable message to Host B

Record the destination MAC address in the switching table and send the frame directly to Host C

mmoow>

Correct Answer: B
Section: Operation of IP Data Networks
Explanation

Explanation/Reference:
Explanation:
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An Ethernet switch appears to use the same logic as a transparent bridge. However, the internal
logic of the switch is optimized for performing the basic function of choosing when to forward
and when to filter a frame. Just as with a transparent bridge. the basic logic of a LAN switch is

as follows:
Step1 A frame is received.

Step 2 If the destination is a broadcast or multicast, forward on all ports.

Step3  Ifthe destination is a unicast and the address is not in the address
table, forward on all ports.

Step 4 Ifthe destination is a unicast and the address is in the address
table, forward the frame out the associated port, unless the MAC
address is associated with the incoming port.

QUESTION 214
Refer to the exhibit.

ISP

A network technician is asked to design a small network with redundancy. The exhibit represents this design, with all hosts configured in the same
VLAN. What conclusions can be made about this design?
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This design will function as intended.

Spanning-tree will need to be used.

The router will not accept the addressing scheme.

The connection between switches should be a trunk.

The router interfaces must be encapsulated with the 802.1Q protocol.
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Correct Answer: C
Section: Troubleshooting
Explanation

Explanation/Reference:
Explanation/Reference:
The proposed addressing scheme is on the same network.

QUESTION 215
Refer to the exhibit.

Finance# show interfaces fastEthernet 0/2

FastEthernet(/2 iz down, line protocol is dowmn (notconnect)
Hardware is Fast Ethernet, address is 0017.596d.2al2
Description: To Central Fa0/0
MTU 1500 bytes, BW 100000 Ebit, DLY 100 usec,

relisbility 2557255, txload 1/255, rxload 1/255

Encapsulation ARPA, loopback not set
Keepalive set (10 =zec)
Full-duplex, 100Mb/=s

input flow-control is off, output flow-control is unsupported

ARP type: ARPA, ARP Timeout 04:00:00

Last input 00:00:03, output 00:00:00, output hang never

Last clearing of "show interface”™ counters never
Loutput omitted>

A VCEPlus

An administrator replaced the 10/100 Mb NIC in a desktop PC with a 1 Gb NIC and now the PC will not connect to the network. The administrator began

troubleshooting on the switch. Using the switch output shown, what is the cause of the problem?

A. Speed is set to 100Mb/s.
B. Input flow control is off.
C. Encapsulation is set to ARPA.
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D. The port is administratively down.

E. The counters have never been cleared.

C

orrect Answer: A

Section: Troubleshooting
Explanation

Explanation/Reference:

QUESTION 216
Refer to the exhibit.

e

f0.0 - 10.0.0.1.24
&

Server: 10.5.75.25024
Default gateway: 10.5.75.1/24

Results of testing fiom the host:
Ping 127.0.0.1 - succeasfiul

Ping 10.0.0, 15 - successful

Ping 10.0.0.1 - unsuccessiul
Ping 10.5.75.250 - unsuccessiul

Host configur ation:
Local Host: 10.0.0.352 4
Default gateway: 10.0.0.1724

A VCEPlus

A technician is troubleshooting a host connectivity problem. The host is unable to ping a server connected to Switch_A. Based on the results of the
testing, what could be the problem?

A
B
C
D

. Aremote physical layer problem exists.
. The host NIC is not functioning.

. TCP/IP has not been correctly installed on the host.
. A'local physical layer problem exists.

Correct Answer: D
Section: Troubleshooting
Explanation
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Explanation/Reference:

QUESTION 217
Refer to the exhibit.

A problem with network connectivity has been observed. It is suspected that the cable connected to switch port
Fa0/9 on Switchl is disconnected. What would be an effect of this cable being disconnected?

Host B would not be able to access the server in VLAN9 until the cable is reconnected.

Communication between VLANS and the other VLANs would be disabled.

The transfer of files from Host B to the server in VLAN9 would be significantly slower.

For less than a minute, Host B would not be able to access the server in VLAN9. Then normal network function would resume.

Cow>»

Correct Answer: D
Section: Troubleshooting
Explanation

Explanation/Reference:

QUESTION 218
A receiving host has failed to receive all of the segments that it should acknowledge. What can the host do to improve the reliability of this
communication session?
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decrease the window size

decrease the sequence number

moow»

start a new session using UDP
Correct Answer: A

Section: Troubleshooting
Explanation

Explanation/Reference:

QUESTION 219
Refer to the exhibit.

use a different source port for the session

obtain a new IP address from the DHCP server

. S0/0

Fa0/
192.168.1.64/26
Host1
Configuration for B1:
interface a0/

ip address 192.168.1.65 255.255.255.192
no shutdown

interface serial 0/0
ip address 192.168.1.5 255.255.255.252
no shutdown

192.168.1.430

I:l 192.168.1.128/26

Host2

Configuration for B2:

interface fa0/0
ip address 192.168.1.120 255_255.255.192
no shutdown

interface serial 070
ip address 192.168.1.6 255.255.255_252
no shutdown

ip route 192.168.1.64 255.255.255.192 s0/0

A VCEPlus

A technician pastes the configurations in the exhibit into the two new routers shown. Otherwise, the routers are configured with their default
configurations. A ping from Hostl to Host 2 fails, but the technician is able to ping the S0/0 interface of R2 from Host 1. The configurations of the hosts
have been verified as correct. What could be the cause of the problem?
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Correct Answer: C
Section: Troubleshooting
Explanation

Explanation/Reference:
Explanation/Reference:

The serial cable on R1 needs to be replaced.
The interfaces on R2 are not configured properly
R1 has no route to the 192.168.1.128 network.
The IP addressing scheme has overlapping subnetworks.

The ip subnet-zero command must be configured on both routers.

A VCEPlus

Without a static route pointing to host 2 network the router is unaware of the path to take to reach that network and reply traffic cannot be sent.

QUESTION 220
Refer to the exhibit.

EHM# show ip interface brief
Interface IP-Address
FastEthernetl/l 1892 168161
Serial0/0 192.168.15.2
Fastethernetli 1 192 168171
Serial 041 unassigned

Q7
¥ES
¥
TES
i e

Method Status Frotocol

MY AM
MR AM
MR A M
MNYREAM

up up
administratively down down
up Up
administratively down down

Serial 0/0 does not respond to a ping request from a host on the FastEthernet 0/0 LAN. How can this problem be corrected?

Enable the Serial 0/0 interface.
Correct the IP address for Serial 0/0.
Correct the IP address for FastEthernet 0/0

moow>»

Correct Answer: A
Section: Troubleshooting
Explanation

Explanation/Reference:
Explanation/Reference:

Change the encapsulation type on Serial 0/0
Enable autoconfiguration on the Serial 0/0 interface
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Serial 0/0 interface is administratively down therefore, you will have to run the "no shutdown" command to enable the interface for data.

QUESTION 221
Refer to the exhibit.

WG1RZ2#ielnet 18.3.1.2
Irying 10.3.1.2 ... Open

Password required, but none set

[Connection to 180.3.1.2 closed by foreign hostl
WG1R2#_

Why was this message received?

mmoow>»

No VTY password has been set.

No enable password has been set.

No console password has been set.

No enable secret password has been set.

The login command has not been set on CON 0

The login command has not been set on the VTY ports.

Correct Answer: A
Section: Troubleshooting
Explanation

Explanation/Reference:

QUESTION 222
Refer to the exhibit.

www.vceplus.com - Download A+ VCE (latest) free Open VCE Exams - VCE to PDF Converter - VCE Exam Simulator - VCE Online - IT Certifications



A VCEPlus

HCi# configure terminal

HCl config)# interface fastethernet 0/0

HQ(config-ifi# ip address 192.168.1.17 255.255.255.0
HQ(config-ifi# no shutdown

HQ(config-ifi# interface serial 0/0

HQ(config-ifi# ip address 192.168.1.65 255.255.255.240
HQ(config-ifi# no shutdown

% 192.168.1.0 overlaps with FastEthernet0/0

After configuring two interfaces on the HQ router, the network administrator notices an error message. What must be done to fix this error?

The serial interface must be configured first.

The serial interface must use the address 192.168.1.2

The subnet mask of the serial interface should be changed to 255.255.255.0

The subnet mask of the FastEthernet interface should be changed to 255.255.255.240
The address of the FastEthernet interface should be changed to 192.168.1.66
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Correct Answer: D
Section: Troubleshooting
Explanation

Explanation/Reference:

QUESTION 223
Two routers named Atlanta and Brevard are connected by their serial interfaces as shown in the exhibit, but there is no data connectivity between them.
The Atlanta router is known to have a correct configuration.
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Atlanta

Brevard
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Atlanta# show interfaces s0

Seriald is up, line protocel is up
Hardware is HD64570
Internet address is 192.168.10.1/24
MTU 1500 bytes, BW 1544 Khit,

reliability 255/255

Encapsulation HDLC, loopback not set
Keepalive set (10 sec)

Brevard# show interfaces s1

Seriall is up, line protocol is up
Hardware is HD64570
Internet address is 192.168.11.2/24
MTU 1500 bytes, BW 56000 Khit,

reliahility 255/255

Encapsulation HDLC, loopback not set
Keepalive set (10 sec)

A VCEPlus

Given the partial configurations shown in the exhibit, what is the problem on the Brevard router that is causing the lack of connectivity?

A loopback is not set.
The IP address is incorrect.
The subnet mask is incorrect.

mmoow>

Correct Answer: B
Section: Troubleshooting
Explanation

Explanation/Reference:
Topic 8, OSPF Questions

QUESTION 224

The serial line encapsulations are incompatible.
The maximum transmission unit (MTU) size is too large.
The bandwidth setting is incompatible with the connected interface.

Which parameter or parameters are used to calculate OSPF cost in Cisco routers?

Bandwidth
Bandwidth and Delay
Bandwidth, Delay, and MTU

Cow>»

Bandwidth, MTU, Reliability, Delay, and Load
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Correct Answer: A
Section: OSPF Questions
Explanation

Explanation/Reference:

Explanation/Reference:

The well-known formula to calculate OSPF cost is
Cost = 10 / Bandwidth

answer is valid.

QUESTION 225
Why do large OSPF networks use a hierarchical design? (Choose three.)

to decrease latency by increasing bandwidth

to reduce routing overhead

to speed up convergence

to confine network instability to single areas of the network

to reduce the complexity of router configuration

to lower costs by replacing routers with distribution layer switches

mmoow2>

Correct Answer: BCD
Section: OSPF Questions
Explanation

Explanation/Reference:

Explanation:

OSPF implements a two-tier hierarchical routing model that uses a core or backbone tier known as area zero (0). Attached to that backbone via area
border routers (ABRs) are a number of secondary tier areas.

The hierarchical approach is used to achieve the following:
Rapid convergence because of link and/or switch failures Deterministic traffic recovery
Scalable and manageable routing hierarchy, reduced routing overhead.

QUESTION 226
Refer to the exhibit.
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Loopback 0
192.168.45.1/24

10.10.10.1:24

Loopback 0
172.16.10.1:24

10.10.10.2/24

When running OSPF, what would cause router A not to form an adjacency with router B?

Cow>

Correct Answer: B

Section: OSPF Questions

Explanation

Explanation/Reference:
Explanation/Reference:

To form an adjacency (become neighbor), router A & B must have the same Hello interval, Dead interval and AREA numbers

The loopback addresses are on different subnets.

The values of the dead timers on the routers are different.

Route summarization is enabled on both routers.

The process identifier on router A is different than the process identifier on router B.

A VCEPlus
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