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Exam A

QUESTION 1
A customer requires an HP FlexCampus solution with a core that scales to 40/100G. Which HP switch fabric meets this need?

the 7500's CLOS switch fabric
the 10500's CLOS switch fabric
the 7500's crossbar switch fabric
the 10500's crossbar switch fabric

Cow>»

Correct Answer: B
Section: Other
Explanation

Explanation/Reference:

HP 7500 Switch Series

Key features

Versatile, high-performance modular switches
Enterprise LAN core, aggregation, and edge
Extensive switching and routing, IPv6, MPLS
Advanced functionality with service modules
Robust network and service virtualization

HP 10500 Switch Series

Key features

Advanced, next-generation CLOS architecture
More than 11 terabits-per-second switching capacity
Feature-rich, with IPv6 and MPLS functionality

HP IRF technology virtualizes up to four chassis
Ultra-high 1/10/40 GbE density; 100 GbE ready

QUESTION 2
What is the role of neighbor solicitation (NS) messages in the autoconfiguration of an IPv6 address?

A. An IPv6 node sends an NS message to inform a node undergoing autoconfiguration that it is already using a particular address.

B. An IPv6 node sends an NS message for its tentative address to determine whether another node is using it.

C. An IPv6 node sends an NS message for the global prefix to prompt other IPv6 nodes to advertise the addresses that they are using on that prefix.
D. An IPv6 node sends an NS message to prompt an IPv6 router on the link to advertise the global prefixes associated with the link immediately.

Correct Answer: B
Section: IPv6
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Explanation

Explanation/Reference:
Duplicate address detection

The assignment of a unicast IPv6 address to an interface involves an internal test for the uniqueness of that address using Neighbor Solicitation and
Neighbor Advertisement (ICMPvV6 type 135 and 136) messages. While in the process of establishing uniqueness an address has a tentative state.

The node joins the solicited-node multicast address for the tentative address (if not already done so) and sends neighbor solicitations, with the tentative
address as target address and the unspecified address (::/128) as source address. The node also joins the all-hosts multicast address ff02::1, so it will
be able to receive Neighbor Advertisements.

If a node receives a neighbor solicitation with its own tentative address as the target address, then that address is not unique. The same is true if the
node receives a neighbor advertisement with the tentative address as the source of the advertisement. Only after having successfully established that an
address is unique may it be assigned and used by an interface.

QUESTION 3
Which switch is best suited to act at the edge of a medium to large HP FlexFabric solution?

10500
5500
9500
5830

Cow>»

Correct Answer: D
Section: Other
Explanation

Explanation/Reference:
Technical white paper
HP FlexFabric Reference Architecture Overview

Customers looking to reduce cost and complexity can implement a two-tier collapsed network design that completely eliminates a dedicated aggregation
layer. These designs leverage HP Virtual Connect or HP 58x0/59x0 series switches at the server edge along with highly scalable HP12500 series core
switches as a collapsed core/aggregation layer. These flat network designs help ensure direct-flight server-to-server performance while dramatically
reducing network port counts. A two-tier collapsed design also simplifies and streamlines network management,and reduces capital expense and energy
consumption.

http://www.hp.com/hpinfo/newsroom/press_kits/2012/convergedcloud2012/HPN_FlexFabric_Whitepaper.pdf

QUESTION 4
How can a high density of ports and high throughput at the core of an HP FlexNetwork save customers money?

A. Intelligence is offloaded from the edge switches, enabling customers to save money on the most numerous switches in their solutions.
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B. The customer can combine the data center and campus LAN core into a single entity, reducing power and cooling costs.

C. The customer no longer needs to deploy modular switches at the distribution level and the edge, deploying more cost-effective stackable switches
instead.

D. The architecture can be simplified, eliminating expensive distribution devices and reducing power and cooling costs.

Correct Answer: D
Section: Other
Explanation

Explanation/Reference:
QUESTION 5

View the exhibit. The exhibit shows a network with HP 5400 zl and 8200 zl switches throughout the core and edge. What is one advantage of
implementing routing on edge switches?

Typically, it is easier to implement user-based VLAN assignments.

The topology has higher redundancy because edge switches can take over routing roles when necessary.
Typically, the network can use fewer total VLANs when edge switches implement routing.

Typically, it is easier to ensure that routed links between edge and core switches are fully utilized.

o0
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Correct Answer: D
Section: Other
Explanation

Explanation/Reference:
Remember

QUESTION 6

A company has a network that includes HP 5800 and 12500 switches. Usage demands on the company's FTP servers have increased, causing
performance issues during peak usage times. While analyzing link utilization, the network administrator noticed that the most heavily utilized links
experience bursts of congestion, causing them to drop traffic. The links then experience brief periods of low utilization followed by another burst of
congestion. This pattern continues periodically throughout the peak utilization time.

What should the network administrator do to attempt to create a more efficient traffic pattern on these links?

A. Configure an outbound traffic policing policy on the ports in question, setting the CIR at about sixty percent of the ports' capacity and the PIR at aboult
eighty percent.

B. Apply Weighted Fair Queuing (WFQ) or Weighted Round Robin (WRR) scheduling in preference to Strict Priority (SP) scheduling on the ports in
guestion.

C. Configure inbound traffic policing policies on ports at the core, setting the CIR at about sixty percent of the ports' capacity and the PIR at about eighty
percent. Apply outbound generic traffic shaping (GTS) on ports facing the core ports, setting the CIR equal to the CIR on the core ports.

D. Apply a WRED table to the ports in question, optionally adjusting the table values to drop lower priority traffic first.

Correct Answer: D
Section: QOS
Explanation

Explanation/Reference:

WRED proceeds in this order when a packet arrives:

= Calculation of the average queue size.

= The arriving packet is queued only if the average queue size is below the minimum queue threshold.

= Depending on the packet drop probability the packet is either dropped or queued if the average queue size is between the minimum and maximum
gueue threshold.

= The packet is automatically dropped if the average queue size is greater than the maximum threshold.

QUESTION 7
View the exhibits.

Exhibit 1
The frame has these characteristics:

VLANID =3
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802.1p=3

DSCP=32
Source IP address = 10.1.1.5

Exhibit 2
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' fondemand.questionmark.com/delivery /perception.php?custo... (X

interface GigabitEthernetl/0/1
port link-type trunk
port trunk permit wvlan 1 teo 3
gos apply policy In inbound
interface CGigabitEthernetl/0/2
port link-type trunk
port trunk permit wlan 1 te 3
gos priority 3
goas trust dotlp
acl number 2000
rule permitflsbfz%e’ 10N ¥ NETD MOROEDSE
ffic classifier Subnet? :
-match 2000
traffic behavior Dacp4l
remark dscp 40
gos policy In
classifier Subnetl behavior

& Close] .

The frame shown in Exhibit 1 arrives on an HP 5800 switch's Gigabit Ethernet port 1/0/1. QoS maps are at their default settings. Based on the
configuration shown in Exhibit 2, to which queue is the outbound packet assigned?
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SO w>»
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Correct Answer: D
Section: QOS
Explanation

Explanation/Reference:
In accordance with the table below: DSCP == 40 => TOS ==
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Iz

40

48

=

&4

72

80

88

36

104

By i

120

128

126

144

152

160

124

192

224

ToS ToS bin Tas ToS ToS Tos ToS DsCp DsCP DsCP
hex Prec Prec Delay Throgh- Relia- bin hex daec
{bin) {dec) Flag put bility
Flag FLag

000 oooo00oo00 ooo 8] 0 0 0 oooooa 0=00 u]
0=20 00100000 001 1 0 o 0 ooi1000 0x08 8
0x28 00101000 oo1 1 o 1 o oo1010 O=0A i0
0=320 00110000 oo1i 1 i i} o oo1100 O:=0C iz
0x28 ooii1i000 oo1i & i 1 0 ooiii1o 0x0E 14
040 01000000 010 2 0 0 0 oilo0000 0x10 15
Ox48 oio01000 oio 2 0 1 0 010010 Ox12 18
0x50 0i010000 010 2 i 0 0 010100 Ox14 20
0x58 0i011000 010 2 1 i 0 010110 Ox1l6 22
Dx60 01100000 oii 3 0 0 0 011000 0=18 24
0x68 0ii01000 pii 3 0] 1 0] o1io10 OxiA 26
0=70 01110000 oii 3 1 0 0 011100 Dx1C 28
0x78 01111000 011 3 i 1 0] 011110 Ox1E 20
0x80 i1ooooooo 100 < 0 8] 0 1000040 O=20 32
0x88 10001000 i0o = 0] 1 0] 100010 O=22 24
050 10010000 100 B 1 0 0 100100 Ox34 26
0x=598 10011000 i0o = i 1 0] 100110 Ox=26 28
D=0 10100000 101 5 0 W] 0 101000 0x28 40
0=B8 10111000 101 5 1 1 0] 101110 0x2E 45
020 110000040 ii0 = 0 o 0 110000 0x=30 48
0=ED 11100000 11t 7 0 0 0 111000 0x38 56

DSCP
Class

nane
csl
afii
afiz
afi3
cs52
afzi
afzz
afz3
cs53
af31
afaz
afz3
csd
af41
af4z2
af43
cs5
ef
cs6

cs7?
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Priority trust mode on a port

The priority trust mode on a port determines which priority is used for pricrity mapping table lookup.
priority was intfroduced so that you can use it for priority mapping in addition to the priority fields car

in packets. The HP 5800 Switch Series and 5820X Switch Series provide the following priority frust mc
»  dotlp—Uses the 802.1p priority carried in packets for priority mapping.

Table 3 Priority mapping results of trusting the 802.1p priority (when the default dot1p-lp priority
mapping table is used)

802.1p priority carried in

backets Local precedence Queve ID
0 2 2
1 0 0
2 1 ]
3 3 3
4 4 4
5 £ 5
6 6 6
7 7 Z
NOTE:

When the 802.1p priority carried in packets is trusted, the port priority is used for priority mapping for
packets which do not carry VLAN tags (namely, do not carry 802.1p priorities.) The priority mapping

- [
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QUESTION 8

View the exhibit. A network administrator wants to configure an HP 5800 switch to place all incoming traffic on the Gigabit Ethernet 1/0/1 port in priority
queue 3. However, one exception applies. All traffic incoming on that port that is destined to UDP port 55555 should be forwarded in priority queue 4 and

marked with DSCP 32. Based on the current configurations shown in the exhibit, which further steps must the network administrator perform? (Select
two.)

acl number 3000

rule permit udp destination-port eq 55555
traffic classifier Classa

if-match acl 3000
traffic behavior DsCP32

remark dscp 32
traffic behavior 1p4

remark 1p 4
qos policy Policyl

classifier ClassA behavior DSCP32
gos policy pPolicy?2

classifier ClassA behavior 1p4
interface Gigabit1/0/1

gos trust dotlp

gos priority 3

Configure port Gigabit Ethernet 1/0/1 to trust DSCP

Apply QoS policy Policyl as an inbound policy on port Gigabit Ethernet 1/0/1
Apply QoS policy Policy2 as an inbound policy on port Gigabit Ethernet 1/0/1
Create a O0S Ip-dscp map that maps Ip value 4 to DSCP02

Undo OoS trust on port Gigabit Ethernet 1/0/1

moow»

Correct Answer: BE
Section: QOS
Explanation

Explanation/Reference:
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*  undo qos trust—Uses the port priority as the 802.1p priority for priority mapping. The port priori
user configurable.

Table 5 Priority mapping results of not trusting packet priority (when the default dot1p-lp priority
mapping table is used)

Port priority Local precedence Queve ID
0 (default) 2 7

1 0 0

e N I o S O o R [ N I T N ¥
~ o~ || | o
=l o~ |n | = |

The priority mapping procedure varies with the priority modes. For more information, see "Pri:
mapping procedure.”

QUESTION 9

A company has a service level agreement (SLA) with its service provider. The SLA specifies a 2 Mbps committed information rate (CIR) and 20 KB
committed burst size (CBS). Lately, during peak usage times, the company has been experiencing brief periods of poor performance on its external
connection (Gigabit Ethernet port 2/0/1 on an HP 5800 switch). How can the network administrator configure the Comware switch to address this
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problem?

A. Configure a traffic classifier that selects all traffic and a car traffic behavior that sets the CIR to 2 Mbps and the CBS to 20 KB. Create a QoS policy
that maps the classifier to the action and apply this policy as an inbound policy on port Gigabit Ethernet 2/0/1.

B. Enable Strict Priority (SP) scheduling on port Gigabit Ethernet 2/0/1 and ensure that all inbound traffic is marked with the correct priority.
Configure generic traffic shaping (GTS) on the Gigabit Ethernet port 2/0/1, setting the CIR to 2 Mbps and the CBS to 20 KB.

D. Configure a traffic classifier that selects all traffic and a car traffic behavior that sets the CIR to 2 Mbps and the CBS to 20 KB. Create a QoS policy
that maps the classifier to the action and apply this policy as an outbound policy on port Gigabit Ethernet 2/0/1.

o

Correct Answer: C
Section: QOS
Explanation

Explanation/Reference:
In this case you must use GTS (generic traffic shaping).
Note: Traffic shaping applies only to outbound traffic!

QUESTION 10
A network includes a mix of IGMPv2 and IGMPv3 endpoints and must support the following source specific multicasting applications:

Source: 10.1.4.2 and Group: 232.0.5.5
Source: 10.1.4.12 and Group 232.0.6.6

The network is already implementing PIM-SM and IGMPv3. In order to support these applications, the HP 10500 switches that act as routers for the
endpoints in question must support another feature. Which step must the network administrator perform on each of these switches?

Create an SSM policy that includes 232.0.5.5 and 232.0.6.6 within its range
Enable IGMPv2 backward compatibility mode

Configure two SSM maps, each of which maps a source to its multicast group
Enable PIM SSM on the interfaces that connect to the endpoints

Cow>»

Correct Answer: C
Section: Multicast
Explanation

Explanation/Reference:
HP 10500 Switch Series IP Multicast Configuration Guide

Because of some possible restrictions, some receiver hosts on an SSM network might run IGMPv1 or IGMPv2. To provide SSM service
support for these receiver hosts, configure the IGMP mapping feature on the last-hop router.
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Step Command Remarks

1. Enter system view. system-view N/A

2. Enter public network
IGMP view or VPN igmp [ vpn-instance vpn-instance-name | N/A
instance IGMP view.

3. Configure an IGMP SSM  ssm-mapping group-address { mask | No IGMP mappings are
mapping. mask-length } source-address configured by default.
QUESTION 11

View the exhibit. PIM-SM is configured on each interface in the network and IGMP is enabled on VLAN 3 and VLAN 4, as shown in Exhibit 1. Each
switch has a rendezvous point (RP) set and valid unicast routes, as shown in Exhibit 2. The network administrator configures an endpoint connected to
VLANA4 to begin listening on 239.255.1.1 to verify if multicast routing configuration is established correctly. The network is not live, meaning no other
hosts are sending IGMP requests. The network administrator then checks PIM routing entries on the switches to verify if the system is functioning
correctly. On which switches should (*, 239.255.1.1) entries appear if the system is functioning correctly?
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Loopback interface
10.1.255.2

VLAN 3
10.1.3.0/24

C
Loopback interface

VIAN 101 10.1.255.3

A
VLAN 4
Loopback 10.1.4.0/24
interface ° /

10.1.255.1
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Exhibit 2

Routing switch A, B, and CRP gt

PFIM-3M static AP informationt
Btatie APt 10.1,255.3

Routing switch A routing table

Dastination/Maak PFroto Fre Coat RaxtHop Interface
10.1.3.0/24 osSPF L0 114 10.1.100.2 Vianl0da
10.1.4.0/24 oser 10 114 10,1.102.2 YWlanl02
10.1.100.L/32 Direct a 0 127.0.0.1 Inloapd
10.1.100.0/24 Direct g a 10,1.100.1 Vianl0d
10.1.102.1/32 Direct Q 0 127.0.0.1 InLoopl
10.1.102.0/24 Direct Q ] 10.1.102.1 Vianl2
10.1.255.1/32 Dizect a o 127.0.0.1 InLoopl
10.1.255.2/32 OSPF 10 10 10.1.100.2 Vianl00
10.1.255.3/32 Dizect 10 10 10.1.:102.2 Vianl0Q
127.0.0.0/8 Direct Q 1] 127.0.0.1 InLeopld
127.0.0.1/32 Dizect Q 1] 127.0.0.1 InLoopd
Routing switch 8 routing table

Dastination/Hask Proke Pra Coat Naxtiep Intarface
10,1 1/24 [i] e l .z . InLeoopd

gl “%_gw'ﬁi' - " el i %*13%’?.”’ ¥iand

| 1080 4.0/85 ; i L R A iBodk V1an100
16. 1900, Ef"? Oi-80E i b 5 T o P InLeapd
10.1.100. 8924 Birect @ 1] 10.1.100.2 Vianl00Q
10.1.101.2/32 Direct a ] 127.0.0.1 InLocpd
10.1.101.0/24 Direct a 1] 10.1.101.2 VianlDl
10.1.255.1/32 OsPF 10 10 10.1.100.1 Vianl00
10.1.2556.2/32 Direct g 1] 127.0.0.1 InLaopd
10.1.255.3/32 OSPF g 20 10.1.100.1 Vianl04
127.0.0.0/8 Direct O ] 127.0.0.1 InLoopd
127.0.0.1/732 Diract a 127.0.0.1 Inleopd

Routing switch C routing table

Destination/Maak Frote Pre Coast KeaxtHop Interface
10.1.3.0/24 osPF 1] 120 10.1.120.1 VlianlO2
10.1.4.1724 Direct Q o 127.0.0.1 InLeopld
10.1.4.0/24 Dizact 0 1] 10.1.4.1 Viand
10.1.101.1/32 Direct Q 1] 127.0.0.1 InLlaapd
10.1.101.0/24 Direct 0 o i0.1.101.1 ¥ianlOl
10.1.102.2/32 Direct Q o 127.0.0.1 Inloopd
10.1.102.0/24 Direct Q Q 10.1.102.2 Vianl02
10.1.355.1/32 OSPF 10 10 i0.1,102.1 Vianl02
10.1.255.2/32 OSFF g 20 10.1.102.1 Vlanl02
10.1.255.3/32 Direct a o 127.0.0.1 InLaopd
127.0.0.04 I ract o o 127.0.0.1 InLacpd
127.0.0.1/32 Direct Q ] 127.0.0.1 InLoopd

& https: / /ondemand.questionmark,com/delivery /perception.php?custo
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switch B only

switch C only
switches B and C only
switches A, B, and C

Cow>»

Correct Answer: D
Section: Multicast
Explanation

Explanation/Reference:
In accordance with the Exhibit 2, a point of rendezvous (RP) is 10.1.255.2. According to the routing table of Switches, a message will be passed along
the way: C -> A -> B. Thus, entry (*, G) will be created on the switches A, B and C.

HP 10500 Switch Series IP Multicast Configuration Guide
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RPT building
Figure 42 RPT building in a PIM-SM domain

Receiver

_____________ Receiver
------------- » Join message

—— Multicast packets

Host C

As shown in Figure 42, the process of building an RPT is as follows:
1.

When a receiver joins multicast group G, it uses an IGMP message fo inform the directly connec
DR.

After getting the receiver information, the DR sends a join message, which is forwarded, hop by
hop, to the RP that corresponds to the multicast group.

3. The routers along the path from the DR to the RP form an RPT branch. Eai
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QUESTION 12
View the exhibit. A host connected to routing switch A joins group 239.0.0.1. Which switch does routing switch A select as the RP?
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All VLANS
implement
Exhibit 1 PIM-S5M
B C
Loopback: Loopback:
10.1.255.2 10.1.255.3
VLAN 20 W : VLAN 100 VLAN 30
e VLAN 103
10.1.100.12/30
VLAN 101
10.1.100.4/30
VLAN 104
10.1.100.146/30
VLAN 10 VLAN 102 _ 2 VLIAN 40
10.1.10.0/24 ~ 10.1.100.8/30 - "EE'; T 10.1.40.0/24
D
Loopback: :
10.1.255.1 10.1.255.4

Exhibit 2

{Z] https://ondemand.questionmark.com

dlelivery /perception.php?custo...

£

A# show ip pim rp-set
status and Counters - PIM-SM Static RP-Set Information
Group Address

Group Mask RP Address

255.255.255.0 10.1.20.1

override
239.0.0.0

status and Counters - PIM-SM Learner RP-Set Information

Group Address Group Mask
248.0.0.0
248.0.0.0
255.0.0.0

RP address Hold Time Expire Time

239.0.0.0

10.1.40.1]
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Routing switch D
Routing switch C
Routing switch B
Itself

Cow>»

Correct Answer: C
Section: Multicast
Explanation

Explanation/Reference:
See RP-address column in the output.

QUESTION 13
A network uses PIM-DM to route multicast traffic. The network administrator has noticed bursts of congestion related to periodic floods of multicast
traffic. How can the administrator eliminate these periodic bursts?

Leave PIM-DM enabled on the interfaces that face receivers, but enable PIM-SM throughout the core.
Decrease the PIM hello timer on VLAN interfaces on which PIM-DM is enabled.

Decrease the IGMP robustness variable on VLAN interfaces that connect to receivers.

Enable the state refresh feature on the VLAN interfaces on which PIM-DM is enabled.

Cow>»

Correct Answer: D
Section: Multicast
Explanation

Explanation/Reference:
HP 10500 Switch Series IP Multicast Configuration Guide
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Enabling state-refresh capability

Pruned interfaces resume multicast forwarding when the pruned state times out. To prevent this, the ro
with the multicast source attached periodically sends an (S, G) state-refresh message, which is forward
hop by hop, along the initial multicast flooding path of the PIM-DM domain, to refresh the prune ti
state of all routers on the path. A multi-access subnet can have the state-refresh capability only if
state-refresh capability is enabled on all PIM routers on the subnet.

To enable the state-refresh capability:

Step Command Remarks
1. Enter system view. system-view N/A
2. Enter interface view. !niarfuce interface-dype N/A
interface-number
’ Optional.
3. Ennb|eﬁ The state-refresh i sxcaeculush-copoble pti
capability. Enabled by default.

QUESTION 14
View the exhibit. All switches shown in Exhibit 1 are HP Provision ASIC switches, which are implementing IGMP and multicast routing with PIM. Routing
switch B has just received the message shown in Exhibit 2 from routing switch A. What can the network administrator assume?
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All VLANs
im
Exhibit 1 B PIM-SM C
2 Loopback:
10.1.255.2 10.1.255.3

VAN 20 - VLAN 100 VLAN 30
VLAN 103
[} 10.1.100.12/30
VLAN 101

10.1.100.4/30

VLAN 104 ™
10.1.100.16/30

VLAN 10 i : VLAN 102 VLAN 40
SRS S =
10.1.10.0/24 = 10.1.100.8/30 e 10.1.40.0/24
A b
e Loopback: Loopback:
Bl 10.1.255.1 10.1.255.4

§=] https: / fondemand. questionmark .com/delivery /perception.php?ousto,,

Message

+ Internet Protocol, Src addr: 10.1.100.6 (10.1.100.6), Dst addr:10.1.100.5 (10.1.100.5)
- Protocol Independent Muricast
versiom: 2
pe: Graft (6)
Checksum: Dxabec (correct)
= PIM parameters
Upstream-neighbor: 10.1.100.5

Groups: 1
Holdtime: O
- Group O: 239.0.0.1/32
- Join: 1
IP address: 10.1.20.10/32

Prume: O
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Routing switch B is responding to routing switch A's state refresh inquiry.

A host connected to routing switch B has joined the 239.0.0.1 group, and routing switch B wants to join the RP tree for this group.
Previously, routing switch B did not require 239.0.0.1 multicasts, but it now does due to a change in topology or IGMP reports.

A new multicast source for 239.0.0.1 has begun to transmit in a VLAN connected to routing switch B.

Cow>»

Correct Answer: B
Section: Multicast
Explanation

Explanation/Reference:

Graft

When a host attached to a pruned node joins a multicast group, to reduce the join latency, PIM-DM ¢

a graft mechanism to resume data forwarding to that branch. The process is as follows:

1. The node that needs to receive multicast data sends a graft message toward its upsiream node, ¢
request to join the SPT again.

2. After receiving this graft message, the upsiream node puts the interface on which the graft was
received info the forwarding state and responds with a graft-ack message fo the graft sender.

3. If the node that sent a graft message does not receive a graft-ack message from its upstream nod
keeps sending graft messages at a configurable interval until it receives an acknowledgment fron
upstream node.

QUESTION 15

View the exhibit. An HP 5400 z| switch implements the configuration shown in the exhibit. However, when the network administrator tests the
configuration, endpoints in VLAN 10 do not obtain global IPv6 addresses. What might be causing this issue?
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vian 10

name "VLAN1IO"

untagged A1-A24

ipve address 2001:DBB:A::1/64

ipvhsind ra managed-config-flag

ipve nd ra other-config-flag

no ip address

exit
ipvé unicast-routing

The switch is suppressing router advertisement (RA) suppression on the VLAN.
The switch has not been enabled for IPv6 globally.

The switch is not implementing DHCPV6 relay.

The switch is not configured to advertise the correct prefix.

Cow>»

Correct Answer: C
Section: IPv6
Explanation

Explanation/Reference:

IPv6 hosts can configure themselves automatically when connected to an IPv6 network using the Neighbor Discovery Protocol via Internet Control
Message Protocol version 6 (ICMPv6) router discovery messages. When first connected to a network, a host sends a link-local router solicitation
multicast request for its configuration parameters; routers respond to such a request with a router advertisement packet that contains Internet Layer
configuration parameters.

If IPv6 stateless address autoconfiguration is unsuitable for an application, a network may use stateful configuration with the Dynamic Host Configuration
Protocol version 6 (DHCPV6) or hosts may be configured manually using static methods.

In question apparently assumed to that the DHCPv6 server is on a different network, and therefore the routing and DHCP-relay required!
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VLAN Context Neighbor Discovery (ND) Configuration
Configure DHCPv6 Service Requirements

Syntax:  [no] ipvé nd ra managed-config-flag
[mo] ipv6 nd ra other-config-flag

managed-config-flag: Controls the M-bit sefting in router
advertisements the rouler fransmits on the currend VLAN.
Enabling the M-bit directs clienis fo acquire their [Pef
addressing and ND host configuration information for the
current VLAN interface from a DHCPvO server. When the M-bil
is enabled, receiving hosts ignove the other-config-flag (0-bit)
setting described below. When the M-bil is disabled (the
default), receiving hosts expect to receive their IPel
addressing and ND configuration settings from the RA unless
the (-bit is enabled,

other-config-flag: lonored unless the M-bit (above) is disabled
in rouler advertisements. Controls the O-bit in RAs the router
transmils on the cwrrent VLAN. Enabling the O-bit while the
M-tit is disabled directs hosts on the VEAN to acquive their NI
configuration settings from a DHCPvG server and their global
wnicast prefizies) from the RA,

The no form of either command turns off (disables) the selting
Jor that command in rouler advertisements.

Notes: In the defoull configuration, both the M-bit and the O-
bit are disabled, and a host receiving the RA must acguire ils
prefir and NI configuration from the RA itself, and not from
a DHCPuG server,

{ Default for Both Settings: disabled)

QUESTION 16
View the exhibit. A site features both IPv6 and IPv4 endpoints and IPv4 and IPv6 capable servers in the data center, as shown in the exhibit. How can
the network administrator configure the HP 8200 zl switch at the core to work in this environment?
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IPv4/IPvé
l&l’?&ﬁ

Data center

IPvd  IPvé IPvé

A. Configure IPv4 and IPv6 addresses on VLAN 10 and set up IPv4 and IPv6 routing solutions
B. Configure a static IPv6 over IPv4 tunnel between the campus LAN and the data center

C. Configure the switch to communicate with a Teredo broker on VLAN 10

D. Configure ISATAP tunnels in VLAN 10 and set up IPv4 and IPv6 routing solutions

Correct Answer: D

Section: IPv6

Explanation

Explanation/Reference:
Here the main problem provide interact of IPv4 devices to with IPv6 devices on the same local network. Tunneling can not be applied. Therefore
required address translation, which performs ISATAP.
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QUESTION 17
Two HP 7500 switches, switch A and switch B, are implementing VRRP in VLAN 2 (VRID 2) and in VLAN 3 (VRID 3). Switch A is currently the master in

both VRIDs. The network administrator enables load balancing on both VRIDs on both switches. Which statement describes an effect of these
commands?

Switch A becomes master in one VRID, and switch B becomes master in the other VRID.
Switch B requests and receives its own virtual MAC address in both VRIDs from switch A.
Switch A and switch B respond to ARP requests in both VLANS.

Switch A and switch B send out standard VRRP advertisements in both VLANSs.

Cow>»

Correct Answer: B
Section: High Availability
Explanation

Explanation/Reference:
Assumes that the system administrator perform the command vrrp mode load-balance on each switch.
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Overview
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When VEEP works in standard protocol mode, only the master can forward packets and the backups are in the state of listening. You
can create multiple VREEP groups to share the load among multiple routers, but hosts on the TAN need to be configured with

different gateways, thus making the configuration complicated.

It load balancing mode, VREREP provides load balancing in addition to virtual gateway redundancy by mapping a virtnal [P address to
multiple virtual MAC addresses to assign each router in a VREEP group one virtual MAC address. In this way, each router in this
VERP group can forward packets. In load balancing mode, you nead to create only one VERP group to balance load among multiple
routers, instead of allowing one router to bear the load while other routers stay idle.

NOTE:

VEERP load balancing mode is based on VERP standard protocol mode, s0 mechanizms, such as master
election, preemption and tracking functions, in the standard protocol mode are also supported in the load
balancing mode. In addition, VREP load balancing mode has new mechanizms, which are introduced in the

following sections.

Assigning Virtual MAC Addresses

When VERP works in load balancing mode, the master assigns virtual MAC addresses to routers in the VERP group and anzwers the
ARP requests (for the IPv4 network) or ND requests (for the IPv6 network) from different hosts. The backup routers, however, do not

answer the ARP requests (for the IPv4 network) or ND requests (for the IPv6 network) from the hosts.

Figure 7 Allocating virtual MAC addrezzses

VIP: 10.1.4.4/24 | 1

WIAC: 000f-e2if-0011

VIR 100111024
WMAC: 000F-e2fi-0012

Router C

VIP: 100111724
WMAC: 000F-e2fi-0013
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QUESTION 18
Which type of IPv6 over IPv4 tunnel protocol on an HP 12500 switch requires that you specify a destination?

A. IPv6 over IPv4

B. ISATAP

C. IPv6 over IPv4 auto (or IPv4-compatible)
D. 6to4

Correct Answer: A

Section: IPv6

Explanation

Explanation/Reference:
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Table 11 IPv6 over IPv4 tunnel modes and key parameters

I W - Tunnel source/destination Tunnel interface
e address address type
anudl The source/destination IP address
il IPvé6 manual tunneling is @ manually configured IPv4 IPvé address
configured tunnel
address.
: The source IP address is a IPv4-compatible IPvé
Automatic . :
e manually configured IPv4 address, in the format
it P address. The destination IP of ::IPv4-source-addres
) 9 address need not be configured.  5/96
The source IP address is a 6to4 address, in the
; : manually configured 1Pv4 format of
Rulomaliciune!  “Giot noling address. The destination IP 2002:IPv4-source-addr

address need not be configured.  ess::/48

Ty — The source IP address is a ISATAP address, in the
uddrels.sin roicm::ol manually configured IPv4 format of
Ip address. The destination IP Profix:0:5EFE:IPv4-sour

(ISATAP) tunneling address need not be configured.  ce-address/64

QUESTION 19

A network administrator enabled IPv6 on an HP 7500 switch and configured VLAN interface 10 with a link-local and global IPv6 address
2001:DB8:1:10::1/64. The network administrator now wants IPv6-capable endpoints connected to VLAN 10 to receive IPv6 addresses using stateless
autoconfiguration. Which step must the network administrator complete on the 7500 switch?

A. Set the managed configuration flag in RA messages.
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B. Configure DHCPV6 relay on VLAN interface 10.
C. Re-enable RA messages on VLAN interface 10.
D. Configure the VLAN 10 interface to advertise prefix 2001:DB8:1:10::/64.

Correct Answer: C
Section: IPv6
Explanation

Explanation/Reference:
HP 7500 IP Service Configuration guide

Router/prefix discovery and address avloconfiguration

Router/prefix discovery enables a node to locale the neighboring routers and to learmn from the received

RA message configurafion parameters such as the prefix of the netwark where the node is located.

Stateless address ouloconfiguration encbles a node to generale an IPvé address cutomatically

according fo the information obigined through router/ prefix discavery.

Router/prefix discovery is implemeanted through RS and RA messages as follows:

1. Al starlup, a node sends an RS message to request the address prefix and other configuration
information for autecontiguration.

2. A router refurns an RA message confaining information such as Prefix Information options. (The
router also periodically sends an RA message.)

3. The node avtomatically generates an IPvé address and other configuration infermation according
to the address prefix and other configuration parameters in the R4 message.

In addition to an address prefix, the Prefix Information option also contains the preferred lifetime and
valid lifetime of the oddress prefix. Nodes update the preferred lifetime and valid lifetime accordingly
through periedic RA messages.

An automatically generated address is applicable within the valid lifetime and is remeved when the valid
lifetime expires.

Configuring parameters related to RA messages

You can enable an interface to send RA messages, and configure the inferval for sending RA messages
and parameters in RA messages. Abler receiving an RA message, a host can use these parameters o
perform comesponding operations. Table 10 lists and describes the configurable parameters in an kA
message.
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Te allow sending of RA messages:

Step Command Remarks
I.  Entfer sysiem view. system-view P
i : L imerface inferfoce-fype
2. Entfer inferfoce view. I R 10 M A
3. Disoble RA message )
e T undo ipvé nd ra halt By default, RA messages are suppressed.
Optional.
By defoulf, the maximum inferval for
sending R4 messoges iz 400 seconds,
and the minimum interval is 200
4. Cﬂn.‘-igure the moximum and ipvé nd ra interval seconds.
minimum intervals for max-infervalvalue The device sends RA messoges af
sending RA messoges. min-intervalvolue rendom intervals between the mmdmum
inferval and the minimum intarval.
The minimum interval should be less than
or egual to 0.75 times the maximum
interval.
QUESTION 20

View the Exhibit. A network administrator configures VRRP on two HP 5800 switches, as shown in the exhibit. VRRP settings not shown in the running-
config are at their default settings. Which statement accurately describes the VRRP group?
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Switch A partial running-config

interface Vlian-interfacel
ip address 10.1.1.1 255.255.255.0

vrrp vrid 1 virtual-ip 10.1.1.1

Switch B partial running-config

interface Vlian-interfacel
ip address 10.1.1.2 255.255.255.0
verp vrid 1 virtual-ip 10.1.1.1

vrrp vrid 1 priority 11
Switch A has effective priority 255 and always acts as master when it is up.

Switch B has effective priority 110 and always acts as master when it is up.

Cow>»

Correct Answer: A
Section: High Availability
Explanation

Explanation/Reference:

Switch B acts as Master when it is up. However, if switch B fails and comes back up, switch A remains master.

Switch A acts as master when it is up. However, if switch A fails and comes back up, switch B remains master.
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Because Switch A is owner of the IP address of VRRP group, then his priority is 255. VRRP group on default working in preemption mode, therefore

Switch A with highest priority is always act as master.
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VRRP principles

The working principles of VRRP are:

¢  Routers in a VRRP group determine their roles by priority. The router with the highest priority is the
master, and the others are the backups. The master periodically sends VRRP advertisements to notify
the backups that it is operating properly, and each backup staris a timer to wait for advertisements
from the master.

*  In preemptive mode, when a backup receives a VRRP advertisement, it compares the priority in the
packet with its own priority. If the priority of the backup is higher, the backup becomes the master.
Otherwise, it remains as a backup. In preemptive mode, a VRRP group always has the router with
the highest priority as the master for forwarding packets.

o |If the timer of a backup expires but the backup does not receive any VRRP advertisement, it
considers that the master has failed. In this case, the backup considers itself as the master and sends
VRRP advertisements to start a new master election.

»  When multiple routers in a VRRP group declare that they are the master because of inconsistent

configuration or network problems, the one with the highest priority becomes the master. If two
routers have the same priority, the one with the :

e When a backup router receives an advertisement, it compares its priority with the advertised priority.
If its priority is higher, it fakes over as the master.
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VRRP priority

VRRP determines the role (master or backup) of each router in @ VRRP group by priority. A router with a
higher priority is more likely to become the master.

VRRP priority is in the range of O to 255. The greater the number, the higher the priority. _
A S A SR e B S ASE R BARGE Th router acing

as the IP address owner in a VRRP group always has the running priority 255 and acts as the master as
long as it operates properly.
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The router priority, preemptive mode, and track function can determine which router in the VRRP group

serves as the master.

To configure router priority, preemptive mode and the tracking function:

Step Command Remarks

1. Enter system view. system-view N/A

2. Enter interface view. fnm"ﬂm inferface-fype N/A
interface-number

3. Configure router priority in the  vrrp vrid virfual-routerid priority Optional.

VRRP group. prr'c.'rrﬂ'y-mfue

The default is 100.

Optional.
4. Configure the router in the - 'ﬂﬂ

VRRP group to operate in
preemptive mode and
configure preemption delay.

vrrp vrid virtuakrouter-id
preempt-mode | timer delay
delay-value ]

vrrp vrid virfuakrouter-id track

Optional.
5. Configure the interface to be interface inferface-type phiona ‘ o
tracked. interface-number [ reduced By default, no interface is being
priority-reduced | tracked.

Optional.
By default, VRRP is not configured

to track a specified track entry.

vrrp vrid virtuakroufer-id track
track-entry-number | reduced
priority-reduced | switchover |

6. Configure VRRP fo track a
specified track entry.

QUESTION 21
View the exhibit. Based on the information provided in the exhibit, which IP address should this switch use as its router ID for OSPF?

www.vceplus.com - Download A+ VCE (latest) free Open VCE Exams - VCE to PDF Converter - VCE Exam Simulator - VCE Online - IT Certifications



PVCEplus

VCE To PDF - Free Practice Exam
interface LoopBack(
ip address 10.1.1.5 255.255.255._255
T
interface Vlian-interfacel
ip address 10.1.0.3 255.255.255.0
£
interface Vlian-interface?
ip address 10.2.0.4 25
£
interface Vlian-interface3

$.255.255.0

ip address 10.1.255.2 255.255.255.252
A. 10.1.1.5
B. 10.2.0.4
C. 10.1.255.2
D. 10.1.0.3

Correct Answer: A
Section: OSPF
Explanation

Explanation/Reference:

QUESTION 22
What are functions of Type 9 LSAs in OSPFv3? (Select two.)

They enable the graceful restart of the OSPFv3 process.

They provide addressing information for links advertised in Type 1 and 2 LSAs.

They can trigger OSPF routing devices to run the shortest path first (SPF) algorithm again.

They advertise the prefixes for stub networks.

They help OSPF routing devices maintain their neighbors' state during the exchange of database information.

moowp»
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Correct Answer: BD
Section: OSPF
Explanation

Explanation/Reference:

QUESTION 23

A network administrator is configuring OSPF on an HP 5400 zl switch and has enabled OSPF globally. What is the minimum configuration required for
the switch to begin sending OSPF hellos on a VLAN interface? (Select two.)

Assign the VLAN to an area.

Set the OSPF version.

Create an area globally.

Assign the switch an OSPF router ID.
Create a loopback interface.

moow»

Correct Answer: AC
Section: OSPF
Explanation

Explanation/Reference:

QUESTION 24

View the exhibit. Part of an OSPF routing table in an HP 5800 switch is shown in the exhibit. This switch is an internal switch in area 1. The network
administrator views this routing table, and then reconfigures area 1 as a stub area on all relevant switches. No other changes to the OSPF domain are
made. After this change takes effect, which routes shown in the exhibit will still exist in the OSPF routing table of this switch?

Destination Cost Type NextHop AdvRouter Area
10.1.1.0/30 10 Transit 10.1.1.10 10.1.255.2 0.0.0.1
10.1.10.0/24 110 Stub 10.1.1.5 10.1.255.3 0.0.0.1
10.2.30.0/24 211 inter E0E =¥ 55 .3 2558 3 0.0.0.1

Routing for ASEs
Destination Cost Type Tag NextHop AdvRouter
172.16.0.0/16 1 Typel 1 10:.1.1.:5 10.0.255.4

A. All of the routes will still exist.
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Only the routes to 10.1.1.0/30, 10.1.10.0/24, and 10.2.30.0/24 will still exist.
Only the routes to 10.1.1.0/30, 10.1.10.0/24, and 172.16.0.0/16 will still exist.
Only the routes to 10.1.1.0/30 and 10.1.10.0/24 will still exist.
Only the route to 10.1.10.0/24 will still exist.

mooOw

Correct Answer: B
Section: OSPF
Explanation

Explanation/Reference:

OSPF allows certain areas to be configured as stub areas. External networks, such as those redistributed from other protocols into OSPF, are not
allowed to be flooded into a stub area. Routing from these areas to the outside world is based on a default route. Configuring a stub area reduces the
topological database size inside an area and reduces the memory requirements of routers inside that area.

QUESTION 25

View the exhibit. The HP 5406 zl switch configured with the VLANSs shown in the exhibit receives a packet on a port that is an untagged member of
VLAN 101. The packet is tagged with VLAN 20.

What will the switch do?

HP 5406 zl Switch(config)# show vlans
Status and Counters - VLAN Information
Maximom VLAN= to support : 256

Primary VLAN : Default VLAN
Management VLAN : VLAN-100

VLAN ID Name Type | Statos Voice Jumbo
____________________________ - 8 N & K AN B ey
1 DEFAULT VLAN CVLAN | Port-based No Yes
10 Vian-10 CVLAN | Port-based NHo Yes
100 Vlian-100 CVLAN | Port-based No Yes
101 Vian-101 SVLAN | Port-based No Yes
102 Vlian-102 SVLAN I Port-based No Yes

A. The switch will insert another 802.1Q field and forward the packet.

B. The switch will drop the packet because the port must be a tagged member of VLAN 20.

C. The switch will drop the packet because the port must be a member of a C-VLAN.

D. The switch will remove the 802.1Q field and forward the packet.
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Correct Answer: A
Section: VLANs
Explanation

Explanation/Reference:
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How Qin@ Works

Under QinQ, the provider network operates on a different VLAN space,
independent of the VLANSs that are used in the customer network as shown in
Figure 8-2.

Service Provider Network

Customer A Customer A
T —— -
{

Provider Provider Provider

g".‘;"“” Edge Core Edge E'T‘;'-A”
Seh Bridge Bridge Bridge fieqe
Customer B Customer B
g . | .

L N T
Figure 8-2. Example of VLANSs in a QinQ Configuration

Customer VLANS (referred to as C-VLANs by the IEEE 802.1ad specification)
are not used to make any forwarding decisions inside the provider network
where customer frames get assigned to service VLANs (S-VLANS). Inside the
provider cloud, frames are forwarded based on the S-VLAN tag only, while the
C-VLAN tag remains shielded during data transmission. The S-VLAN tag is
removed when the frame exits the provider network, restoring the original
customer frame.
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QUESTION 26
View the exhibits.

Exhibit 1
The frame has these characteristics:

VLAN tag: 2
Source MAC address: 000b-cdbb-3cc9
Source IP address: 10.1.4.12

Exhibit 2
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https://ondemand.questionmark.com/delivery /perception.php?custo... [X]

mac-vlan mac-addre=ss 000b-cdbb-2c3a vlan 2 priority 0
mac—-vlan mac-address 000b-cdbb-3cc9 wvlan 3 priority 0

vlan 3
ip subnet-vlan 3 ip address 10.1.3.0/24

vlian 4
ip subnet-vlan 4 ip address 10.1.4.0/24

interfacé Elgabltﬁthernetlfﬂfl
port link=type hybrid :
undo port hybrid wvlan 1

port hybrid vlan 2 untagged
mac-vlan enable

() Elose e

The frame shown in Exhibit 1 arrives on port Gigabit Ethernet 1/0/1 on an HP 5800 switch. Based on the configuration shown in Exhibit 2, which
statements are true? (Select two.)
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The switch assigns the frame to VLAN 1.
The switch assigns the frame to VLAN 2.
The switch assigns the frame to VLAN 3.
The switch assigns the frame to VLAN 4.
The switch forwards the frame.

The switch drops the frame.

mmoow2>

Correct Answer: CE
Section: VLANs
Explanation

Explanation/Reference:
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MAC-based VLAN configuration
Introduction to MAC-based VLAN

The MAC-based VLAN feature assigns hosts io a VLAN based on their MAC addresses. The following
approaches are available for configuring MAC-based VLANS:

Approach 1: Static MAC-based VLAN assignment

Static MAC-based VLAN assignment applies fo networks containing a small number of VLAN users. In
such a network, you can create a MAC address-o-VLAN map containing multiple MAC address-to-VLAN

entries on a port, enable the MAC-based VLAN feature on the port, and assign the port to MAC-based
VLANS.

With static MAC-based VLAN assignment configured on a port, the switch processes received frames by
using the following guidelines:

. When ihe pcri receives an unfagg ged frame, the switch looks up the MAC address-to-VLAN map

sased on the source MAC address of the frame for a match. The switch first performs a fuzzy maich.
In ihe fuzzy mclch ihe swnch searches the MAC address-o-VLAN entries whose masks are not all-Fs
and performs a logical AND operation on the source MAC address and each mask. If the result of
an AND operation maiches the corresponding MAC address, the swilch tags the frame with the
corresponding VLAN ID. If the fuzzy maich fails, the switch performs an exact match. In the exact
match, the switch searches the MAC address-to-VLAN entries whose masks are all-Fs. If the MAC
address of a MAC address-to-VLAN entry maiches the source MAC address of the untagged frame,
the switch tags the frame with the corresponding VLAN ID. If no match is found, the switch assigns a
VLAN to the frame by using the following criteria in furn: IP addresses, protocols, and ports.

e When the port receives a tagged frame, the port forwards the frame if the VLAN ID of the frame is
permitted by the port, or otherwise drops the frame.
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Configuring static MAC-based VLAN assignment

To conﬁgure static MAC-based VLAN nssignment
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To do... Use the command... Remarks

1. Enter system view system-view —

2 Associate MAC addresses Mac-vian mac-address mac-address

' with a VLAN [ mask mac-mask | vlan vlan-id Required.
[ priority priority ]
3. Enter . Use either command.
Enter Ethernet  interface inferface-fype interface- : . .

Ethernet | : ¢ The configuration made in
A interface view  number b . 2
interface Ethernet interface view npphes
view or only to the current port.
port Enter port ¢ The configuration made in port
Ei::p group view port-group manual port-group-name group view applies to all ports in

the port group.

4. Configure the link type of
the ports as hybrid

port link-type hybrid

Required.

5. Configure the hybrid ports
to permit packets of
specific MAC-based
VLANEs to pass through

port hybrid vian vian-id-ist { tagged
| untagged }

Required.

By default, a hybrid port only
permits the packets of VLAN 1 to
pass through.

6. Enable MAC-based VLAMN

mac-vlan enable

Required.
Disabled by default

7. Configure VLAN matching
precedence

vlan precedence { mac-vlan | ip-
subnet-vlan }

Optional.

By default, VLANs are preferentially
matched based on MAC addresses.

www.vceplus.com - Download A+ VCE (latest) free Open VCE Exams - VCE to PDF Converter - VCE Exam Simulator - VCE Online - IT Certifications



PVCEplus

VCE To PDF - Free Practice Exam

QUESTION 27
A service provider has configured an HP 5406 zl switch to support QinQ in mixed mode. Port Al is a member of C-VLAN 100. Which usage is supported
by this configuration?

Port Al is an uplink port that forwards the customer's tunneled traffic to another switch in the service provider's network.

Port Al is connected to a customer's switch, and the switch tunnels all VLAN traffic received on this port through the service provider's network.
Port Al is connected to a device in the service provider's network and transmits traffic to and from that device.

Port Al is connected to a customer's switch, and the switch tunnels C-VLAN 100 traffic received on this port through the service provider's network.

Cow>»

Correct Answer: B
Section: VLANs
Explanation

Explanation/Reference:
In this case, the configuration of switch 5406 is as follows:

(config)# ging mixedvlan

(config)# svlan 100

(svlan-100)# untagged Al

(svlan-100)# tagged A2

(config)# int A1 ging port-type customer-network
(config)# int A2 ginq port-type provider-network

Untagged port of SVLAN means that port A1 will receive traffic with 802 .1Q tag, i.e. the switch 5406 is connected to a customer's switch, and the switch
tunnels all VLAN traffic received on this port through the service provider's network.

QUESTION 28
A company manages thousands of network infrastructure devices from several vendors with HP Intelligent Management Center (IMC). What advantage
does the HP IMC distributed deployment model provide for this company?

A. The master server manages HP network infrastructure devices; slave servers manage non-HP devices.

B. The master server maintains the embedded database and Web browser interface; slave servers implement management functions.

C. A slave server duplicates the exact functions and database maintained on the master server and acts as a passive standby in case the master fails.
D. The slave servers offload some of the components from the master server to enhance performance.

Correct Answer: D
Section: IMC
Explanation

Explanation/Reference:
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QUESTION 29

A company campus LAN requires high availability, so all edge switches have redundant links to the core. As part of the high availability design, all
switches implement Multiple Spanning Tree Protocol (MSTP), and the core switches implement Virtual Router Redundancy Protocol (VRRP). Protocols
are implemented to use links in the most efficient manner. What is the purpose of the link between the core switches during normal operation (when all
links are up)?

The link acts as a backup link, blocked by MSTP in each instance but ready to transition to the forwarding state if necessary.
The link carries any traffic that arrives on the VRRP Backup to the VRRP Master.

The link does not carry any traffic but remains in forwarding state, ready to act as a backup in case another link fails.

The link carries VRRP messages between the VRRP Master and Backup on all VLANSs.
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Correct Answer: D
Section: High Availability
Explanation

Explanation/Reference:
Remember

QUESTION 30

View the exhibit. Topology 1 and topology 2 shown in the exhibit feature redundant gateways that implement Virtual Router Redundancy Protocol
(VRRP). What is the advantage of topology 2 compared to topology 1?
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Topology 1 Topology 2

VRRP on VLAN 10, 20, 30, and 40

e B e VRRP on VLAN 10, 20,30, and 40

b e e e e e et

Topology 1 requires the implementation of other Layer 3 redundancy measures such as OSPF graceful restart.
Topology 2 makes it easier to load balance traffic between the two core switches.

Topology 2 provides true high availability if the link between the edge switches fails.

Topology 2 provides loop free logical topology and ensures maximum bandwidth usage.

o0

Correct Answer: B
Section: High Availability
Explanation
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Explanation/Reference:
Because of the edge switches traffic flowing directly into core switches, not flowing through all intermediate switches that causes them to overload, the
traffic is easier to load balance between the two core switches.

QUESTION 31
A company is updating its campus LAN infrastructure, which includes a Unified Communications and Collaboration (UC&C) solution that features VolP.
What is the benefit of using HP 8206 zl core switches instead of HP 5406 zl switches?

The 8206 zl switches support LLDP-MED and the required TLVs.

The version 2 modules on the 8206 zl switches feature up to 8 configurable hardware queues.

The 8206 zl switches can provide advanced unicast and multicast routing without additional licensing.
The 8206 zl switches provide better high availability with non-stop switching and routing.
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Correct Answer: D
Section: Other
Explanation

Explanation/Reference:
Remember

QUESTION 32
A campus LAN solution consists of HP Provision ASIC switches at the core and edge. Routing is implemented at the core. What is one common design
principal for such a solution?

A. Create a different VLAN for each type of user or device on each different edge switch.

B. Avoid user-based VLAN assignments unless absolutely necessary.

C. Enable nonstop switching on edge switches to offload some processing from the core and improve performance.

D. Implement Multiple Spanning Tree Protocol (MSTP) on edge to core links for better utilization of redundant links' bandwidth.

Correct Answer: D
Section: Other
Explanation

Explanation/Reference:
Remember

QUESTION 33

View the exhibit. All switches in this figure are HP Provision ASIC switches. They are enabled to establish adjacency with neighbors on all of their VLAN
interfaces. Besides these configurations, they are operating at the default OSPF settings. How can a network administrator ensure that routing switch B
uses the 10G link to reach 10.1.10.0/24 if their direct links to routing switch A fails?
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A
B
C
D
E

B 10 Gigabit C
Loopback: l Loopback:
10.1.255.2 10.1.255.3
VLAN 20 VLAN 100 N——— VLAN 30
10.1.20.0/24 10.1.100.0/30 _:nm:'hﬁz' ,_ 10.1.30.0/24
l ~ VLAN 103
10.1.100.12/30 .~
VLAN 101 S 7
10.1,100.4/30 ., .. ... 7
VIAN 104~ 5o
10.1.100.16/30
VLAN 10
VLAN 102 VLAN 40
10.1.10.0/24 10.1.100.8/30 10.1.40.0/24
A
Loopback: Loopback:
10.1.255.1 10.1.255.4
All other links are
Gigabit links

. Set the VLAN 103 OSPF cost to 10.

. Set the VLAN 100 bandwidth to 10000.
. Set the VLAN 100 OSPF cost to 10.

. Set the VLAN 103 bandwidth to 1000.

. Set its reference bandwidth to 10000.

Correct Answer: E
Section: OSPF
Explanation

Explanation/Reference:
OSPF uses a reference bandwidth of 100 Mbps for cost calculation. The formula to calculate the cost is reference bandwidth divided by interface
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bandwidth. For example, in the case of Ethernet, it is 100 Mbps / 10 Mbps = 10.

QUESTION 34
Before you enable dynamic IP lockdown on an 5400 zl switch, which feature must be enabled first?

connection-rate filtering

DHCP snooping

ARP protection

port security with eavesdropping protection
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Correct Answer: B
Section: Other
Explanation

Explanation/Reference:

Dynamic IP Lockdown

The Dynamic IP Lockdown feature is used to prevent I[P source address
spoofing on a per-port and per-VLAN basis. When dynamic IP lockdown is
enabled, IP packets in VLAN traffic received on a port are forwarded only if
they contain a known source I[P address and MAC address binding for the port.
The [P-to-MAC address binding can either be statically configured or learned
by the DHCP Snooping feature.

Prerequisite: DHCP Snooping

Dynamic IP lockdown requires that you enable DHCP snooping as a
prerequisite for its operation on ports and VLAN traffic:

QUESTION 35
What is true about using EAP-Transport Layer Security (EAP-TLS) in the 802.1X process?

A. Supplicants use a non-reversible hash to submit all login credentials.
B. Supplicants are required to authenticate using digital certificates.
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C. EAP-TLS provides a flexible security framework, which can be customized for each environment.

D. Supplicant and application servers are required to mutually authenticate with a username and password, which are encrypted before being
transmitted.

Correct Answer: B
Section: Security
Explanation

Explanation/Reference:

QUESTION 36
A network administrator wants to configure the precise MAC addresses that are allowed to send traffic on a particular port on an HP 5400 z| Series
switch. No other addresses can send traffic. Which task should the administrator complete?

Configure port security on the port in dynamic mode, specifying the correct MAC addresses.
Configure MAC lockout on the port, specifying the correct MAC addresses.

Configure port security on the port in configured mode, specifying the correct MAC addresses.
Configure MAC lockdown on the port, specifying the correct MAC addresses.

Cow?>

Correct Answer: D
Section: Security
Explanation

Explanation/Reference:
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Port Security (Page 14-4). This feature enables you to configure each
switch port with a unigue list of the MAC addresses of devices that are
authorized to access the network through that port. This enables individual
ports to detect, prevent, and log attempts by unauthorized devices to commu-
nicate through the switch.

This feature does not prevent intruders from receiving broadeast and multi-
cast traffic. Also, Port Security and MAC Lockdown are mutually exclusive on
a switch. If one is enabled, then the other cannot be used.

MAC Lockdown (Page 14-24). This feature, also known as “Static
Addressing”, is used to prevent station movement and MAC address “hijack-
ing” by allowing a given MAC address to use only an assigned port on the
switch. MAC Lockdown also resiricts the client device to a specific VLAN.
{See also the Note, above.)

MAC Lockout (Page 14-32). This feature enables vou to block a specific
MAC address so that the switch drops all traffic to or from the specified
address.

Differences Between MAC Lockdown and Port Security

Because port-security relies upon MAC addresses, it is often confused with
the MAC Lockdown feature. However, MAC Lockdown is a completely differ-
ent feature and is implemented on a different architecture level,

Port security maintains a list of allowed MAC addresses on a per-port basis.
An address can exist on multiple ports of a switch. Port security deals with
MAC addresses only while MAC Lockdown specifies both a MAC address and
a VLAN for lockdown.

MAC Lockdown, on the other hand, is not a “list.” It is a global parameter on
the switch that takes precedence over any other security mechanism. The
MAC Address will only be allowed to communicate using one specific port on
the switch.

QUESTION 37
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Which statement accurately describes how network administrators can apply routed access control lists (RACLs) or VLAN access control lists (VACLS)
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on an HP 8200 zl switch?

A VACL applies to any traffic switched within a VLAN.

A RACL is applied at the global configuration level to filter all traffic routed on the switch.
A RACL controls all inbound or outbound routed traffic on a particular port.

A VACL applies to traffic routed within a particular VLAN.
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Correct Answer: A
Section: Security
Explanation

Explanation/Reference:

RACL Applications

RACLs filter routed IPv4 traffic entering or leaving the switch on VLANs
configured with the “in” and/or “out” ACL option

vlan < vid > ip access-group < identifier> <in| out >

VACL Applications

VACLs filter any IPv4 traffic entering the switch on a VLAN configured with
the “VLAN" ACL option.

vlan < vid > ip access-group < identifier > vlan

QUESTION 38

What is the first step a network administrator should complete to configure the first remote mirroring session between an HP 5400 zl and an HP 8200 zI
switch?

Configure a GRE tunnel between the source and destination switch
Configure the remote mirror session on the destination switch

Add VLANS or ports to the remote mirror session

Configure the remote mirror session on the source switch
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Correct Answer: B
Section: Other
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Explanation

Explanation/Reference:
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CLI: Configuring Local and Remote Mirroring

Command Page
Quick Reference
Local Mirroring Commands page 45
Remote Mirroring Commands page 47
Configuring a Remote Mirroring Destination
On the remote switch: mirror endpoint ip < src-ip > < src-udp-port > < dst-ip > page 50
< exit-port > [truncation] page 53
On the local switch: mirror < session > remote ip < src-ip > < src-udp-port >
< dst-ip >

Configuring a Local Mirroring Destination
On the local switch: mirror < session > port < exit-port > page 53

Configuring Monitored Traffic'
interface < port/trunk/mesh >

monitor all < in | out | both > mirror< session > [no-tag-added] page 58
monitor ip access-group < acl-name > in mirror < session > (deprecated) page 63
service-policy <mirror-policy-name> in page 68
vlan < vid-#> page 62
monitor all <in | out | both > mirror < session > page 62
monitor ip access-group < acl-name > in mirror < session > (deprecated) page 64
service-policy <mirror-policy-name> in page 68

monitor mac < mac-addr> < src | dest | both > mirror

Display Commands page 77
show monitor [endpoint | < session-number> | name < session-name >}

Mirroring Examples page 90 | --VCE Online - IT Certifications

Maximum Frame Size page 95



PVCEplus

VCE To PDF - Free Practice Exam

QUESTION 39

A network administrator enables OSPF on an HP Provision ASIC switch and creates area 0 and area 1. The network administrator then enters this
command: Switch(ospf)# area 1 range 10.1.0.0/16. After other switches are configured and establish adjacencies, how will this command affect the final
behavior of the switch?

The switch will become an area border router (ABR) capable of advertising summary LSAs.

The switch will send a single summary LSA into the backbone area for all networks in the 10.1.0.0/16 range.
The switch will send advertisements for networks within the 10.1.0.0/16 range into the backbone area.

The switch will send and accept OSPF messages on VLAN interfaces with the 10.1.0.0/16 range.
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Correct Answer: B
Section: OSPF
Explanation

Explanation/Reference:

8. Optional: Configure Ranges on an ABR To Reduce
Advertising to the Backbone

Configuring ranges does the following to reduce inter-area advertising:

m Summarizing Routes: Enable a routing switch operating as an ABR to
use a specific I[P address and mask to summarize a range of IP addresses
into a single route advertisement for injection into the backbone. This
results in only one address being advertised to the network instead of all
the addresses within that range. This reduces LSA traffic and the
resources needed to maintain routing tables.

m Blocking Routes: Prevent an ABR from advertising specific networks or
subnets to the backbone area.

Each OSPF area supports up to 8 range configurations.
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Syntax: area < ospf-area-id > range < ip-addr/mask-length > [no-advertise]
[ type < summary | nssa >]

Use this command on a routing switch intended to operate as
an ABR for the specified area to do either of the following:

m  Simultaneously create the area and corresponding range
setting for routes to summarize or block.

m  For an existing area, specify a range setting for routes to
summarize or block.

<ospf-area-id >. Same area ID as on page 5-70 except you cannot
use a backbone area number (0 or 0.0.0.0) for a stub area or
NSSA.

range < ip-addr/mask-length >. Defines the range of route
advertisements to either summarize for injection into the
backbone area or to prevent from being injected into the
backbone area.

QUESTION 40
View the exhibit. Assume that this HP 10500 routing switch achieves adjacency with neighbors in Area 0 and Area 1. Based on the information provided
in the exhibit, which statement accurately describes the behavior of this switch?

Switch's OSPF running-config

ospf 1 router-id 10.1.255.1
default-route-advertise always
area 0.0.0.0
network 10.0.0.0 0.0.0.255
area 0.0.0.1
network 10.1.100.0 0.0.0.3
network 10.1.100.4 0.0.0.3
stub
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It advertises a default route as an external route to OSPF neighbors in Area 0 and Area 1.

It advertises a default route as an external route to OSPF neighbors in Area 0 only.

It advertises a default route as an OSPF route to OSPF neighbors in Area 0 and Area 1.

It advertises a default route as an external route to OSPF neighbors in Area 0 and a default route as an OSPF route to OSPF neighbors in Area 1.
It advertises a default route as an OSPF route to OSPF neighbors in Area 1 only.

moow»

Correct Answer: A
Section: OSPF
Explanation

Explanation/Reference:

o  AS-external-LSA—Originated by ASBRs, and flooded throughout the autonomous system (AS), except
stub and NSSA areas. Each AS-external-LSA describes a route to another AS. A default route can be
described by an AS external LSA.
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Contiguring OSPFv3 route redistribution

When you configure OSPFv3 route redistribution, follow these guidelines:
»  Execuling the import-route or defauli-route-advertise command on a router makes it become an ASBR.
¢  You can only inject and advertise a default route by using the default-route-advertise command.

»  Because OSPFv3 is a link state routing protocol, it cannot directly filter LSAs to be advertised; you must
filter redistributed routes first. Routes that are not filtered out can be advertised in LSAs.

o The filter-policy export command filters routes redistributed with the import-route command. If the
import-route command is not configured, executing the filter-policy export command does not take

effect.

To config ure OSPFv3 route redistribution:

Step Command Remarks
1. Enter system view. system-view N/A
2.  Enter OSPFv3 view. ospiv3 [ process-id | N/A
3. Specify a default cost for Optional.

redistributed routes.

detfault cost value

Detaults to 1.

4. Redistribute  routes from import-route protocol [ process-id | allow-ibgp ] ;
another protocol or another [ cost value | route-policy route-policy-name | S\I? c:i_':nﬁgured by
OSPFv3 process. type type ] * e
) Optional.
& incho defodiivonte default-route-advertise | always | cost valve | B
- necade ’ type fype | route-policy route-policy-name | * Ed:filﬂec’red by
filter-policy { aclé-number | ipvé-prefix Optional.
: i ipvé-prefix-name |} export [ isisvé process-id |
6.  Filter redistributed routes.

Mot configured by

ospfv3 process-id | ripng process-id | bgpd+ | To g
efault.

direct | static |

VVV.VUTIUD. VUL

T UWIHHIUAU MY VUl \JALTOL) HHTT UPCTT Vol LAAIHIID © VUl W T I DUIIVTILTT ~ Vol LA QHTIUIAWUIE © Vol VNS - 11
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QUESTION 41
View the exhibit. The OSPF routing table and OSPF settings on an HP 7500 Series routing switch are shown in the exhibit. Which networks does this
switch advertise as summary LSAs in Area 0? (Select two.)

Portion of the OSPF routing table

Destination Cost Type NextHop AdvRouter Area
10.0.5.0/24 110 Stub 10.1.1.5 10.0.255.3 0.0.0.0
10.4.1.0/24 31 Transit 10.4.1.4 10.1.255.4 0.0.0.1
10.4.68.0/24 130 Stub i0.4.1.5 10.1.255.5 0.0.0.1

Switch's OSPF running-config

ospf 1 router-id 10.0.255.1
area 0.0.0.0
network 10.0.0.0 0.0.255.255
abr-summary 10.0.0.0 255.255.0.0
area 0.0.0.1

network 10.4.0.0 0.0.0.255
abr-summary 10.4.0.0 255.255.192.0
abr-summary 10.4.128.0 £55.255.192.0

10.4.1.0/24
10.0.5.0/24
10.4.0.0/18
10.4.128.0/18
10.0.0.0/16
10.4.68.0/24

mmoow>»

Correct Answer: CD
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Section: OSPF
Explanation

Explanation/Reference:

Configuring OSPFv3 route summarization
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If contiguous network segments exist in an areq, you can use the abr-summary command to summarize them
info one network segment on the ABR. The ABR advertises only the summary route. Any LSA falling into the
specified network segment is not advertised, reducing the LSDB size in other areas.

To configure route summarization:

Step Command Remarks
1.  Enter system view. system-view N/A
2. Enter OSPFv3 view. osphvd [ process-id | N/A
3.  Enter OSPFv3 area view. area area-id N/A

4. Configure a summary route.

abr-summary ipvé-address
prefix-length [ not-advertise |

Mot configured by default.

The abr-summary command takes
eftect on ABRs only.

QUESTION 42
View the exhibit.
Exhibit 1
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10.1.0.0/20

Area 1
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Exhibit 2

1= https:/ fondemand. gquestionmark. com,/ delivery /perception.php fousto. .,

Pouting switch A OSPF configuration Routing switch B oser canfiguraties

router ospf router ospf

arex 9,0,0,1 stubh 1 area 0.0.0.1 stub

BxiL area 0, 0.0, 1 raﬂq'c 10.1.16,0 255.248.0 Type summary
interface loopback O area backbone

ip address IDSL J250 e BeRins o [

ip ospf 100352 3% fares 0. piG 10 incerface 1 ack 00 %

ip address 10.1.23.2

vian 10 ip ospf 10.1.23.2 area 0.0.0.1

ip ospf 10.1.20.1 area 0.0.0.1
vian 1031 vian 100

ip ospf 10.1.22.1 area 0.0.0.1 ip ospf 10.1.0.1 arsa backbone

vian iol

ip ospf 10.1.22.2 area 0.0.9.1
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Area 1 and Area 2 in the topology are associated with/21 subnets, shown in Exhibit 1. All of the switches in this topology are HP Provision ASIC
switches, and they have established the appropriate adjacencies. In Area 1, one of the/24 subnets within the/21 range, 10.1.19.0/24, is not used. The
network administrator must prevent unnecessary traffic from entering Area 1 if users attempt to reach an address in the unused range. What can the

administrator do that meets this requirement without disrupting the solution?
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Create a static route to 10.1.19.0/24 with the black hole option on routing switch A (and other area 1 routers).
Remove the stub definition for Area 1 on all routers and routing switches in Area 1.
Suppress the advertisement of the default route in Area 1 on routing switch B, the area border router (ABR).
Enter range 10.1.19.0/24 no-summary in the OSPF configuration context of routing switch B, the area border router (ABR).

o0

Correct Answer: A
Section: OSPF
Explanation

Explanation/Reference:

QUESTION 43
View the exhibit. In the example network shown in the exhibit, switch A loses power and becomes unavailable. Which switch ports have the designated
role in instance 1 when the MSTP network converges again?
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MSTP instance 0 MSTP instance 0
VLANSs 10, 20, 30 Switch € VLANs 10, 20, 30
Bridge priority 8192 _ Bridge priority 4096

. B21 A2
MSTP instance 1 MSTP instance 1
VLANs 40, 60, 80 5 V.I.ANS 1!0, .60, 80
Bridge priority 4096 Bridge priority 8192
N
gary el | oB W MSTP instance 0
XS SN S . VLANs 10, 20, 30
Bridge priority 8192 B, A3 Bridge priority 0
MSTP instance 1 Swidh A ) : MSTP instance 1
VLANS 40, 60, 80 - iteh D VLANS 40, 60, 80
Bridge priority O Bridge priority 12288

A. Ports A2 and B10 on switch C

B. Ports B7 on switch D and B10 on switch C
C. Ports A20 and B21 on switch B

D. Ports B7 and B12 on switch D

Correct Answer: C
Section: MSTP
Explanation
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Explanation/Reference:
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4096 8192

@® - root port 12283
- designated port

X -blocked port
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Syntax: spanning-tree priority < priority-multiplier >

Every switch running an instance of MSTP has a Bridge
Identifier, which is a unique identifier that helps distinguish
this switch from all others. The switch with the lowest Bridge
Identifier is elected as the root for the lree.
The Bridge Identifier is composed of a configurable Priovity
component (2 bytes) and the bridge’s MAC address (6 byles).
The ability to change the Priority component provides
Slexibility in determining which switch will be the root for the
tree, regardless of its MAC address.
This command seits the switch (bridge) priority for the
designated region in which the switch resides. The switch
compares this priority with the priorities of other swilches in
.!he same reg"mﬂ to determme .E}w m:}t SWwi tc:h ﬁ}? the region.
The low Jority, sligherthepriority (If there
is ofniy one swtzch in .the mgwn .f,hen zhai S’wﬂch is the root
swiltch for the region. ) The rool bridge in a region provides the
path to connected regions for the traffic in VLANs assigned to
the region’s IST instance. (Traffic in VLANs assigned to a
numbered STP instance in a given region moves lo other
regions through the root switch for that instance.)
The priority range for an MSTP switch is 0-61440. However,
this command specifies the priorvity as a multiplier (0 - 15)
of 4096. That is, when you specify a priovity multiplier value
of 0 - 15, the actual priority assigned to the swiitch is:

(priority-multiplier) x 4096

Fﬂre:mmpie if you configure “2” as the priority- mump.{ier on ' o
a given MSTP swilch, then the Switch Priority setting is 8,192, ©-VCE Online - IT Certifications

Note: If multiple swilches in the same MST region have the
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QUESTION 44
View the exhibit.

Exhibit 1

Exhibit 2
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‘'ondemand.questionmark.com/delivery /perception.php?custo... (X

T S

r:.,-;;_:vi_*..c':s.?— diaplay irf
Bwitech Role Priosity Ciu-Hac
filave 20 G023-8930-3k14
Master 32 0023-893e-4B37
Sliave 24 023-853c-12%
Slave H 1023-883c-1ask

* indicates the davice ia the maataz.
+ indicatos the device thecugh which the user 1

The Bridos MAC of the IRY dim: 0023-2032-4R36
Roto upgrada ! yas
Mac peraistant : &b omin
Domain ID 1 0
<IRF switchd display mad wvecrbose
Cueront MAD statia:  Detect
Exclided ppreafcontigurable):
Excluded paFes (SRA) ek ho, SET T a0 gE
Tan~SigabitEtharnatl /0/25
Ten-GigabitEcharnetl/ 0726
Ten~-CigabictEthaznatl FOr27
Ten-GigabitEtharnatl /0728
Tan-CigabitEcharnet2f0/25
Ten-GigabitEthernetdS0S26
Tan-GigabitEthernetd /0727
Tan-GigabicEthernet 2 0/38
Ten-GigabltEtharnet3,/0/325
ten-GCigabitEchernatd O/26
len-GigabicErharnatdfO/2T
Ten~-GigabitEtharnet 3/0/28
Ten-GigabitEchacnetd/0/25
Ten-GigabicEthernatd/0r26
Tan-GigabitRtharnet4/0/27
Ten-GigabitEcharnet 470718
MAD enabled aggregation port:
Bridge-Aggvegationl
MAD BFD disabled.

Close .

An IRF device consists of four HP 5820 switches. The IRF topology is shown in Exhibit 1. The IRF settings are shown in Exhibit 2. After these settings
are displayed, Member 2 experiences a power failure and shuts down. After an hour, power is restored, and Member 2 reboots. Based on this event and
the exhibits, what happens next?
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Member 2 becomes master, and all other members reboot.
Member 2 becomes slave, and all other members reboot.
Member 3 remains master, and member 2 reboots.

Member 1 remains master, and members 2, 3, and 4 reboot.

Cow>»

Correct Answer: C
Section: High Availability
Explanation

Explanation/Reference:

IRF Role Election

The process of defining the role (master or slave) of members is role election.

Role election is held when the topology changes, such as, forming an IRF virtual device, adding a new member, leaving or failure of the master, or IRF

virtual device merge. The master is elected based on the rules below, in the order specified. If the first rule does not apply, a second rule is tried, and so

on, until the only winner is found.

= The current master, even if a new member has a higher priority. (When an IRF virtual device is being formed, all member devices consider
themselves as the master, so this principle is skipped)

= The device with higher priority.

= The device with the longest system up-time. (The system up-time information of each member device is delivered in IRF hello packets)

= The member with the lowest bridge MAC address.

QUESTION 45
Two HP Provision switches are configured as virtual routers. How does the VRRP backup know if the VRRP master is available and functioning?

The VRRP master and backup exchange hello packets over a VLAN dedicated to VRRP.

The VRRP backup sends VRRP requests, and the master replies by sending a VRRP ACK message.
The VRRP master and backup both implement bi-directional forwarding detection (BFD).

The VRRP backup listens for the master's VRRP advertisements.

Cow>»

Correct Answer: D
Section: High Availability
Explanation

Explanation/Reference:
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VRRP principles

The working principles of VRRP are:

e  Routers in a VRRP group determine their roles by priority. The router with the highest priority is the
master, and the others are the backups. The master periodically sends VRRP advertisements to notify
the backups that it is operating properly, and each backup starts a timer to wait for advertisements
from the master.

*  In preemptive mode, when a backup receives a VRRP advertisement, it compares the priority in the
packet with its own priority. If the priority of the backup is higher, the backup becomes the master.
Otherwise, it remains as a backup. In preemptive mode, a VRRP group always has the router with
the highest priority as the master for forwarding packets.

e | the timer of a backup expires but the backup does not receive any VRRP advertisement, it
considers that the master has failed. In this case, the backup considers itself as the master and sends
VRRP advertisements to start a new master election.

e  When multiple routers in a VRRP group declare that they are the master because of inconsistent
configuration or network problems, the one with the highest priority becomes the master. If two
routers have the same priority, the one with the .

*  When a backup router receives an advertisement, it compares its priority with the advertised priority.
If its priority is higher, it fakes over as the master.

QUESTION 46

View the exhibit. The switches shown in the exhibit are HP Provision ASIC switches. Switches A, B, C, and D implement MSTP using the settings shown
in the exhibit. Switches B and C also connect to a switch at the core, switch E, on dedicated VLANSs that act like routed links. The network administrator
is not certain how or whether switch E implements MSTP. Which action should the administrator take to prevent issues with the connection to the core?
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E
VLAN 100 VLAN 101
10.1.100.0/30  10.1.100.4/30
i \\\

AII

IST = All other VLANs
MSTP instance 1 = VLAN 10 and 30
MSTP instance 2 = VLAN 20 and 40

Disable MSTP on instance O.

Implement BPDU protection on the Al ports on switch B and switch C.

Implement BPDU filtering on the Al ports on switch B and switch C.

Make VLAN 100 part of MSTP instance 1 and VLAN 101 part of MSTP instance 2.

o0

Correct Answer: C
Section: MSTP
Explanation
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Explanation/Reference:
Remember

QUESTION 47
View the exhibit. An HP 5406 zl switch is configured as shown in the exhibit. The switch receives a frame on VLAN 10, destined to UDP port 5555. The
frame is marked 802.1p value 6 and DiffServ value 46. Note that queues are numbered 1-8, not 0-7. In which queue does the switch forward the traffic?

HP 5406 z1 switch Qos configuration

vlan 10
name "VLAN1O"
untaggedyal-nd4
gos priority 3
no ip address
ex1t
gos udp-port ipv4 5555 priority 5

Sow>»
~ o A~ o®

Correct Answer: C
Section: QOS
Explanation

Explanation/Reference:
HP ProCurve Switch Software Advanced Traffic Management Guide

Table 6-2.  802.1p Priority Settings and Outbound Queue Assignment

802.1p Priority Setting Outbound Port Queue

1and 2 Low priority (1, 2)
Oor3 Mormal priority (3, 4)
4 and 5 Medium priority (5, 6)
Gand7 High priority (7, 8)
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Assigning a Priority for a Global VLAN-ID Classifier

This global QoS packet-marking option assigns a priority to all outbound
packets having the specified VLAN-ID (VID). You can configure this option by
either specifying the VLAN-ID ahead of the gos command or moving to the
VLAN context for the VLAN you want to configure for priority.

Syntax: vlan < vid> qos priority<0-7 >

Configures an 802.1p priority for outhound packets belong-
ing to the specified VLAN. This priority determines the
packet’s gueue in the outbound port to which it is sent. If the
packet leaves the switch on a tagged port, it carries the 802, 1p
priorvity with it to the next dounstream device. You can
configure one QoS classifier for each VLAN-ID. (Default: No-
override)
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Assigning an 802.1p Priority for a Global TCP/UDP Classifier

To mark matching TCP or UDP packets with an 802.1p priority, enter the
following command:

Syntax: qos <udp-port | tcp-port > [ipv4 | ipv6 | ip-all | <port-number| range start
end > priority <0-7 >

Marks an 802. 1p priority in outbound packets with the

specified TCP or UDP application-port number, where:

* ipvd marks only IPv4 packets (default).

= ipvb marks only IPv6 packets.

* ip-all marks all IP traffic (both IPv4 and IPv6 packets).

* port-number is a TCP/UDP port number from 1 to 65535.

* range start end specifies a range of TCP/UDP ports; see
“Operating Notes on Using TCP/UDP Port Ranges” on page
6-26. If you specify a range, the minimum port number
must precede the maximum port number in the range.

¢ priority <0-7> marks the specified 802.1p priority in
matching TCP or UDP packets.

The 802 1p priovity determines the packet’s guewe in the

outhound port on the switch. If the packet leaves the swiich

on a tagged VLAN port, it carries the 802 1p priovity with it

to the next downstream device.

Default: Disabled — No 802.1p priovity is assigned.

The no form of the command deletes the specified UDP or TCP

port number or range of port numbers as a QoS classifier.

Note: If you have specified a range of port numbers, you

must specify the entirve range in the no command,; you cannot

remove part of a range.
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Override of Global QoS Settings

After you apply a QoS policy to an interface, the classifier-based settings
configured by QoS actions in the policy override any 802.1p CoS or DSCP
codepoint values that were globally-configured on the switch to mark packets
using the QoS commands described in “Globally-Configured QoS” on page
6-19.

If you use a classifier-based QoS configuration along with globally-configured
QoS commands, the order of precedence in which 802.1p priority, IP prece-

dence, and DSCP settings mark selected packets is as follows, from highest

(1) to lowest (9):

Table 6-10. Order of Precedence for Classifier-Based QoS over Global QoS

;ﬁ:dﬂm' QoS Feature Reference
1 Classifier-based port-specific policy Page 6-71
2 Classifier-based VLAN-specific policy Page 6-71
3 Globally-configured TCP/UDP priority Page 6-24
4 Globally-configured IP-device priority Page 6-33
5 Globally-configured IP Type-of-Service priority Page 6-41
b Globally-configured Layer 3-Protocol priority Page 6-54
7 Globally-configured VLAN-ID priority Page 6-56
8 Globally-configured Source-Port priority Page 6-62
9 802.1p CoS in Layer 2 VLAN header’ Page 6-12

"In a tagged VLAN environment, the incoming 802.1p priority is used as the default QoS
classifier to determine how a packet is handled if no global or classifier-based QoS match
criterion with a higher precedence matches.
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QUESTION 48
A company wants clients to receive a video stream from a server. What is the advantage of transmitting this stream as multicast traffic rather than
unicast traffic?

The network administrator does not need to configure routing for the stream.

The server does not need to be preconfigured with each endpoint's IP address.

The endpoints can reside in many different subnets instead of only the server's local subnet.
The server transmits a single stream rather than many streams.

Cow>»

Correct Answer: D
Section: Multicast
Explanation

Explanation/Reference:
Remember

QUESTION 49

View the exhibit. A network administrator configures the HP 2610-24-PoE switch as shown in the exhibit. Computers belong to the data VLAN, which is
VLAN 10. IP phones should transmit traffic on VLAN 20. They should be able to connect to any port and use LLDP-MED to obtain their VLAN
assignment. However, IP phones connected to this switch cannot reach the VolP server and are not functioning correctly. IP phones connected to other
switches are functioning correctly. What must the network administrator do?

Partial running-config

hostname "Switch"
vlian 10
name "VLAN1OD"
untagged 1-24
ip address 10.1.106.1 255.255.255.0
exit
vlian 20
name "VLAN20O"
tagged 1-24
exit

A. Make VLAN 20 untagged on the ports into which phones are connected.
B. Define VLAN 20 as a voice VLAN.
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C. Enable LLDP-MED globally.
D. Enable LLDP-MED on the ports into which phones are connected.

Correct Answer: B
Section: Other
Explanation

Explanation/Reference:
Remember
LLDP-MED enabled globally by default!

QUESTION 50

View the exhibit. Several HP Provision ASIC switches are implementing PIM. Based on the configurations shown in the exhibit, which switch is included
in the dynamic RP set?

PIM configuration for Routing switch A

router pim
rp-address 10.1.10.1 224.0.0.0 240.0.0.0

PIM configuration for Routing switch B

vian 20
name “VLANZO"
ip address 10.1.20.1 255.255.255.0
router pim
rp-candidate
rp-candidate source-ip-vlan 20
rp-candidate ?rcup—prefix 224.0.0.0 240.0.0.0
rp-candidate hold-time 150
exit
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pPIM configuration for Routing switch C

vian 30
name "VLAN3O"
ip address 10.1.30.1 255.255.255.0
router pim
rp-candidate
rp-candidate source-ip-vlan 30
rp-candidate ﬁrnup-prefix 224.0.0.0 240.0.0.0
rp-candidate hold-time 150 priority 100
exit

PIM configuration for Routing switch D

vian 40
name "VLAN4O"
ip address 10.1.40.0 255.255.255.0
router pim
bsr-candidate source-ip-vian 40
rp-candidate
rp-candidate source-ip-vlian 40
rp-candidate group-prefix 224.0.0.0 240.0.0.0
rp-candidate hold-time 150 priority 100
exit

routing switch A
routing switch B
routing switch D
routing switch C

o0

Correct Answer: D
Section: Multicast
Explanation

Explanation/Reference:
On the switch 'A' is configured not the correct IP address, so it does not participate in the elections!
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Candidate-RP Election. Within a PIM-SM domain, different RPs support
different multicast addresses or ranges of multicast addresses. (That is, a
given PIM-SM multicast group or range of groups is supported by only one
active RP, although other candidate RPs can also be configured with overlap-
ping or identical support.)

A candidate RP’s group-prefix configuration identifies the multicast groups
the RP is enabled to support.

If multiple candidate RPs have group prefixes configured so that any of these
RPs can support a given multicast group, then the following criteria are used
to select the RP to support the group:

1. The C-RP configured with the longest group-prefix mask applicable to the
multicast group is selected to support the group. If multiple RP candidates
meet this criterion, then step 2 applies.

2. The C-RP configured with the highest priority is selected. If multiple RP
candidates meet this criterion, then step 3 applies.

3. A hash function (using the configured bsr-candidate hash-mask-length
value) generates a series of mask length values that are individually
assigned to the set of eligible C-RPs. If the hash function matches a single
RP candidate to a longer mask length than the other candidates, that
candidate is selected to support the group. If the hash function matches
the longest mask length to multiple RP candidates, then step 4 applies.

4. The C-RP having the highest IP address is selected to support the group.
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Options Accessed in
Router PIM Context

Operation

rp-candidate group-prefix
< group-addr/group-mask >

rp-candidate hold-time
< 30- 255>

rp-candidate priority < 0 - 255 >

[ no ] spt-threshold
(page 4-42)

join-prune-interval < 5- 65535 >
(page 4-30)

trap
< neighbor-loss |
hardware-mrt-full |
software-mrt-full | all >
(page 4-41)

Enter an address and mask to define an additional
multicast group or a range of groups.

Tells the BSR how long it should expect the sending
Candidate-RP router to be operative. (Default: 150; 0 if
router is not a candidate)

Changesthe priority forthe Candidate-RP router.When
multiple C-RPs are configured for the same multicast
group(s), the priority determines which router
becomes the RP for such groups. A smaller value
means a higher priority. (Default: 192)

Disable or enable the router’s ability to switch multicast
traffic flows to the shortest path tree. (Default:
enabled)

Optional: Globally change the interval for the frequency
at which join and prune messages are forwarded on
the router's VLAN interfaces. (Default: 60 seconds)

Optional: Enable or disable PIM traps. (Default:
disabled.)

QUESTION 51
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View the exhibit.

Exhibit 1

Joined
FF14:1

Exhibit 2
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5]','__5‘] https:/ /ondemand.questionmark.com/delivery /perception.php?custo... X

partial running-config for Routing switch A&

vian 10
name "VLANLD"
untagged Al-a24,81l-B24
ipvt address autoconfig
no ip address
exit
vian 10
ipve mid
EETT

A network that handles IPv6 multicasts and the hosts that have joined particular IPv6 multicast groups is shown in Exhibit 1. Routing switch B is acting
as the MLD querier, and routing switch A implements MLD snooping, as shown in Exhibit 2. An IPv6 multicast packet for FF14::1 arrives on routing
switch A on port B1. On which ports does the switch forward the packet?

Al |Forwards -]
A2 | Does not forward v
B1 IFnrwar.dﬁ | -
B2 |Does naot forward « |

Al Forwards - A2 Does not forward - B1 Does not forward - B2 Forwards
Al Does not forward - A2 Forwards - B1 Forwards - B2 Does not forward
Al Forwards - A2 Does not forward - B1 Forwards - B2 Does not forward
Al Does not forward - A2 Forwards - B1 Does not forward - B2 Forwards

o0
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Correct Answer: A
Section: Multicast
Explanation

Explanation/Reference:
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General operation. Multicast communication can take place without MLD,
and by defanlt MLD is disabled. In that case, if a switch receives a packet with
a multicast destination address, it floods the packet to all ports in the same

VLAN (except the port that it came in on). Any network nodes that are listening
to that multicast address will see the packet; all other hosts ignore the packet.

MLD disabled

/

Figure 7-1. Without MLD, multicast traffic is flooded to all ports.

When MLD snooping is enabled on a VLAN, the switch acts to minimize
unnecessary multicast traffic. If the switch receives multicast traffic destined
for a given multicast address, it forwards that traffic only to ports on the VLAN
that have MLD hosts for that address. It drops that traffic for ports on the
VLAN that have no MLD hosts (except for a few special cases explained
below).

MLD snooping enabled

Lisferer
(MLD hast)

ol g
E—IWI

[ML:D host)

Figure 7-2. With MLD snooping, traffic is sent to MLD hosts.
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Note that MLD snooping operates on a single VLAN (though there can be
multiple VLANs, each running MLD snooping). Cross-VLAN traffic is handled
by a multicast router.

Forwarding in MLD snooping. When MLD snooping is active, a multicast
packet is handled by the switch as follows:

forwarded to ports that have nodes that have joined the packet's multicast
address (that is, MLD hosts on that address)

forwarded toward the querier—=If the switch is not the querier, the packet
is forwarded out the port that leads to the querier.

forwarded toward any multicast routers—If there are multicast routers
on the VLAN, the packet is forwarded out any port that leads to a router.

forwarded out administratively forwarded ports—The packet will be
forwarded through all ports set administratively to forward mode. (See
the description of forwarding modes, below.)

dropped for all other ports

Each individual port’s forwarding behavior can be explicitly set using a CLI
command to one of these modes:

auto (the default mode)=The switch forwards packets through this port
based on the MLD rules and the packet's multicast address. In most cases,
this means that the switch forwards the packet only if the port connects
to a node that is joined to the packet’s multicast address (that is, to an
MLD host). There is seldom any reason to use a mode other than “auto”
in normal operation (though some diagnostics may make use of *forward”
or “block™ mode).

forward—The switch forwards all IPvi multicast packets through the
port. This includes [Py multicast data and MLD protocol packets.
block—The switch drops all MLD packets received by the port and blocks
all outgoing [PvG multicast packets through the port, except those packets
destined for well known [Pvi multicast addresses. This has the effect of
preventing IPvi multicast traffic from moving through the port.

Note that the switch floods all packets with “well known" IPvi multicast
destination addresses through all ports. Well known addresses are permanent
addresses defined by the Internet Assigned Numbers Authority

(www.iana org). [Pvl standards define any address beginning with FFOx/12
(binary 1111 1111 0000} as a well known address.
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Configuring MLD

Several CLI commands are available for configuring MLD parameters on a
switch.

Enabling or Disabling MLD Snooping on a VLAN

Symtax: [no] ipvG mid

Note: This command must be issued in a VLAN context.

This command enables MLD snooping on a VLAN. Enabling
MLD snooping applies the last-saved or the defoult MLD
configuration, whichever was most recently set.

The [no] form of the command disables MLID snooping on a
VLAN.

MLID snooping is disabled by defaulf.

QUESTION 52
A company's HP Provision ASIC switches are configured to use PIM-SM mode to provide multicast services. When an HP Provision ASIC switch

receives a multicast stream, it determines that the best path to the multicast source is not through the Rendezvous Point (RP). Which action might this
switch take?

The switch may use the backup RP if this RP is in the path between the multicast source and its receivers.
The switch may send a graft message on the interface through which it reaches the multicast source.

The switch may establish itself as the new RP for the shortest path tree.

The switch may decide to join the shortest path tree.

Cow>»

Correct Answer: D
Section: Multicast
Explanation

Explanation/Reference:
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Shortest-Path Tree (SPT)

SPTs are especially useful in high data rate applications where reducing
unnecessary traffic concentrations and throughput delays are significant. In
the default PIM-SM configuration, SPT operation is automatically enabled.
(The software includes an option to disable SPT operation. Refer to “Changing
the Shortest-Path Tree (SPT) Operation” on page 4-42.)

Shortest-Path Tree Operation. Inthe default PIM-SM configuration, after
an edge router receives the first packet of traffic for a multicast group
requested by a multicast receiver on that router, it uses Reverse Path Forward-
ing (RPF) to learn the shortest path to the group source. The edge router then
stops using the RPT and begins using the shortest path tree (SPT) connecting
the multicast source and the multicast receiver. In this case, when the edge
router begins receiving group traffic from the multicast source through the
SPT, it sends a prune message to the RP tree to terminate sending the
requested group traffic on that route. (This results in entries for both the RP
path and the STP in the routing table. Refer to “Routing Table Entries” on
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page 4-67.) When completed, the switchover from the RPT to a shorter SPT

can reduce unnecessary traffic concentrations in the network and reduce
multicast traffic throughput delays.

Note that the switchover from RPT to SPT is not instantaneous. For a short

period, packets for a given multicast group may be received from both the

RPT and the SPT. Also, in some topologies, the RPT and the SPT to the same

edge router may be identical.

received via the Rendezvous Point (RP).

In default PIM-SM operation, the STP path
activates and the RPT path drops off after
the first multicast packet for a group is

Elected Bootstrap Router

Source of
Multicast
Group "X"

PIM-SM
Router “A"

Designated Router
(DR) for Unicast Source of
Multicast Group “X"

-

for the Domain, and
Elected Rendezvous

Point (RP) for Supporting
(- Multicast Group "X"
PIM-SM
Router “B"
Intermediate
Router in
PIM-SM ngTDzaﬁJ;‘.“
Router “C” P
SPpp ~ < PIM-SM —
P -
9th *™ | Router “D" Host "Y”"

Figure 4-2. Example PIM-SM Domain with SPT Active To Support a Host that Has

Joined a Multicast Group
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QUESTION 53
If you use the MAC lockout feature to block a specific MAC address on an HP 3500zl switch, which traffic is dropped?

A. The switch will drop traffic from devices directly connected to the specific port on which MAC lockout is enabled if the destination or source address
is the specified MAC address.

B. The switch will drop frames only if the source address is the specified MAC address and port security is also configured on the receiving port.
C. The switch will drop any Layer 2 traffic that contains the specified MAC address as the source address.
D. The switch will drop routed or switched traffic if the destination is the specified MAC address.

Correct Answer: C
Section: Security
Explanation

Explanation/Reference:

Port Security (Page 14-4). This feature enables you to configure each
switch port with a unique list of the MAC addresses of devices that are
authorized to access the network through that port. This enables individual
ports to detect, prevent, and log attempts by unauthorized devices to commu-
nicate through the switch.

This feature does not prevent intruders from receiving broadcast and multi-
cast traffic. Also, Port Security and MAC Lockdown are mutually exclusive on
a switch. If one is enabled, then the other cannot be used.

MAC Lockdown (Page 14-24). This feature, also known as “Static
Addressing”, is used to prevent station movement and MAC address “hijack-
ing” by allowing a given MAC address to use only an assigned port on the
switch. MAC Lockdown also restricts the client device to a specific VLAN.
(See also the Note, above.)

MAC Lockout (Page 14-32). This feature enables you to block a specific
MAC address so that the switch drops all traffic to or from the specified
address.
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MAC Lockout

MAC Lockout involves configuring a MAC address on all ports and VLANs for
a switch so that any traffic to or from the “locked-out” MAC address will be
dropped. This means that all data packets addressed to or from the given
address are stopped by the switch. MAC Lockout is implemented on a per
switch assignment.

You can think of MAC Lockout as a simple blacklist. The MAC address is
locked out on the switch and on all VLANs. No data goes out or in from the
blacklisted MAC address to a switch using MAC Lockout.

To fully lock out a MAC address from the network it would be necessary to
use the MAC Lockout command on all switches.

To use MAC Lockout you must first know the MAC Address you wish to block.

Syntax: [no] lockout-mac < mac-address >

QUESTION 54
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View the exhibit. A network administrator has activated connection rate filtering on an HP 8200 zl| Series switch with the throttle action and medium
sensitivity. However, a server connected to port A1 in VLAN 10 (IP address 10.1.10.10) needs to establish many connections with other backend servers
as part of its typical behavior. The ports that this server uses are TCP 50000-50020. Based on the information provided in the exhibit, how can the

network administrator ensure that this traffic is never blocked while leaving the current protections in effect?

ip access-list connection-rate-filter "Filterl”

filter ip 10.1.10.10 0.0.0.0 destination-port range 50000 50020

exit
ip access-1ist conmnection-rate=filter “"Filrer2"

ignore ip 10.1.10.10 0.0.0.0 destination-port range 50000 50020

exit
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Apply Filter2 to VLAN 10 as a connection rate filter.
Apply Filterl to port Al as a connection rate filter.
Apply Filter2 to port Al as a connection rate filter.
Apply Filterl to VLAN 10 as a connection rate filter.

Cow>

Correct Answer: A
Section: QOS
Explanation

Explanation/Reference:
HP ProCurve Access Security Guide

Note: Command connection-rate-filter can not be applied to the physical interface of a switch! Only to VLAN-interface.
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(General Operation

Connection-rate filtering enables notification of worm-like behavior detected
in inbound IP traffic and, depending on how you configure the feature, also
throttles or blocks such traffic. This feature also provides a method for
allowing legitimate, high connection-rate traffic from a given host while still
protecting your network from possibly malicious traffic from other hosts.

Filtering Options

In the default configuration, connection-rate filtering is disabled. When
enabled on a port, connection-rate filtering monitors inbound [P traffic for a
high rate of connection requests from any given host on the port. If a host
appears to exhibit the worm-like behavior of attempting to establish a large
number of outbound IP connections in a short period of time, the switch
responds in one of the following ways, depending on how connection-rate
filtering is configured:

m Notify only (of potential attack): While the apparent attack
continues, the switch generates an Event Log notice identifying the
offending host’s source IP address and (if a trap receiver is configured
on the switch) a similar SNMP trap notice).

m Throttle: In this case, the switch temporarily blocks inbound IP
traffic from the offending host source IP address for a “penalty”
period and generates an Event Log notice of this action and (if a trap
receiver is configured on the switch) a similar SNMP trap notice.
When the “penalty” period expires the switch re-evaluates the traffic
from the host and continues to block this traffic if the apparent attack

continues. (During the re-evaluation period, IP traffic from the host
is allowed.)

m Block: This option blocks all IP traffic from the host. When a block
occurs, the switch generates an Event Log notice and (if a trap
receiver is configured on the switch) a similar SNMP trap notice. Note
that a network administrator must explicitly re-enable a host that has
been previously blocked.
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Configuring a Connection-Rate ACL Using UDP/TCP
Criteria

(To configure a connection-rate ACL using source IP address criteria, refer
to page 3-21.)

Syntax: ip access-list connection-rate-filter < cri-list-name >

Creates a connection-rate-filter ACL and puts the CLI
into the access control entry (ACE) context:

ProCurve (config-crf-nacl) #

If the ACL already exists, this command simply puts
the CLI into the ACE context.

Syntax: <filter |ignore ><udpltcp > <any>
< filter | ignore > < udp | tcp > < host < ip-addr > > [ udp/tcp-options |
< filter lignore > < udp | tcp > < ip-addr < mask-length > [ udp/tcp-options |
Used in the ACE context (above) to specify the action
of the connection-rate ACE (filter or ignore), and the
UDP/TCP eriteria and SA of the IP traffic that the ACE
affects.

< filter | ignore >

filter: This option assigns a policy of filtering (drop-
ping) IP traffic having an SA that matches the source
address criteria in the ACE.

ignore: This option specifies a policy of allowing IP
traffic having an SA that matches the source address
criteria in the ACE.
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QUESTION 55
View the exhibit. Based on the configuration shown in the exhibit, does the Comware switch drop or permit each frame as it arrives on port Gigabit
Ethernet 1/0/1 ? (Select three.)

DHCP offer are permitted.

DHCP offer are dropped.

DHCP Discovery (option 82 set) are permitted.
DHCP Discovery (option 82 set) are dropped.
ARP response for 10.1.10.2 is permitted.

ARP response for 10.1.10.2 is dropped.

mmoow2>

Correct Answer: ACF
Section: Other
Explanation

Explanation/Reference:
Remember

QUESTION 56
Which security protocol introduces vulnerabilities because the password is sent in plaintext and can be intercepted and easily read?

WEP
EAP
PAP
CHAP

Cow>»

Correct Answer: C
Section: Security
Explanation

Explanation/Reference:
Password authentication protocol

A password authentication protocol (PAP) is an authentication protocol that uses a password.

PAP is used by Point to Point Protocol to validate users before allowing them access to server resources. Almost all network operating system remote
servers support PAP.

PAP transmits unencrypted ASCII passwords over the network and is therefore considered unsecure. It is used as a last resort when the remote server
does not support a stronger authentication protocol, like CHAP or EAP (the latter is actually a framework).
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Password-based authentication is the protocol where two entities share a password in advance and use the password as the basis of authentication.
Existing password authentication schemes can be categorized into two types: weak-password authentication schemes and strong-password
authentication schemes. When compared to strong-password schemes, weak-password schemes tend to have lighter computational overhead, the
designs are simpler, and implementation is easier, making them especially suitable for some constrained environments.

QUESTION 57
Which security protocol requires the servers to use digital certificates?

AH and ESP for HTTP traffic
Telnet for console sessions
SSL and TLS for HTTP traffic
SSH for console sessions

Cow>»

Correct Answer: C
Section: Security
Explanation

Explanation/Reference:

QUESTION 58
An HP Provision ASIC switch implements connection rate filtering. When an endpoint violates the connection rate policy, its traffic is filtered for less than
30 seconds. The company wants violator traffic to be filtered for about one minute. How should the network administrator complete this task?

Increase the global connection rate filtering sensitivity to high.
Increase the penalty period associated with the low sensitivity.
Increase the global penalty period for connection rate filtering.
Configure the connection rate filtering action on the ports from throttle to block mode.

Cow>»

Correct Answer: A
Section: Security
Explanation

Explanation/Reference:
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Configuring the Per-Port Filtering Mode

Syntax: filter connection-rate < port-list > < notify-only | throttle | block >
no filter connection-rate < port-list >

Configures the per-port policy for responding to detection of a
relatively high number of inbound IP connection attermpls from
a given source. The level at which the switch detects such traffic
depends on the sensitivity setting configured by the connection-
rate-filter sensitivity command (page 3-11). (Note: You can use
connection-rate ACLs to create exceptions to the configured
[filtering policy. See "Configuring and Applying Connec-
tion-Rate ACLs" on page 3-19.) The no form of the command
disables connection-rate filtering on the ports in # < port-list >.

notify-only: If the switch detects a velatively high number of IP
connection attempts from a specific host, notify-only generates
an Event Log message. Sends a similar message to any SNMP
trap receivers configured on the swifch.

throttle: If the switch detects a relatively high number of IP
connection attempts from a specific host, this option generates
the notify-only messaging and also blocks all inbound fraffic
Jrom the offending host for a penalty period. After the penalty
period, the switch allows traffic from the offending host to
resume, and re-eramines the traffic. If the suspect behavior
continues, the switch again blocks the traffic from the offending
host and repeals the cycle. For the penalty periods, refer to table
-1, below.

block: If the switch detects a relatively high number of IP
connection atfempis from a specific host, this option generafes
the notify-only messaging and also blocks all inbound fraffic
Jrom the affending host.

QUESTION 59

Which technology should be used to tunnel multicast traffic securely across a network?

A.

IPsec VPN

MVCEplus

VCE To PDF - Free Practice Exam

www.vceplus.com - Download A+ VCE (latest) free Open VCE Exams - VCE to PDF Converter - VCE Exam Simulator - VCE Online - IT Certifications



PVCEplus

VCE To PDF - Free Practice Exam
B. GRE over IPsec
C. GRE
D. MLD over IPsec for IPv6 or IGMP over IPsec for IPv4

Correct Answer: B
Section: Security
Explanation

Explanation/Reference:

QUESTION 60

A network administrator plans to use HP Intelligent Management Center (IMC) to manage a network with thousands of HP switches. The administrator
wants to use IMC for functions such as configuring ACLs and VLANs on multiple switches at once. What must the administrator verify when configuring
IMC to discover the switches?

that IMC is configured with the proper Telnet login username and password for the switches

that IMC is configured with the proper SNMP community or user credentials for read-write access to the switches
that IMC is configured with the proper SNMP trap credentials for communicating with the switches

that IMC is configured with the proper SSH login username and password for the switches

Cow?>

Correct Answer: B
Section: IMC
Explanation

Explanation/Reference:

QUESTION 61
A network administrator is deploying HP 5800 switches at the access layer and wants to manage them with HP Intelligent Management Center (IMC).
When SNMP is enabled on these switches, which version of SNMP is implemented by default?

SNMP version 3

SNMP version 1

SNMP version 2c with backward compatibility with version 1
SNMP version 2¢

Cow>

Correct Answer: A
Section: IMC
Explanation
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Explanation/Reference:

QUESTION 62
A network administrator wants to configure a Comware switch to send HP Intelligent Management Center (IMC) sFlow samples. Where does a
Comware switch direct sFlow samples?

To the multicast address defined for sFlow collector

To the IP address configured as the sFlow agent

To the IP address configured as the sFlow trap receiver
To the IP address configured as the sFlow collector

Cow>»

Correct Answer: D
Section: IMC
Explanation

Explanation/Reference:

QUESTION 63

You are configuring IP multicast on a customer network that has all HP E5400 zl switches installed. All VLANs have been created, and IP addresses and
OSPF have been assigned to all routed interfaces. IGMP has been enabled for all VLANSs that will support multicast hosts.

To enable PIM, you issue the following commands:

E5406(config)# ip multicast-routing
E5406(config)# router pim

What is the remaining step you must take in this process?

Enable PIM for every VLAN that will support Layer 3 multicast.

Enable IGMP at the global configuration level.

Enable PIM only on VLAN interfaces that lead to other routers.

Enable sparse mode for every VLAN that will support Layer 3 multicast.

Cow>»

Correct Answer: A
Section: Multicast
Explanation

Explanation/Reference:
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The necessary steps for PIM-DM:

Feature Default Menu cLu Web
Configure PIM Global n/a — 3-12 —
Configure PIM VLAN Interface n/a — 3-15 —
Display PIM Route Data Disabled — 3-23 —
Display PIM Status 0 (Forward All) — 3-28 —

The necessary steps for PIM-SM:
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Feature Default CLI
Enable PIM-SM Support Disabled 4-26
Configure PIM-SM on VLAN Disabled 4-28
Interfaces
Configure Router PIM Context Disabled
Bootstrap Router Candidate 4-35
Rendezvous-Point Candidate 4-37
Notification Traps 4-41
Shortest-Path Tree 4-42
Display Multicast Route Data n/a 4-47
Display PIM-Specific Data n/a 4-51
Display PIM Neighbor Data n/a 4-57
Display BSR and C-RP Data n/a 4-61
Display Current RP-Set n/a 4-63
Display Candidate-RP Data n/a 4-65
QUESTION 64

While onsite configuring an HP E5400 z| switch, you enter ipv6 enable in VLAN 1 configuration context. You type the command show ipv6 at the switch
CLlI, and receive the result shown in the exhibit. What is meant by the Address Status column?
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Edge_1li{vlan-1)# show ipvé

Internet (IEvE) Service

Address | Address
Crigin | IPvE Address/Prefix Length Status

autoconfig | £e80::21h:3fff;: fedb:1d00/64 tentative

The switch has secured its IPv6 address.

The switch is waiting for DAD to verify its IPv6 address.

The switch is waiting for an additional configuration command to be entered.
The switch is waiting for a router advertisement to verify its IPv6 address.

Cow?>

Correct Answer: B
Section: IPv6
Explanation

Explanation/Reference:
HP ProCurve Switch Software IPv6 Configuration Guide
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Configuring IPv6 Addressing

In the default configuration on a VLAN, any one of the following commands
enables IPv6 and creates a link-local address. Thus, while any one of these
methods is configured on a VLAN, IPv6 remains enabled and a link-local
address is present:

ipvb enable (page 4-6)

ipvb address autoconfig (page 4-7)

ipvB address dhep full [rapid-commit] (page 4-9)

ipv6 address fe80:0:0:0:< interface-identifier > link-local (page 4-12)
ipvb address < prefixinterface-identifier = (page 4-13)

Note Addresses created by any of these methods remain tentative until verified as
unigue by Duplicate Address Detection. (Refer to “Duplicate Address Detec-
tion (DAD)" on page 4-19.)

View the Current IPv6 Addressing
Configuration

Use these commands to view the current status of the IPv6 configuration on
the switch.

Syntax: show ipvb

Lists the current, global IPv6 settings and per-VLAN IPvf
addressing on the switch.
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Address Status:

m Tentative: DAD has not yet confirmed the address as
unigque, and is not usable for sending and receiving traffic.
m Preferred: The address has been confirmed as unigue by
DAD, and usable for sending and receiving traffic. The
Expiry time shoun for this address by the show ipvé vian
< vid > command output is the preferred lifetime assigned
to the address. (Refer to “Address Lifetimes” on page xxx. )
m Deprecated: The preferved lifetime for the address has been
exceeded, but there is time remaining in the valid lifetime.
m  Duplicate: Indicates a statically configured IPv6 address
that is a duplicate of another IPv6 address thal already

erists on another device belonging to the same VLAN
interfoce. A duplicate address is not used.

QUESTION 65

An administrator of a network of A5800s has found evidence that an unauthorized device is gaining access to the network. All the administrator knows
about the device is its MAC address. Assuming that the action she takes does not require special actions for guest devices, what can she do to keep the
device from connecting to the network?

Implement MAC authentication

Lock out the MAC for the device, using the mac-address command

Lock out the MAC for the device, and statically assign the device to the 'null' interface using the static-mac command
Implement Port Security in the autoLearn mode

Cow?>

Correct Answer: B
Section: Security
Explanation

Explanation/Reference:
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Types of MAC address table entries

A MAC address table can contain the following types of entries:
e  Static entries, which are manually added and never age out.
¢  Dynamic entries, which can be manually added or dynamically learned and may

»  Blackhole entries, which are manually configured and never age out. Blackhole e
configured for filtering out frames with specific source or destination MAC addres

to block all packets destined for a specific user for security concerns, you can con

address of this user as a blackhole MAC address entry.

To adapt to network changes and prevent inactive entries trom occupying table
mechanism is adopted for dynamic MAC address entries. Each time a dynamic MA
learned or created, an aging time starts. If the entry has not updated when the agin
switch deletes the entry. If the entry has updated before the aging timer expires, the ag

A static or blackhole MAC address entry can overwrite a dynamic MAC address entry,
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Manually configuring MAC address table entries

To fence oft MAC address spoofing attacks and improve port security, you can n
address table entries to bind ports with MAC addresses.

You can also configure blackhole MAC address entries to filter out packets with
destination MAC addresses.

To add, modifz, or remove entries in the MAC address table in system view:

To do... Use the command... Remark
1. Enter system :
, system-view -
view
Configure static or dd d . tatic :
dytiainic MAC mac-a .ress{ YI"!IIITIIC | static } mac Requiret
Address Table address interface interface-type _
2. Configure Entries interface-number vlan vian-id Use eith
MAC address Make st
table entries Configure have cre
blackhole MAC mac-address blackhole mac-address and assi
Address Table vian vian-id interface
Entries
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QUESTION 66
Which statement is true about the HP E5400 zl switch Connection-rate Filtering feature?

Any outbound traffic destined for a host that has been throttled or blocked is permitted.

When enabled, it is automatically globally activated.

It uses sFlow traffic sampling to determine whether traffic activity represents an intrusion.

It detects threats with both a signature-based engine and an anomaly-based engine that can detect zero day attacks.

Cow>»

Correct Answer: A
Section: Security
Explanation

Explanation/Reference:

Features and Benefits

Connection-rate filtering is a countermeasure tool you can use in your inci-
dent-management program to help detect an manage worm-type [T security
threats received in inbound IP traffic. Major benefits of this tool include:

m Behavior-based operation that does not require identifying details
unique to the code exhibiting the worm-like operation.

m  Handles unknown worms.
m Needs no signature updates.

m Protects network infrastructure by slowing or stopping [P traffic from
hosts exhibiting high connection-rate behavior.

m  Allows network and individual switches to continue to operate, even
when under attack.

m Provides Event Log and SNMP trap wamings when worm-like
behavior is detected

m Gives IT staff more time to react before the threat escalates to a crisis.
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General Operation

Connection-rate filtering enables notification of worm-like behavior detected
in inbound IP traffic and, depending on how you configure the feature, also
throttles or blocks such traffic. This feature also provides a method for
allowing legitimate, high connection-rate traffic from a given host while still
protecting your network from possibly malicious traffic from other hosis.

Filtering Options

In the default configuration, connection-rate filtering is disabled. When
enabled on a port, connection-rate filtering monitors inbound IP traffic for a
high rate of connection requests from any given host on the port. If a host
appears to exhibit the worm-like behavior of attempting to establish a large
number of outbound IP connections in a short period of time, the switch
responds in one of the following ways, depending on how connection-rate
filtering is configured:

m Notity only (of potential attack): While the apparent attack
continues, the switch generates an Event Log notice identifying the
offending host's source IP address and (if a trap receiver is configured
on the switch) a similar SNMP trap notice).

m Throttle: In this case, the switch temporarily blocks inbound IP
traffic from the offending host source IP address for a “penalty”
period and generates an Event Log notice of this action and (if a trap
receiver is configured on the switch) a similar SNMP trap notice.
When the “penalty” period expires the switch re-evaluates the traffic
from the host and continues to block this traffic if the apparent attack
continues. (During the re-evaluation period, IP traffic from the host
is allowed.)

m Block: This option blocks all IP traffic from the host. When a block
occurs, the switch generates an Event Log notice and (if a trap
receiveris configured on the switch) a similar SNMP trap notice. Note
that a network administrator must explicitly re-enable a host that has
been previously blocked.

QUESTION 67
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An administrator needs to create an ACL to block traffic from 192.168.10.23 to all destinations. Which type of ACL can be used to meet this need?

a standard ACL applied as Routed ACL (RACL)

an extended ACL applied as a Routed ACL (RACL)
a standard ACL applied as a VLAN ACL (VACL)

a standard ACL applied as a dynamic ACL

Cow>»

Correct Answer: C
Section: Security
Explanation

Explanation/Reference:

Static ACLS

Static ACLs are configured on the switch. To apply a static ACL, you must
assign it to an interface (VLAN or port). The switch supports three static ACL
applications:

Routed IPv4 Traffiec ACL (RACL). An RACL is an ACL configured on a
VLAN to filter routed traffic entering or leaving the switch on that interface,
as well as traffic having a destination on the switch itself. (Except for filtering
traffic to an address on the switch itself, RACLs can operate only while [Pvd
routing is enabled. Refer to “Notes on IPvd Routing” on page 10-27.)

VLAN ACL (VACL). AVACLisan ACL configured on a VLAN to filter traffic
entering the switch on that VLAN interface and having a destination on the
same VLAN.

Static Port ACL. A static port ACL is an ACL configured on a port to filter
traffic entering the switch on that port, regardless of whether the traffic is
routed, switched, or addressed to a destination on the switch itself.
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Notes The switch allows one inbound RACL assignment and one outbound RACL
assignment configured per VLAN. This is in addition to any other ACL assigned
to the VLAN or to any ports on the VLAN. You can use the same RACL or
different RACLs to filter inbound and outbound routed traffic on a VLAN.

RACLs do not filter IPv4 traffic that remains in the same subnet from source
to destination (switched traffic) unless the destination address (DA) or source
address (SA) is on the switch itself.

Standard ACL

A standard ACL uses only source IPvd addresses in its ACEs. This type of ACE
is useful when you need to:

m Permit or deny any [Pv4 traffic based on source address only.

B Quickly control the IPv4 traffic from a specific address. This allows
vou to isolate [Pv4 traffic problems generated by a specific device,
group of devices, or a subnet threatening to degrade network perfor-
mance. This gives you an opportunity to troubleshoot without sacri-
ficing performance for users outside of the problem area.

QUESTION 68
You are designing a network for a customer, and one of the requirements is to support multicast traffic. When defining configuration steps for the HP
E5400 zl switches, when will both PIM and IGMP need to be configured?

when multicasts have multiple sources

when multicasts need to be routed

when multicasts have high usage among end users
when multicasts need to support large bandwidth

Cow>

Correct Answer: B
Section: Multicast
Explanation

Explanation/Reference:

www.vceplus.com - Download A+ VCE (latest) free Open VCE Exams - VCE to PDF Converter - VCE Exam Simulator - VCE Online - IT Certifications



PVCEplus

VCE To PDF - Free Practice Exam

e  Multicast routing protocols:

A multicast routing protocol runs on Layer 3 multicast devices to establish and maintain multicast
routes and forward multicast packets correctly and efficiently. Multicast routes constitute loop-free
data transmission paths from a data source to multiple receivers, that is, @ multicast distribution tree.

In the ASM model, multicast routes include intra-domain routes and inter-domain routes.

o An intra-domain multicast routing protocol discovers multicast sources and builds multicast
distribution trees within an AS to deliver multicast data to receivers. Among a variety of mature
infra-domain mulficast routing protocols, Protocol Independent Multicast (PIM) is most widely
used. Based on the forwarding mechanism, PIM has dense mode (often referred to as "PIM-DM")
and sparse mode (often referred to as "PIM-SM").

o An inter-domain multicast routing protocol is used for delivery of multicast information between
two ASs. So far, mature solutions include Multicast Source Discovery Protocol (MSDP) and
Multicast Border Gateway Protocol (MBGP). MSDP propagates multicast source information
among different ASs. MBGP is an extension of the Multiprotocol Border Gateway Protocol
(MP-BGP) for exchanging multicast routing information among different ASs.

For the SSM model, multicast routes are not divided into intra-domain routes and inter-domain
routes. Because receivers know the position of the multicast source, channels established through
PIM-SM are sufficient for the transport of multicast information.

QUESTION 69

In A-Series switches, which VLAN types require the command local-proxy-arp enable for all the stations in the VLAN to be able to communicate to each
other at Layer 3? (Select two.)

Port-based VLAN
SuperVLAN
Protocol-based VLAN
IP-subnet-based VLAN
MAC-address-based VLAN
Isolate-user VLAN

mmoow2»
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Correct Answer: BF
Section: VLANs
Explanation

Explanation/Reference:

Super VLAN configuration

Super VLAN, also called “VLAN aggregation,” was infroduced to save the IP address space.

A super VLAN is associated with multiple sub-VLANs. Create a VLAN interface for a super VLAN and
assign an IP address for the VLAN interface. However, you cannot create a VLAN interface for a sub-
VLAN. Assign a physical port to a sub-VLAN, but not to a super VLAN. All ports of a sub-VLAN use the
VLAN interface IP address of the associated super VLAN. Packets cannot be forwarded between sub-
VLAN:s at Layer 2.

To enable Layer 3 communication between sub-VLANSs, create a super VLAN and the YLAN interface,
and enable local proxy ARP or local proxy ND on the VLAN interface depending on the VLAN interface
IP address type (IPv4 or IPv6) as follows:

e  Inan IPv4 network, enable local proxy ARP on the VLAN interface. The super VLAN can use local
proxy ARP to forward and process ARP requests and replies.

¢ In an IPv6 network, enable local proxy ND on the VLAN interface. The super VLAN can use local
proxy ND to forward and process the NS messages and NA messages.

www.vceplus.com - Download A+ VCE (latest) free Open VCE Exams - VCE to PDF Converter - VCE Exam Simulator - VCE Online - IT Certifications



MVCEplus

VCE To PDF - Free Practice Exam

Isolate-user-VLAN configuration

An isolate-userVLAN uses a two-tier VLAN siructure. In this approach, both an isolate-userVLAN and
secondary VLANSs are configured on the same device.

The isolate-user-VLAN implementation delivers the following benefits:

¢ Isolate-userVLANs are mainly used for upstream data exchange. An isolate-userVLAN can be
associated with multiple secondary VLANSs. Because the upsiream device identifies only the isolate-
userVLAN and not the secondary VLANS, network configuration is simplified and VLAN resources
are saved.

*  You can isolate Layer 2 traffic from different users by assigning poris connected to them to different
secondary VLANs. To enable communication between secondary VLANs associated with the same
isolate-userVLAN, you can enable local proxy ARP on the upsiream device (such as Device A in
Figure 42) to realize Llayer 3 communication between the secondary VLANS.

As shown in Figure 42, the isolate-userVLAN function is enabled on Device B. VLAN 10 is the isolate-
userVLAN. VLAN 2, VLAN 5, and VLAN 8 are secondary VLANs associated with VLAN 10 and are
invisible to Device A.

Figure 42 An isolate-user-VLAN example

@ Device A
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