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Exam A

QUESTION 1
Which two services define cloud networks? (Choose two.)

Infrastructure as a Service
Platform as a Service
Security as a Service
Compute as a Service
Tenancy as a Service

moow>

Correct Answer: AB
Section: (none)
Explanation

Explanation/Reference:

QUESTION 2
In which two situations should you use out-of-band management? (Choose two.)

when a network device fails to forward packets

when you require ROMMON access

when management applications need concurrent access to the device
when you require administrator access from multiple locations

when the control plane fails to respond

moow>

Correct Answer: AB
Section: (none)
Explanation

Explanation/Reference:

QUESTION 3
In which three ways does the TACACS protocol differ from RADIUS? (Choose three.)

A. TACACS uses TCP to communicate with the NAS.
B. TACACS can encrypt the entire packet that is sent to the NAS.
C. TACACS supports per-command authorization.
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D. TACACS authenticates and authorizes simultaneously, causing fewer packets to be transmitted.
E. TACACS uses UDP to communicate with the NAS.
F. TACACS encrypts only the password field in an authentication packet.

Correct Answer: ABC
Section: (none)
Explanation

Explanation/Reference:

QUESTION 4
According to Cisco best practices, which three protocols should the default ACL allow on an access port to enable wired BYOD devices to supply valid
credentials and connect to the network? (Choose three.)

BOOTP
TFTP
DNS
MAB
HTTP
802.1x

mmoow>»

Correct Answer: ABC
Section: (none)
Explanation

Explanation/Reference:

QUESTION 5
Which two next-generation encryption algorithms does Cisco recommend? (Choose two.)

AES
3DES
DES
MD5
DH-1024
SHA-384

mmoow>»
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Correct Answer: AF
Section: (none)
Explanation

Explanation/Reference:

QUESTION 6
Which three ESP fields can be encrypted during transmission? (Choose three.)

Security Parameter Index
Sequence Number

MAC Address

Padding

Pad Length

Next Header

mmoow2»

Correct Answer: DEF
Section: (none)
Explanation

Explanation/Reference:

QUESTION 7
What are two default Cisco 10S privilege levels? (Choose two.)

nmoow»
N~ ok o

Correct Answer: BF
Section: (none)
Explanation

Explanation/Reference:
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QUESTION 8
Which two authentication types does OSPF support? (Choose two.)

plaintext
MD5
HMAC
AES 256
SHA-1
DES

mmoow2>

Correct Answer: AB
Section: (none)
Explanation

Explanation/Reference:

QUESTION 9
Which two features do CoPP and CPPr use to protect the control plane? (Choose two.)

QoS

traffic classification
access lists

policy maps

class maps

Cisco Express Forwarding

mmoow2»

Correct Answer: AB
Section: (none)
Explanation

Explanation/Reference:

QUESTION 10
Which two statements about stateless firewalls are true? (Choose two.)

A. They compare the 5-tuple of each incoming packet against configurable rules.
B. They cannot track connections.
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C. They are designed to work most efficiently with stateless protocols such as HTTP or HTTPS.

D. Cisco IOS cannot implement them because the platform is stateful by nature.
E. The Cisco ASA is implicitly stateless because it blocks all traffic by default.

Correct Answer: AB
Section: (none)
Explanation

Explanation/Reference:

QUESTION 11
Which three statements about host-based IPS are true? (Choose three.)

It can view encrypted files.

It can have more restrictive policies than network-based IPS.
It can generate alerts based on behavior at the desktop level.
It can be deployed at the perimeter.

It uses signature-based policies.

It works with deployed firewalls.

mmoow>»

Correct Answer: ABC
Section: (none)
Explanation

Explanation/Reference:

QUESTION 12
What three actions are limitations when running IPS in promiscuous mode? (Choose three.)

deny attacker

deny packet

modify packet

request block connection
request block host

reset TCP connection

mmoow>»

Correct Answer: ABC
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Section: (none)
Explanation

Explanation/Reference:

QUESTION 13
When an IPS detects an attack, which action can the IPS take to prevent the attack from spreading?

Deny the connection inline.
Perform a Layer 6 reset.
Deploy an antimalware system.
Enable bypass mode.

Cow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 14
What is an advantage of implementing a Trusted Platform Module for disk encryption?

A. It provides hardware authentication.

B. It allows the hard disk to be transferred to another device without requiring re-encryption.dis
C. It supports a more complex encryption algorithm than other disk-encryption technologies.

D. It can protect against single points of failure.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 15
What is the purpose of the Integrity component of the CIA triad?

A. to ensure that only authorized parties can modify data
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B. to determine whether data is relevant
C. to create a process for accessing data
D. to ensure that only authorized parties can view data

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 16
In a security context, which action can you take to address compliance?

Implement rules to prevent a vulnerability.
Correct or counteract a vulnerability.
Reduce the severity of a vulnerability.

Cow?>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 17
Which type of secure connectivity does an extranet provide?

other company networks to your company network
remote branch offices to your company network
your company network to the Internet

new networks to your company network

Cow?>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Follow directions from the security appliance manufacturer to remediate a vulnerability.
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QUESTION 18
Which tool can an attacker use to attempt a DDoS attack?

botnet
Trojan horse
virus
adware

Cow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 19
What type of security support is provided by the Open Web Application Security Project?

Education about common Web site vulnerabilities.

A Web site security framework.

A security discussion forum for Web site developers.
Scoring of common vulnerabilities and exposures.

Cow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 20
What type of attack was the Stuxnet virus?

cyber warfare
hacktivism

botnet

social engineering

Cow>»

Correct Answer: A
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Section: (none)
Explanation

Explanation/Reference:

QUESTION 21
What type of algorithm uses the same key to encrypt and decrypt data?

a symmetric algorithm

an asymmetric algorithm

a Public Key Infrastructure algorithm
an IP security algorithm

Cow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 22
Refer to the exhibit.
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El#show snmp
Chassis: FTX12345578%
0 SHNMP packets input
& Bad SNMP version errors
3 Unknown comnmunity name
9 Illegal operation for commumity name supplied
4 Encoding errors
Z Number of requested wariables
0 Number of altered wariables
98 Get-recguest PDUs
12 Get-next PDU=
Z Set-request POUs
0 Input queue packet drops (Maxisum gqueue size 1000)
0 SHNMP packets output
0 Too big errors (Maximum packet size 1500}
0 No such name errors
0 Bad wvalues errors
0 General errors
31 Besponse PDUs
1 Trap PDU=s

How many times was a read-only string used to attempt a write operation?

moo w2
N Wb O ©

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 23
Refer to the exhibit.
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El> show clock detail
.22:22:35.123 UTC Tue Febh 25 2013
Time source iz NTP

Which statement about the device time is true?

The time is authoritative, but the NTP process has lost contact with its servers.
The time is authoritative because the clock is in sync.

The clock is out of sync.

NTP is configured incorrectly.

The time is not authoritative.

moow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 24
How does the Cisco ASA use Active Directory to authorize VPN users?

A. It queries the Active Directory server for a specific attribute for the specified user.

B. It sends the username and password to retrieve an ACCEPT or REJECT message from the Active Directory server.
C. It downloads and stores the Active Directory database to query for future authorization requests.

D. It redirects requests to the Active Directory server defined for the VPN group.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 25
Which statement about Cisco ACS authentication and authorization is true?

A. ACS servers can be clustered to provide scalability.
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B. ACS can query multiple Active Directory domains.
C. ACS uses TACACS to proxy other authentication servers.
D. ACS can use only one authorization profile to allow or deny requests.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 26
Refer to the exhibit.

authentication event fail action next-method
authentication event no-response action authorize wlam 101
authentication order mab dotlx webauth

authentication priority dotlx mab

authentication port-control auto

dotlx pae authenticator

If a supplicant supplies incorrect credentials for all authentication methods configured on the switch, how will the switch respond?

The supplicant will fail to advance beyond the webauth method.

The switch will cycle through the configured authentication methods indefinitely.

The authentication attempt will time out and the switch will place the port into the unauthorized state.
The authentication attempt will time out and the switch will place the port into VLAN 101.

Cow?>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 27
Which EAP method uses Protected Access Credentials?
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EAP-FAST
EAP-TLS
EAP-PEAP
EAP-GTC

Cow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 28
What is one requirement for locking a wired or wireless device from ISE?

The ISE agent must be installed on the device.

The device must be connected to the network when the lock command is executed.
The user must approve the locking action.

The organization must implement an acceptable use policy allowing device locking.

Cow?>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 29
What VPN feature allows traffic to exit the security appliance through the same interface it entered?

hairpinning
NAT

NAT traversal
split tunneling

Cow?>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
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QUESTION 30
What VPN feature allows Internet traffic and local LAN/WAN traffic to use the same network connection?

split tunneling
hairpinning

tunnel mode
transparent mode

Cow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 31
Refer to the exhibit.

crypto ikevl policy 1
encryption aes

hasah md5

authentication pre-share
group 2

lifetime 14400

What is the effect of the given command sequence?

It configures IKE Phase 1.

It configures a site-to-site VPN tunnel.

It configures a crypto policy with a key size of 14400.
It configures IPSec Phase 2.

Cow?>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
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QUESTION 32
Refer to the exhibit.

crypto map mymap 20 match address 201
accesgs-1list 201 permit ip 10.10.10.0 255.2955.255.0 10.100.100.0 255.255.255.0

What is the effect of the given command sequence?

It defines IPSec policy for traffic sourced from 10.10.10.0/24 with a destination of 10.100.100.0/24.
It defines IPSec policy for traffic sourced from 10.100.100.0/24 with a destination of 10.10.10.0/24.
It defines IKE policy for traffic sourced from 10.10.10.0/24 with a destination of 10.100.100.0/24.
It defines IKE policy for traffic sourced from 10.100.100.0/24 with a destination of 10.10.10.0/24.

Cow?>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 33
Refer to the exhibit.

dat Src state conn-id 3lot
o1 3 % 3 . T 4 B M IDLE 1 1]

While troubleshooting site-to-site VPN, you issued the show crypto isakmp sa command. What does the given output show?

A. IPSec Phase 1 is established between 10.10.10.2 and 10.1.1.5.
B. IPSec Phase 2 is established between 10.10.10.2 and 10.1.1.5.
C. IPSec Phase 1 is down due to a QM_IDLE state.
D. IPSec Phase 2 is down due to a QM_IDLE state.

Correct Answer: A
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Section: (none)
Explanation

Explanation/Reference:

QUESTION 34
Refer to the exhibit.

current peer: 10.1.1.5
PEEMIT, flaga={origin_is acl,}
#pkts encaps: 1205, #pkts encrypt: 1205, #pkts digest 1205
#pkts decaps: 1168, #pkts decrypt: 1168, #pkts verify 1148
#pkts compressed: 0, #pkt3 decompressed: 0
#pkts not compressed: 0, #pkts compr. falled: O,
#pkts decompress failed: 0, #send errors 0, #recv errors 0
local crypto endpt.: 10.1.1.1, remote crypto endpt.: 10.1.1.5

While troubleshooting site-to-site VPN, you issued the show crypto ipsec sa.command. What does the given output show?

IPSec Phase 2 is established between 10.1.1.1 and 10.1.1.5.

ISAKMP security associations are established between 10.1.1.5 and 10.1.1.1.

IKE version 2 security associations are established between 10.1.1.1 and 10.1.1.5.
IPSec Phase 2 is down due to a mismatch between encrypted and decrypted packets.

Cow?>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 35
Refer to the exhibit.
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Username HelpDesk privilege 9% password 0 helpdesk
Username Monitor privilege 8 pasaword 0 watcher
Ugsername Admin password checkme

Username Admin privilege £ autocommand show running

Privilege exec level £ configure terminal

The Admin user is unable to enter configuration mode on a device with the given configuration. What change can you make to the configuration to
correct the problem?

Remove the autocommand keyword and arguments from the Username Admin privilege line.
Change the Privilege exec level value to 15.

Remove the two Username Admin lines.

Remove the Privilege exec line.

Cow?>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 36
After reloading a router, you issue the dir command to verify the installation and observe that the image file appears to be missing. For what reason
could the image file fail to appear in the dir output?

The secure boot-image command is configured.
The secure boot-comfit command is configured.
The confreg 0x24 command is configured.

The reload command was issued from ROMMON.

Cow?>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 37
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What is the effect of the send-lifetime local 23:59:00 31 December 31 2013 infinite command?

A. It configures the device to begin transmitting the authentication key to other devices at 00:00:00 local time on January 1, 2014 and continue using the
key indefinitely.

B. It configures the device to begin transmitting the authentication key to other devices at 23:59:00 local time on December 31, 2013 and continue using
the key indefinitely.

C. It configures the device to begin accepting the authentication key from other devices immediately and stop accepting the key at 23:59:00 local time
on December 31, 2013.

D. It configures the device to generate a new authentication key and transmit it to other devices at 23:59:00 local time on December 31, 2013.

E. It configures the device to begin accepting the authentication key from other devices at 23:59:00 local time on December 31, 2013 and continue
accepting the key indefinitely.

F. It configures the device to begin accepting the authentication key from other devices at 00:00:00 local time on January 1, 2014 and continue
accepting the key indefinitely.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

QUESTION 38
What type of packet creates and performs network operations on a network device?

control plane packets

data plane packets
management plane packets
services plane packets

Cow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 39
An attacker installs a rogue switch that sends superior BPDUs on your network. What is a possible result of this activity?

A. The switch could offer fake DHCP addresses.
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B. The switch could become the root bridge.
C. The switch could be allowed to join the VTP domain.
D. The switch could become a transparent bridge.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

QUESTION 40
In what type of attack does an attacker virtually change a device's burned-in address in an attempt to circumvent access lists and mask the device's true
identity?

gratuitous ARP
ARP poisoning
IP spoofing
MAC spoofing

Cow?>

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 41
What command can you use to verify the binding table status?

show ip dhcp snooping database
show ip dhcp snooping binding
show ip dhcp snooping statistics
show ip dhcp pool

show ip dhcp source binding
show ip dhcp snooping

mmoow>»

Correct Answer: A
Section: (none)
Explanation
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Explanation/Reference:

QUESTION 42
If a switch receives a superior BPDU and goes directly into a blocked state, what mechanism must be in use?

root guard
EtherChannel guard
loop guard

BPDU guard

Cow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 43
Which statement about a PVLAN isolated port configured on a switch is true?

The isolated port can communicate only with the promiscuous port.

The isolated port can communicate with other isolated ports and the promiscuous port.
The isolated port can communicate only with community ports.

The isolated port can communicate only with other isolated ports.

Cow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 44
If you change the native VLAN on the trunk port to an unused VLAN, what happens if an attacker attempts a double-tagging attack?

A. The trunk port would go into an error-disabled state.
B. A VLAN hopping attack would be successful.
C. A VLAN hopping attack would be prevented.
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D. The attacked VLAN will be pruned.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 45
What is a reason for an organization to deploy a personal firewall?

To protect endpoints such as desktops from malicious activity.

To protect one virtual network segment from another.

To determine whether a host meets minimum security posture requirements.

To create a separate, non-persistent virtual environment that can be destroyed after a session.
To protect the network from DoS and syn-flood attacks.

moow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 46
Which statement about personal firewalls is true?

They can protect a system by denying probing requests.

They are resilient against kernel attacks.

They can protect email messages and private documents in a similar way to a VPN.
They can protect the network against attacks.

Cow?>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
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QUESTION 47
Refer to the exhibit.

UDP outside 209.155.201.225:53 inside 10.0.0.10:524&4, idle 0:00:01, bytes 2668, flags -

What type of firewall would use the given configuration line?

a stateful firewall

a personal firewall

a proxy firewall

an application firewall
a stateless firewall

moow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 48
What is the only permitted operation for processing multicast traffic on zone-based firewalls?

Only control plane policing can protect the control plane against multicast traffic.

Stateful inspection of multicast traffic is supported only for the self-zone.

Stateful inspection for multicast traffic is supported only between the self-zone and the internal zone.
Stateful inspection of multicast traffic is supported only for the internal zone.

Cow?>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 49
How does a zone-based firewall implementation handle traffic between interfaces in the same zone?
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Traffic between two interfaces in the same zone is allowed by default.
Traffic between interfaces in the same zone is blocked unless you configure the same-security permit command.
Traffic between interfaces in the same zone is always blocked.
Traffic between interfaces in the same zone is blocked unless you apply a service policy to the zone pair.

Cow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 50
Which two statements about Telnet access to the ASA are true? (Choose two).

You may VPN to the lowest security interface to telnet to an inside interface.
You must configure an AAA server to enable Telnet.

You can access all interfaces on an ASA using Telnet.

You must use the command virtual telnet to enable Telnet.

Best practice is to disable Telnet and use SSH.

moow>»

Correct Answer: AE
Section: (none)
Explanation

Explanation/Reference:

QUESTION 51
Which statement about communication over failover interfaces is true?

All information that is sent over the failover and stateful failover interfaces is sent as clear text by default.
All information that is sent over the failover interface is sent as clear text, but the stateful failover link is encrypted by default.
All information that is sent over the failover and stateful failover interfaces is encrypted by default.

User names, passwords, and preshared keys are encrypted by default when they are sent over the failover and stateful failover interfaces, but other
information is sent as clear text.

Cow?>

Correct Answer: A
Section: (none)
Explanation
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Explanation/Reference:

QUESTION 52
If a packet matches more than one class map in an individual feature type's policy map, how does the ASA handle the packet?

The ASA will apply the actions from only the first matching class map it finds for the feature type.

The ASA will apply the actions from only the most specific matching class map it finds for the feature type.
The ASA will apply the actions from all matching class maps it finds for the feature type.

The ASA will apply the actions from only the last matching class map it finds for the feature type.

Cow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 53
For what reason would you configure multiple security contexts on the ASA firewall?

To separate different departments and business units.

To enable the use of VRFs on routers that are adjacently connected.
To provide redundancy and high availability within the organization.
To enable the use of multicast routing and QoS through the firewall.

Cow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 54
What is an advantage of placing an IPS on the inside of a network?

A. It can provide higher throughput.
B. It receives traffic that has already been filtered.
C. It receives every inbound packet.
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D. It can provide greater security.

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

QUESTION 55
What is the FirePOWER impact flag used for?

A value that indicates the potential severity of an attack.
A value that the administrator assigns to each signature.
A value that sets the priority of a signature.

A value that measures the application awareness.

Cow?>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 56
Which FirePOWER preprocessor engine is used to prevent SYN attacks?

Rate-Based Prevention
Portscan Detection
IP Defragmentation
Inline Normalization

Cow?>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 57
Which Sourcefire logging action should you choose to record the most detail about a connection?
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Enable logging at the end of the session.
Enable logging at the beginning of the session.
Enable alerts via SNMP to log events off-box.
Enable eStreamer to log events off-box.

Cow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 58
What can the SMTP preprocessor in FirePOWER normalize?

It can extract and decode email attachments in client to server traffic.
It can look up the email sender.

It compares known threats to the email sender.

It can forward the SMTP traffic to an email filter server.

It uses the Traffic Anomaly Detector.

moow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 59
You want to allow all of your company's users to access the Internet without allowing other Web servers to collect the IP addresses of individual users.
What two solutions can you use? (Choose two).

Configure a proxy server to hide users' local IP addresses.
Assign unique IP addresses to all users.

Assign the same IP address to all users.

Install a Web content filter to hide users' local IP addresses.
Configure a firewall to use Port Address Translation.

moow>

Correct Answer: AE
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Section: (none)
Explanation

Explanation/Reference:

QUESTION 60
You have implemented a Sourcefire IPS and configured it to block certain addresses utilizing Security Intelligence IP Address Reputation. A user calls
and is not able to access a certain IP address. What action can you take to allow the user access to the IP address?

Create a whitelist and add the appropriate IP address to allow the traffic.
Create a custom blacklist to allow the traffic.

Create a user based access control rule to allow the traffic.

Create a network based access control rule to allow the traffic.

Create a rule to bypass inspection to allow the traffic.

moow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 61
A specific URL has been identified as containing malware. What action can you take to block users from accidentally visiting the URL and becoming
infected with malware.

Enable URL filtering on the perimeter router and add the URLs you want to block to the router's local URL list.
Enable URL filtering on the perimeter firewall and add the URLs you want to allow to the router's local URL list.
Enable URL filtering on the perimeter router and add the URLs you want to allow to the firewall's local URL list.
Create a blacklist that contains the URL you want to block and activate the blacklist on the perimeter router.
Create a whitelist that contains the URLs you want to allow and activate the whitelist on the perimeter router.

moow>

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
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QUESTION 62
When is the best time to perform an anti-virus signature update?

Every time a new update is available.

When the local scanner has detected a new virus.
When a new virus is discovered in the wild.

When the system detects a browser hook.

Cow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 63
Which statement about application blocking is true?

It blocks access to specific programs.

It blocks access to files with specific extensions.
It blocks access to specific network addresses.
It blocks access to specific network services.

Cow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 64

Scenario

In this simulation, you have access to ASDM only. Review the various ASA configurations using ASDM then answer the five multiple choice questions
about the ASA SSLVPN configurations.

To access ASDM, click the ASA icon in the topology diagram.

Note: Not all ASDM functionalities are enabled in this simulation. To see all the menu options available on the left navigation pane, you may also need to
un-expand the expanded menu first.
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m Edit Clientless S5L VPN Connection Profile: clientless
[ 2 [ mame: chentiess
| 8- Advanced
Akares: test
MAuthentication
Method: @ AAA ) Certificate 1 Both

AAA Server Group: LOCAL

Use LOCAL If Server Group fals

DS
Server Group: DefaultDs

(Following fields are attributes of the DNS server group selected above.)
SErvers: 192.168.1.2
Domain Mame: | secure-x.local

R ——— = *_,'—

Defauit Group Policy

Group Pobcy: Sales i Yiis JAallill L
(Following field is an atirbute of the group policy selected abave.)

[¥] Enable dientless 55L VPN protocol

@ next @ Previous

o [ Concd ][ neb ]
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RN o e e Sl T
Basic Login and Logout Page Customizaton: DfitCustomization v | | Manage...
&-Adv dedolsy i i
- General [7] Enabile the display of Radius Reject-Message on the login screen when authentication is rejected
—Authentcation
Secondary Authentical [7] Enable the display of Seourld messages on the login soreen
—Authorization
| Accounting Connection Abases
MetBIOS Servers This S5L VPN access method will present a kst of akiases configured for all connection profiles. You must enable the
| Login Page Setting in the main panel to complete the configuration,
@ Add| (& Delete (The table is indine editable.) ©
| ias Enabled
test
Group URLs -
This SSL VPN access method will automatically select the connection profile, without the need for user selection,
% Add| [ Delete (The tebie is indine editable.)
hitpe://209. 165,20 1. 2/test
You can chose not to run Cisco Secure Desktop (C50) on dient machine when using group URLs defined above to
access the ASA. (If a dient connects using a connection alias, this satting is ignored)
" Disable €S0 for both AnyConnect and Chentless 551 VPN
{7 Disable CSD for AnyConnect anly
4 |-_ﬁ"|_ L
@ vext @ Previous
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[Z) Edit Clientless SSL VPN Connection Profile: clientless

Basic | Interface-Spedific Authentication Server Groups
=-Advanced =
ik elate
4 & Add| @ dt| ] Ooete
Interface Server Group Fallback to LOCAL
Secondary Authentcal
Authorization
Accounting
NetBIOS Servers
Clenthess S5L VPN
Lisername Mapping from Certificate Iy 2 L b=t c™
|| Pre-fil Username from Certificate
Hide LSermame -:r-:\T N0 LSET
@ Spedfy the certificate fislds to be used as the usermame
Primary Field: _'CN (Common iame) v:
Secondary Field: | OU (Organization Linit)
Use the entire DN as the username
7 Ui script to select usermame
— Mone — « | 4 Add I 'm;iu'.:.' Delete
o lI'_I [ ]
Find: ® text @ Previous
[ o || cance | Help
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| Basme Secondary Authentication Server Group
. Server Group: :—Hnn: -

[ Use LOCAL if Server Group fads
[ Use primary usemname (Hide sacondary username on login page)
Atiributes Server: @ Primary () Secondary

Session Username Server: (@ Primary (7)) Secondary

—Chentless S5L VPN

Interface-Spedfic Secondary Authentication Server Groups —
 acd @ eot| [ Dot

Interface Server Group Fallback to LOCAL LUise primary usermams

e nimcrne— WG VCEPIUS
|| Pre-fil username from certificate
[ ] Hide username from end user
[] Fallback when a certificste s unavaiable

Password: (@) Prompt Lise primary use |

@ Spedfy the certificate fields to be used as the username

Primary Field: | N (Common Name) -

71 Use the entire D as the username

(7 Use seript to select username:

[~ hone - -] % add| @ edt| @ Dckete]
- - o =

'\ Fnd: | | @ et @ Previous
i L — — ke ittt

[ ok || cancd |[ bep |

www.vceplus.com - Download A+ VCE (latest) free Open VCE Exams - VCE to PDF Converter - VCE Exam Simulator - VCE Online - IT Certifications



179 Cioco Ased w11
B Yew loch W fndow Hee == i
ﬁ"":ﬁ""""‘”'um i 2 Qb meter O e (T rovend ?n.b cIsco
7 imesducion > Configury Bookrark Ligts St S sty spplanon deplays on B 5 5 porls page.

Thet o et i erfirced OO & YETE S iuD Dby, B SyTae SIS Peley, oF g alcn Cofviur B, Tins i Ok i B DuliDn I b et SeeCied 0% 1D e

& Pl & a0 e | [ Dwlein| ¢ boport [ port B dason
1A et L Pugrm: | By ﬁ!m:wu{mmuhm

Aty | i

atadort HE| B & B snssesrases

PVCEplus

VCE To PDF - Free Practice Exam

www.vceplus.com - Download A+ VCE (latest) free Open VCE Exams - VCE to PDF Converter - VCE Exam Simulator - VCE Online - IT Certifications



i

(£ Edit Bookmark List

Bookmark List Mame: Inside-SRV

]

Bookmark Title URL Add
InsideServer  dfitp://192, 168, 1.2
Mowve Lip
Mawe Down
Find: | (21 (@ [ Match Case
ok J[ concel |[ reb |
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I Edit Intermal Group Policy: Setes ==
oeneri Home: ‘Sales | B
Port

H Hore Optons Banner: [ Inberit =
Hore Oplions _t_ 15
Turnelng Protocols: Inhwrit [ Chentesa S5 WPH S5 PN Chent [Psec [KEvl Peex [KEv LITPIPses
Wi ACL: o | nherit
Acoess Hours: (] Enherit
SenuitanecuE Logine: ] Tnharit
Restrict socess to VLAN: (o Rrbumriit .

Connection Profie (Tumnel Group) Lodk: [ Inherit

Msarmum Cornect Time: of | Inharit Linirryted =wuibes

[k Timeout: o | Arherit Lis: ot Dhee Pt it
Timeout Alerks

Segson Alert interval: ¥ Inherit Default T

b Aler t [berval: o] Inherit Defauit miLAES

Configure alert bext messages and veual oues i Custemizaton undler Chenliess 550 VPN Arcess For tal-Cusiomiza bon-Edit-Foinl Bage-Timeout Alerts,

Fird: g‘:fu' ﬂ-'f._._'.
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[T) Edit Internal Group Policy: Sabes
General Bookmark List:
=1 More Oplors URL Entry:
Customization
Login Settng [Fie Acoess Control
Single: Signon Flle Server Entry:
VO Access
Sesmon Settngs Bie Server Browsing:
Hicden Share Access:
-I’nr:anaﬁng Contral
Part Forvebidng Lat:
Apiet Blame;
ot Tirnel
Smar & Tunned Policys
ot Tunnes! Applcaton:
Bt Sgn-on Server:
Acthel, Relay
Actheal Relsy:

More Options

] Inherit

| Inherit

| Enberit

| Inherit

o | Inhrit

o | Inherit

1] Inherit

o | Inkerit

! Inhegrit

o | Inhsrit

Engide-SHY -
Eruabee Diciipduls
e B
Al Al
i it
it Appbet o]
Metworic
Tunned Oplon: o
Smart Tunned ol Apsicabons [This feabhre oaly works gath Windows glatiorms
L
ndowes Domain Mame {potonal)
duste sigr-on warks onfy with Interret Exploner on Windows dent or in Frefox on any platfoms,
Friak Dt
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Which four tunneling protocols are enabled in the DfltGrpPolicy group policy? (Choose four)

Clientless SSL VPN
SSL VPN Client
PPTP

L2TP/IPsec

IPsec IKEvl

IPsec IKEv2

mmoow2»

Correct Answer: ADEF
Section: (none)
Explanation
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Explanation/Reference:

Explanation:

By clicking one the Configuration-> Remote Access -> Clientless CCL VPN Access-> Group Policies tab you can view the DfltGrpPolicy protocols as
shown below:
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To enforce authorization attributes from an LOAP server vou must use an LDAP attribute map.
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Scenario
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In this simulation, you have access to ASDM only. Review the various ASA configurations using ASDM then answer the five multiple choice questions

about the ASA SSLVPN configurations.

To access ASDM, click the ASA icon in the topology diagram.

Note: Not all ASDM functionalities are enabled in this simulation. To see all the menu options available on the left navigation pane, you may also need to

un-expand the expanded menu first.

Lab Topology ER

3

192.168.1.0/24
inside
Giof1 |1 Ginf2 172.16.1.0{28

A1 dmz 2

outside |3 ASA-S512-X
G0
209.165.201.0/27
Eal/0.1x
5 | Outsida
fcas 129 209.165.202.128/27 130 SRY

2610xm SRS (Kali Linux)

Fal/0.5x | 226
209.165.200.224/27

GID/0.9x | 235

|Gio/1
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| | Name: chientass
| B Advanced
| Akazes: test
WAuthentication
Method: @ AMA () Certificate () Both

AAL Server Group: LOCAL

U=z LOCAL If Server Group fals

DS
Server Group: DefaultDhs

(Following fields are attributes of the DNS server group selected above.)
SErvers: 192.168.1.2
Domain Mame: | secure-x.local

S - = (e

Default Group Policy

Group Policy: Sales i Yiis A allil L
(Following field is an atirbute of the group pobcy selected above.)

[¥] Enable dientiess 55 VPN protocol

@ next ﬂ Prewious

ok [ Comcd J[ bep |
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Basic Login and Logaut Page Customizaton: DftCustomization w | [ Manage...
& Advancad Lk cldon i |
- General [7] Enable the display of Radius Reject-Message on the login screen when authentication is rejected
| Authentication .
Secondary Authentical [7] Enable the display of Searld messages on the login scoreen
—Authorzation
MetBIOS Servers This S5L VPN access method will present a list of akiases configured for all connection profiles. You must enable the
Login Fage Setting in the main pane! to complete the configuration,
@ Add| (& Delete| (The table is in-dine editable.) @
test
Group URLs
This SSL VPN sccess method will automatically select the connection profile, without the need for user selection,
# Add| [ Dcete. (e biets rvine cdtabie ) ©
https://209.165.200.20st | ®©
You can chose not to run Cisco Secure Desktop (C50) on dient machine when using group URLs defined above to
access the ASA. (If a dient connects wsing a connection alias, this setting ts ignored)
(") Disable CSD for both AnyCannect and Chenbless S5L VPN
(") Disable CSD for AnyConnect anly
] I Li7] 1
| Find: @ tnext @ Previous
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m

"L} Edit Clientless S5L VPN Connection Profile: clientless

[ Basic | Interface-Specific Authentication Server Groups
4 % Add) @ £dit| [ Olet=
Interface Server Group Fallback to LOCAL
Secondary Authentcat
Authorization
Azcounting
NetBIOS Servers
Chentless S5L VPN
Lisername Mapping from Certificate W st T 5
|| Pre-fil Username from Certificate
Hie Usermame -‘I":’-'I" &N User
Q) Spedfy the certificate fislds to be used as the username

Primary Fedd:  CN (Common Name) )

Secondary Field: | (OU (Organization Unit) =

Use the entire DN as the username

Use seriph to select userrame

— MNone — - | @ add| @ edt| ] oelete
|4 {[}] b
Fnd: | @ text @ Previous
Lo [ Comcel [[ mep |
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| Bame Secondary Authentication Server Group
| & Advanced B ]
| o Server Group: | —Nane * | Manage..
[ [ Use LOCAL if Server Group falls
- Authorization [ Use primary usemame {Hide secondary username on login page)
|- Accounting
| MelBIOS Servers Attributes Server: i@ Primary () Secondary
- Clentiess S5L VPN Session Username Server: (@ Primary () Secondary
Interface-Spedfic Secondary Authentication Server Groups
4 Add| @ eot| @ Deiete|
Interface Server Group Faliback to LOCAL Use primary usemams

esorarns aping o Coriicate H’]\_!f‘_‘Err_\!l_lq
7| Pre-fil username from certificate VCE To PDF - Free Practice Exam
[ ] Hide username from end user
[T Falback when a certificate is unavailable

Password: (@) Prompt Lise primary Use .- |

@ Spedfy the certificate fields to be used as the usermame
Secondary Field: |OU (Organization Uinit) -]
(71 Use the entire DM a5 the username

(7)1 Use script to select username
[~ MNone — =] % add|Wf cot| @ Ockete)
¥
! Find: | _ @t @ Previous
| [ o J[ coxed |[ hep |
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Which user authentication method is used when users login to the Clientless SSLVPN portal using https://209.165.201.2/test?

Correct Answer: A
Section: (none)

moowp

Certificate

Explanation

AAA with LOCAL database
AAA with RADIUS server

Both Certificate and AAA with LOCAL database
Both Certificate and AAA with RADIUS server
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Explanation/Reference:
Explanation:
This can be seen from the Connection Profiles Tab of the Remote Access VPN configuration, where the alias of test is being used,

Virtual Tanmnal
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‘| Home EI' Cmﬁguraton w Monitoring | |

]

P'urEI
Buukmarks

7 Client-Server Plug-ns
Customization

Help Customization
E---JE# Portal Access Rules
Port Farwarding
Smart Tunnels

ﬁ Group Policies

i

Dyramic Access Policies
Advanced

Encoding

-@ Proxy Bypass

-@ Proxies

-@ Java Code Signer

-@ Content Cache

-@ Content Rewrite

-@ Application Helper

Single Signon Servers
Microsoft KCO Server

-2+ Wleb ACLs

';;'I---i' AAAfLocal Users

] [

m

- Sa'u'e @ Refresh a Back \J Fu:urx\urd UE) Help |

- ;1.|. :

| ,—,& Device Scetup
i

Wrcess Interfaces
Enable interfaces for dientless 551 VPN access,

Interface Allow Acceas

outside 7l [ Cewice Certificate ... ]
dmz [l

inside [ [ [ort Seting ... ]

[#] Bypass inter face access lists Tor i ibound VPN sessions

Access lists from group poley and user policy always apply to the traffic.

Login Page Setting
[#] Allow Lser to select connection profile on the login page. &
[] Allow Leer to enter internal 3assword on the login page.

[ shutdown portal kgin page.

Connection Profiles

Connection prodle {tunnel groua) spedfies how user is authenticated and other parameters. You can configure the mapping from certificate to connect

& Add [ Edit| [J] Delete| F|n:| | @ @ [IMetch Case

MName Enabled Alizses Authentication Method
DefaultR&5roup ] AAA(RAD)
NefalPWFRYPR GO AsA(RAD)
B et bmiooy &

Bl ]
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QUESTION 66
Scenario
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In this simulation, you have access to ASDM only. Review the various ASA configurations using ASDM then answer the five multiple choice questions

about the ASA SSLVPN configurations.

To access ASDM, click the ASA icon in the topology diagram.

Note: Not all ASDM functionalities are enabled in this simulation. To see all the menu options available on the left navigation pane, you may also need to

un-expand the expanded menu first.

Lab Topology ER

3

192.168.1.0/24

inside
GiDf1 |1
A dmz
outside .2 eASIZX
Gi0/a
209.165.201.0/27
Fal,/0.1x

ssioxm [P 129 209.165.202.128/27

Fal/0.5x | 226
209.165.200.224/27

GID/0.9x | 235

|Gio/1

GO/ 2 172.16.1.0/24

| el W

Outside

130 SRV

(Kali Linux)

131

oMz

SRV
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| | Name: chientass
| B Advanced
| Akazes: test
WAuthentication
Method: @ AMA () Certificate () Both

AAL Server Group: LOCAL

U=z LOCAL If Server Group fals

DS
Server Group: DefaultDhs

(Following fields are attributes of the DNS server group selected above.)
SErvers: 192.168.1.2
Domain Mame: | secure-x.local

S - = (e

Default Group Policy

Group Policy: Sales i Yiis A allil L
(Following field is an atirbute of the group pobcy selected above.)

[¥] Enable dientiess 55 VPN protocol

@ next ﬂ Prewious

ok [ Comcd J[ bep |
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Basic Login and Logaut Page Customizaton: DftCustomization w | [ Manage...
& Advancad Lk cldon i |
- General [7] Enable the display of Radius Reject-Message on the login screen when authentication is rejected
| Authentication .
Secondary Authentical [7] Enable the display of Searld messages on the login scoreen
—Authorzation
MetBIOS Servers This S5L VPN access method will present a list of akiases configured for all connection profiles. You must enable the
Login Fage Setting in the main pane! to complete the configuration,
@ Add| (& Delete| (The table is in-dine editable.) @
test
Group URLs
This SSL VPN sccess method will automatically select the connection profile, without the need for user selection,
# Add| [ Dcete. (e biets rvine cdtabie ) ©
https://209.165.200.20st | ®©
You can chose not to run Cisco Secure Desktop (C50) on dient machine when using group URLs defined above to
access the ASA. (If a dient connects wsing a connection alias, this setting ts ignored)
(") Disable CSD for both AnyCannect and Chenbless S5L VPN
(") Disable CSD for AnyConnect anly
] I Li7] 1
| Find: @ tnext @ Previous
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"L} Edit Clientless S5L VPN Connection Profile: clientless

[ Basic | Interface-Specific Authentication Server Groups
4 % Add) @ £dit| [ Olet=
Interface Server Group Fallback to LOCAL
Secondary Authentcat
Authorization
Azcounting
NetBIOS Servers
Chentless S5L VPN
Lisername Mapping from Certificate W st T 5
|| Pre-fil Username from Certificate
Hie Usermame -‘I":’-'I" &N User
Q) Spedfy the certificate fislds to be used as the username

Primary Fedd:  CN (Common Name) )

Secondary Field: | (OU (Organization Unit) =

Use the entire DN as the username

Use seriph to select userrame

— MNone — - | @ add| @ edt| ] oelete
|4 {[}] b
Fnd: | @ text @ Previous
Lo [ Comcel [[ mep |
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| Bame Secondary Authentication Server Group
| & Advanced B ]
| o Server Group: | —Nane * | Manage..
[ [ Use LOCAL if Server Group falls
- Authorization [ Use primary usemame {Hide secondary username on login page)
|- Accounting
| MelBIOS Servers Attributes Server: i@ Primary () Secondary
- Clentiess S5L VPN Session Username Server: (@ Primary () Secondary
Interface-Spedfic Secondary Authentication Server Groups
4 Add| @ eot| @ Deiete|
Interface Server Group Faliback to LOCAL Use primary usemams

esorarns aping o Coriicate H’]\_!f‘_‘Err_\!l_lq
7| Pre-fil username from certificate VCE To PDF - Free Practice Exam
[ ] Hide username from end user
[T Falback when a certificate is unavailable

Password: (@) Prompt Lise primary Use .- |

@ Spedfy the certificate fields to be used as the usermame
Secondary Field: |OU (Organization Uinit) -]
(71 Use the entire DM a5 the username

(7)1 Use script to select username
[~ MNone — =] % add|Wf cot| @ Ockete)
¥
! Find: | _ @t @ Previous
| [ o J[ coxed |[ hep |
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Hame:  Sales
Aannar: [ Inherit

Hore Optsins

Tumnekng Protools:

e A0L:

Acress Hours!

Semultanecdus Logns:

Restrict access ta VLAN:

Connection Profie (Tunnel Group!) Lodk:
Maxwrum Connect Time:

[l Timeoiust:

Timeout Alerts
Sexsion Alert Interval:

D Alert Interval:

Inhenit

o | It

1] Inhart

o | Inherit

(o | Rrherit

o | Inherit
o | Inherit

o | Enherit

o Inherit

| Inherit |
Configure alert text messages and veual oues i, Custemizabon under Chenliess 550 VP Accsss For tal-Cumimizabon-Edit-Pocinl Page-Timeout Alerts,

¥ Chentiess S5, YPH

S5 VPN Chent

| Psec IKEV L

Pt [KEv

LITP IPsec
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Which two statements regarding the ASA VPN configurations are correct? (Choose two)

mmoow2»

Correct Answer: BC
Section: (none)

Explanation

The ASA has a certificate issued by an external Certificate Authority associated to the ASDM_TrustPoint1.
The DefautWEBVPNGroup Connection Profile is using the AAA with RADIUS server method.

The Inside-SRV bookmark references the https://192.168.1.2 URL
Only Clientless SSL VPN access is allowed with the Sales group policy
AnyConnect, IPSec IKEv], and IPSec IKEv2 VPN access is enabled on the outside interface
The Inside-SRV bookmark has not been applied to the Sales group policy
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Explanation/Reference:
Explanation:
For B:

Virtal Terriingi

= AConnection Profiles

E} Portal
: Bookmarks

--[fF] Customization
=| Help Customizati

Port Forwarding
; Srart Tunnels
T Web Contents
----- h" VDI Access
----- m Group Policies

-1 :} Advanced

. Emcodirng

@ Proxy BEypass

@ Froxies

-1 Content Cache
@ Contemt Rewrite

- ~-#3% eh ACLe
i‘ .ﬁ..ﬂ.ﬁ.ﬂ_ucal sers

Client-Server Plug-ins

E---*Ef Portal &ccess Rules

s-Hle Dynamic Access Policiez

= Java Code Signer

an

m

@ Application Helper
[T Single Signon Servers
{ Microsoft KCD Server

4 e m

| b

& Dovice Sctup

% Fireall

|g'%' Remote Access VPN

Fﬂ;ﬁ Cite-tn-Site VPN

PBVCEplus

VCE To PDF - Free Practice Exam

=
Imtorfaco Allow Accoms
autside [ Cevice Certificate .. ]
imz &l
nside = [ BockSekiog - ]

| Bypass inber faue sccess lisks Mo inbound VRN sessions

#ooess lists from group polcy and user policy always apply to the traffic,

Logim Page Setting

| Allowy user to select connection profile on the logn page,

| Allowy user to enter internal sassword on the login page,

7] shutdewn pertal login page.

Covmection Profiles

Connection profile {tunnel groua) spedfies how user is authenticated and other parameters. You can configure the mapping from certificate to conny

% Add| (& Edit| {f Delete| | Find: | | © © [Imatch case

Mame Enabled Aliases Authentcation Method
DefaultRAGroup AAA(RAD)
DefaultWEBWPNGrouo AAA{RAD}

M__
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For C, Navigate to the Bookmarks tab:

- P Intoduction -
e 1 == Configure Bookmark Lists that the security appliance displays on the 551 VPN portal page.
[+-&} Mewaork (Cliett) Access f 2 o b
E'E Clientless S5L VPN Access This param=ter iz enforced in either a WPN group policy, a dynamic access policy, or a user policy configuration. You can dick on Assign buttor to assign
- Connection Profiles
- Partsl L] .ﬁdd|ﬁ Ed-t| i} Delete| o Impcrt| I Emort|§l§§ Ass:gn|
T Client-Server Plug-ns Bookmiarks Group Polices,DAPs/LOCAL Users Using the Bookmarks
Customization ~emplate

| Help Customization

.42+ Porta Access Rules
Port Forwerding
Smart Tunnels

'Web Contents

Insid=SRY e ——%

L 1]

@ Group Polcies

Then hit "edit" and you will see this:
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Bookmark List Mame: Inside-SRY

Bookmark Title URL  Add
Inside Server http:/f192.168. 1.2 ' Edit
Delete
Mowve Up
Mowe Down

Find: () (D) [ Match Case

o) |Comel [ [ Hd0
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Not A, as this is listed under the Identity Certificates, not the CA certificates:

YVirtual Terminal

| Remote Access VPN o &
‘? Intraduction
.;: Metwark (Client) Access Iszued To Iszued By Expiry Date Assodiated Trustpoints Usage
- [ Clientless SSL VPN Acesss ‘hostname =P 17-ASA.sec, .. {hostname =P 17-A5A,sec. .. |11:10:33 pst Dec 20 2024  |ASDM_TrustPoint1
-+ AAAN nral Heers

- g3 Host Scan Image

EEI-- Secure Desktop Manager

= [y Certificate Managemen:
-8y CA Certificates
&
QQ Trusted Certificate ool
Q@ Code Signer

=23 Local Certificae Authority

@ CA Server

-|22) Manage User Database

: @, Marage User Certificates
Language Localization

- H 8| nad Balancing

- ffs! DHCP Server

IJE_:I_ OMS
- Advanced

Elr'ld:| | & ) [T Match Case

Certificate Expiration Alerts
Send the first alert before : EED | {days)

Fepeat Alert Interval : I? | {days)

L—

Publiz CA Enrolimant

{4 T | » Get your Cisoo ASA security appliance up and running guickly with ar 550 &dvantage digital certificate from Entrust, Entrast oers Cisco customers
....... certificates for testing.
& Device Selup | Enroll ASA S5L certiticate with Entrust
__Iﬂ - 1 1 i~ ' n L e '
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Note E:

Cizco ASDM 7.5 for ASA -10216811
_Eile View | Tools Wigards Window Help Ty

% Home {}% Configuration D Mloni toring Q Save @F‘.Eﬁesh o Back d Forward "@ Help

Remote Access VPN |:TI 1! Co @uratmn }anmteﬁmasvm::ﬂemmltﬁmﬂm :-Munnect(umrecﬁnn Profiles
. Q Introduction
i &, bt e The security appliance automatically deploys the Cisco AnvConnect VPN Cient 1o remote usersupor connection. The initial dient deploynent reguires er
= il (Client) EESS : WPM Client supparts IPsec {IKEv2) tunmel as well as S50 tunnel with Datagram Transport Layer Security (DTLS) tunneling options,
|':'+-- AnyConnzct Customization/l|  |Access Interfaces
[ AnyCuorm=c L Clienl Profile =
: ["| Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below
[T AnyConnzct Client Software =
- Hlle Dynamic Access Polides S5L access must be enabled if you allow AnyConnect diens to be launchec from a browser (Web Launch) .
-~ Group Poidies
; : IPsec(IKEv 1) Cnnnectinn Pro i S5L Access IPzec (IKEwY) Access
;‘ allow Access Enable OTLS Allow Access Enatle Cliznt Services [ Device Certficate ...
- Secure Mahility Solution
outside o :
- iyp Address Assignment 4 I_l lf_! !T! 2 I Port Settings ...
E- EF' Advanced : m.z EJ EI =
[+-{{f Clientless S5 VPM Access inside [ 7
gy AAAfLocal Users [] Bypassinterface access lists for inbound VPN sessions
- Eli Host Scan Image : ; :
J, Secure Desktop Manager Access lists from group pelicy ard wser policy always apply to the traffic,
I_'-} [£Y Certificate Management | ogin Page Setting
" Language Lolization
2.8 | 5ad Balancirg [] allow user to select connecton profile on the login page.
--f@" DHCP 5 =
RhiE SV || Shutdewn per tal login page..
Advanced
B Cennection Profiles
Connection profile (tunnel group) specifies how user is authenticated and other parameters. You czn configure the mapping from certificate to connecti
b Add| & Edit| i Delete | | Eind: (&) (@ [ Match Case
4 3
QUESTION 67
Scenario
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In this simulation, you have access to ASDM only. Review the various ASA configurations using ASDM then answer the five multiple choice questions

about the ASA SSLVPN configurations.

To access ASDM, click the ASA icon in the topology diagram.

Note: Not all ASDM functionalities are enabled in this simulation. To see all the menu options available on the left navigation pane, you may also need to

un-expand the expanded menu first.

Lab Topology ER

3

192.168.1.0/24
inside
Giof1 |1 Ginf2 172.16.1.0{28

A1 dmz 2

outside |3 ASA-S512-X
G0
209.165.201.0/27
Eal/0.1x
5 | Outsida
fcas 129 209.165.202.128/27 130 SRY

2610xm SRS (Kali Linux)

Fal/0.5x | 226
209.165.200.224/27

GID/0.9x | 235

|Gio/1
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| | Name: chientass
| B Advanced
| Akazes: test
WAuthentication
Method: @ AMA () Certificate () Both

AAL Server Group: LOCAL

U=z LOCAL If Server Group fals

DS
Server Group: DefaultDhs

(Following fields are attributes of the DNS server group selected above.)
SErvers: 192.168.1.2
Domain Mame: | secure-x.local

S - = (e

Default Group Policy

Group Policy: Sales i Yiis A allil L
(Following field is an atirbute of the group pobcy selected above.)

[¥] Enable dientiess 55 VPN protocol

@ next ﬂ Prewious

ok [ Comcd J[ bep |
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Basic Login and Logaut Page Customizaton: DftCustomization w | [ Manage...
& Advancad Lk cldon i |
- General [7] Enable the display of Radius Reject-Message on the login screen when authentication is rejected
| Authentication .
Secondary Authentical [7] Enable the display of Searld messages on the login scoreen
—Authorzation
MetBIOS Servers This S5L VPN access method will present a list of akiases configured for all connection profiles. You must enable the
Login Fage Setting in the main pane! to complete the configuration,
@ Add| (& Delete| (The table is in-dine editable.) @
test
Group URLs
This SSL VPN sccess method will automatically select the connection profile, without the need for user selection,
# Add| [ Dcete. (e biets rvine cdtabie ) ©
https://209.165.200.20st | ®©
You can chose not to run Cisco Secure Desktop (C50) on dient machine when using group URLs defined above to
access the ASA. (If a dient connects wsing a connection alias, this setting ts ignored)
(") Disable CSD for both AnyCannect and Chenbless S5L VPN
(") Disable CSD for AnyConnect anly
] I Li7] 1
| Find: @ tnext @ Previous
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"L} Edit Clientless S5L VPN Connection Profile: clientless

[ Basic | Interface-Specific Authentication Server Groups
4 % Add) @ £dit| [ Olet=
Interface Server Group Fallback to LOCAL
Secondary Authentcat
Authorization
Azcounting
NetBIOS Servers
Chentless S5L VPN
Lisername Mapping from Certificate W st T 5
|| Pre-fil Username from Certificate
Hie Usermame -‘I":’-'I" &N User
Q) Spedfy the certificate fislds to be used as the username

Primary Fedd:  CN (Common Name) )

Secondary Field: | (OU (Organization Unit) =

Use the entire DN as the username

Use seriph to select userrame

— MNone — - | @ add| @ edt| ] oelete
|4 {[}] b
Fnd: | @ text @ Previous
Lo [ Comcel [[ mep |
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| Bame Secondary Authentication Server Group
| & Advanced B ]
| o Server Group: | —Nane * | Manage..
[ [ Use LOCAL if Server Group falls
- Authorization [ Use primary usemame {Hide secondary username on login page)
|- Accounting
| MelBIOS Servers Attributes Server: i@ Primary () Secondary
- Clentiess S5L VPN Session Username Server: (@ Primary () Secondary
Interface-Spedfic Secondary Authentication Server Groups
4 Add| @ eot| @ Deiete|
Interface Server Group Faliback to LOCAL Use primary usemams

esorarns aping o Coriicate H’]\_!f‘_‘Err_\!l_lq
7| Pre-fil username from certificate VCE To PDF - Free Practice Exam
[ ] Hide username from end user
[T Falback when a certificate is unavailable

Password: (@) Prompt Lise primary Use .- |

@ Spedfy the certificate fields to be used as the usermame
Secondary Field: |OU (Organization Uinit) -]
(71 Use the entire DM a5 the username

(7)1 Use script to select username
[~ MNone — =] % add|Wf cot| @ Ockete)
¥
! Find: | _ @t @ Previous
| [ o J[ coxed |[ hep |
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Ports
4 More Opbons

Hame:  Sales
Aannar: [ Inherit

Hore Optsins

Tumnekng Protools:

e A0L:

Acress Hours!

Semultanecdus Logns:

Restrict access ta VLAN:

Connection Profie (Tunnel Group!) Lodk:
Maxwrum Connect Time:

[l Timeoiust:

Timeout Alerts
Sexsion Alert Interval:

D Alert Interval:

Inhenit

o | It

1] Inhart

o | Inherit

(o | Rrherit

o | Inherit
o | Inherit

o | Enherit

o Inherit

| Inherit |
Configure alert text messages and veual oues i, Custemizabon under Chenliess 550 VP Accsss For tal-Cumimizabon-Edit-Pocinl Page-Timeout Alerts,

¥ Chentiess S5, YPH

S5 VPN Chent

| Psec IKEV L

Pt [KEv

LITP IPsec
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When users login to the Clientless SSLVPN using https://209.165.201.2/test, which group policy will be applied?

test

clientless

Sales

DfltGrpPolicy
DefaultRAGroup
Default WEBVPNGroup

mmoow2»

Correct Answer: C
Section: (none)
Explanation
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First navigate to the Connection Profiles tab as shown below, highlight the one with the test alias:

Virtual Tn-rmmal

)

| Remote Access VPN

|°E& Portal
- [T Bookmarks

' Clien=-Server Plug-ins

Custemization

¢ =] Help Customization
-2+ Portz] Access Rules
Port Forwarding

Smark Tunnels

----h’ 'l.n’DI Arcess
Eﬁ Group Policies

Bl Dyramic Access Policies
=

Advanced

- [ Encoding

@ Proxv Bypass

@ Proxizs

@ Java Code Signer

@ Content Cache

@ Content Rewrite

@ Bpplication Helper

-- Single Signon Servers
Microsoft KCD Server

~42+ \Web ACLs

EI---i' AbA Local Users
4] ]

[ »

m

&?‘ Device Setup
]

Access Interfaces
Enable interfaces for dientless 551 VPM access.

Interface Allow Access

outside [ Cevice Certficate ... ]
dmz [l

inside [l [ Port Setiing ... ]

Bypass inlerface access lisls For fibowd YPH sessions

Access lists fromr group poloy and user poloy always apply to the traffic,

Login Page Setting
Allow user to select connection profile on the login page. @
[ ] Allow user to enter internal sassword on the login page.

[ shutdown portal bgin page.

Connection Profiles

Connection prodle {tunnel grouo) spedifies how user is authenticated and other parameters. You can configure the mapping from certificate to connect

(2) ) [ Match Case

% add|[& Edit| (] Delete| | Find:|

Mame Enabed Aliases Authentication Method
DefaultRAGroup AAA(RAD)
DefaultWEBVPMGrous F AAA(RAD)
B et [mapoca) |

| e
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Then hit the "edit" button and you can clearly see the Sales Group Policy being applied.

=]
Aliases: est | -
? Infroducti Authentication
- Metwork : . "
= i Method: @ AAA 7 Certificate () Both
= [ Clientless - - .
_a' AAA Server Group: |_ocaL = | Mamage. .. |
- .
: U= LOCAL If Server Group falls
DNS — -
Server Group: JefaultDNS = | Manage... |
(Following fields are attributes of the DNS server group seected above )
[
e Servers: 192,168.1.2
fim s E& '|.|'|||'
g} VDL A Domain Name: secure-x.local
ﬁ!j GFDUD = B
% Dyran Default Group Polig ——™8 —— =
= Advar Group Policy: ‘sales = | Mamage. .. |
- {5 En
@ Pr {Following field iz an attribute of the group policy selected abowvz.)
% Pr Erable dientess 551 VPN protocal
- 13
Ealc
-Ec ertificate to connect
N
-3 Sil
1
...4-f+ Wi hﬂd
gk AMALocal|
4| j
et =]
s [®
4 [
QUESTION 68
SIMULATION
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Scenario

Given the new additional connectivity requirements and the topology diagram, use ASDM to accomplish the required ASA configurations to meet the
requirements.

New additional connectivity requirements:

= Currently, the ASA configurations only allow on the Inside and DMZ networks to access any hosts on the Outside. Your task is to use ASDM to
configure the ASA to also allow any host only on the Outside to HTTP to the DMZ server. The hosts on the Outside will need to use the
209.165.201.30 public IP address when HTTPing to the DMZ server.

= Currently, hosts on the ASA higher security level interfaces are not able to ping any hosts on the lower security level interfaces. Your task in this
simulation is to use ASDM to enable the ASA to dynamically allow the echo-reply responses back through the ASA.

Once the correct ASA configurations have been configured:
= You can test the connectivity to http://209.165.201.30 from the Outside PC browser.

= You can test the pings to the Outside (www.cisco.com) by opening the inside PC command prompt window. In this simulation, only testing pings to
www.cisco.com will work.

To access ASDM, click the ASA icon in the topology diagram.
To access the Firefox Browser on the Outside PC, click the Outside PC icon in the topology diagram.
To access the Command prompt on the Inside PC, click the Inside PC icon in the topology diagram.

Note:
After you make the configuration changes in ASDM, remember to click Apply to apply the configuration changes.

Not all ASDM screens are enabled in this simulation, if some screen is'nhot enabled, try to use different methods to configure the ASA to meet the
requirements.

In this simulation, some of the ASDM screens may not look and function exactly like the real ASDM.
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Lab Topology ==

|.2

192.168.1.0/24

inside

Giof1 |1 Ginfz  172.16.1.0/24

DMz
1 dmz F SRV
outside |.2 ASA-3512X
Gi0y0
209.165.201.0/27
Fal/0.1x
X | Outside
129 209.165.202.128/27 130 SRY
2610XM ﬁ —' - {Kali Linux)
Fal/0.9x | 226
{ 31
209.165.200.224/27
GiDf0Sx | 235
jGinh
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La N

() Advanced NAT Settings
Translate DNS replies for rule
Interface

Source Interface:

Destination Interface:
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& add [ ede [ Delete | G Where Used Q Not Used

Fiter: Filter |Cles
=1 1

Marme 1P Address Hebmask Description Object NAT Address |
= Metwork Objects '

= DMZ-ser... 172.16.1.50

= Eesa 172.16.1.55 |

B Ho-wvy  10.10.3.20 |
C%2.0.2.100

Selacted Trandsted Addr
Transisted Addr -> | TRANSLATED-INSIDE-HOSTS

(o ][ conce
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[ Edit Service Policy Rule @

Mame: inspection_default
Description (optional):

Traffic Match Criteria
/| Default Inspection Traffic

Source and Destination IP Address {uses ACL)
Tunnel Group
TCP or UDP Destination Port

| RTP Range

| IP DiffServ CodePoints (DSCP)

| IP Precedence

| Any traffic
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() Edit Service Policy Rule

| Traffic Classification | Defauit Inspections | Rule Actions |

| Protocol Inspection | ASA FirePOWER Inspection | Connection Settings | Qo | NetFlow | Uiser Statistics

] select all nspection rules

| Clowd Web Seaurity Configure...

| DCERPC Configure. .,

V] NS | Configure... |

7] EsMTP [ Configure... |

VI H.323H.225 Configure...

V] H.323RAS | Configure... |

C]HTTP - h,

M Config

[¥] IP-Options Configure... |
| IPSecPass-Thru

Tl Pvs

DS Inspect Map: preset dns map
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L

Eﬁ Add Access Rule

Interface:

Action:

Source Criteria

Source: any [
User: [ —

Security Group: [-_—‘!

Destination Criteria
Destination:
Security Group:

Service:

i |

Description:

V| Enable Logging

Logging Level: 'Default -

&«

More Options
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[} Browse Service

r 9

)

% Add ~ @ Edt [ Delete | & where Used

Filter: Filker|Clear |
Protocol  Mame Source Porks Des... ICMP Descr...
~kep  mepe cikrix-ica defaul (1-65535) 1494 A
~tep g ctighe default (1-65535) 2748
~bep me daytime default (1-65535) 13
- kep  m@ discard default (1-65535) g _
~kcp e domain default (1-65535) 53 |=
~kep gk echo default (1-65535) 7
cohop mEe exec default (1-65535) 512
~-bop mEe- Finger default (1-65535) 73
~bop mE Frp default (1-65535) 21
~tep  mge Frp-data default (1-65535) 20
~kep  mE- gopher default { 1-65535) 70
~bop g h323 default (1- 65535} 1720
~kep mee- hostname default{l 55535} 101
| tpfmhp [defauk(l-es5s) o | |
- kep .u:bhttps dsfault(l 65535} 443
~okep pee ident default (1-65535) 113
~bep gk imapd default (1-65535) 143
- kep EER irc default (1-65535) 194
tcp  meee kerberos default (1-65535) 750
~kop e Kogin defaulk (1-65535) 543
~bep 1k kshell defaulk (1-65535) Sdd -
Selected Service —
o
Lok J[ come |
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m Edit Clientless S5L VPN Connection Profile: clientless
[ 2 [ mame: chentiess
| 8- Advanced
Akares: test
MAuthentication
Method: @ AAA ) Certificate 1 Both

AAA Server Group: LOCAL

Use LOCAL If Server Group fals

DS
Server Group: DefaultDs

(Following fields are attributes of the DNS server group selected above.)
SErvers: 192.168.1.2
Domain Mame: | secure-x.local

R ——— = *_,'—

Defauit Group Policy

Group Pobcy: Sales i Yiis JAallill L
(Following field is an atirbute of the group policy selected abave.)

[¥] Enable dientless 55L VPN protocol

@ next @ Previous

o [ Concd ][ neb ]
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RN o e e Sl T
Basic Login and Logout Page Customizaton: DfitCustomization v | | Manage...
&-Adv dedolsy i i
- General [7] Enabile the display of Radius Reject-Message on the login screen when authentication is rejected
—Authentcation
Secondary Authentical [7] Enable the display of Seourld messages on the login soreen
—Authorization
| Accounting Connection Abases
MetBIOS Servers This S5L VPN access method will present a kst of akiases configured for all connection profiles. You must enable the
| Login Page Setting in the main panel to complete the configuration,
@ Add| (& Delete (The table is indine editable.) ©
| ias Enabled
test
Group URLs -
This SSL VPN access method will automatically select the connection profile, without the need for user selection,
% Add| [ Delete (The tebie is indine editable.)
hitpe://209. 165,20 1. 2/test
You can chose not to run Cisco Secure Desktop (C50) on dient machine when using group URLs defined above to
access the ASA. (If a dient connects using a connection alias, this satting is ignored)
" Disable €S0 for both AnyConnect and Chentless 551 VPN
{7 Disable CSD for AnyConnect anly
4 |-_ﬁ"|_ L
@ vext @ Previous
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(L) Edit Clientless SSL VPN Connection Profile: clientless

Basic | InterfaceSpedific Authentication Server Groups
=-Advanced -
it Jelate
4 & add| @ dt| I Dolete
Interface Server Group Fallback to LOCAL
Secondary Authentical
Authorization
Accounting
NetBIOS Servers
Clhenthess S5L VPN
Lisername Mapping from Certificate Iy 2 L FE b=t e
|| Pre-fil Username from Certificate
Hide usermame -;r-:\T &N LusEr
@ Spedfy the certificate fislds to be used as the usermname
Primary Fisld: _'Cnl: (Common Name) -
Secondary Field: | OU (Organization Linit)
Use the entire DN as the username:
) Use script to select username
— Mone — « | 4 Add I Edit '.' Delete
o lI'_I [ 2
Find: @ text @ Previous
[ ok || cance | Help
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| Basme Secondary Authentication Server Group
. Server Group: :—Hnn: -

[ Use LOCAL if Server Group fads
[ Use primary usemname (Hide sacondary username on login page)
Atiributes Server: @ Primary () Secondary

Session Username Server: (@ Primary (7)) Secondary

—Chentless S5L VPN

Interface-Spedfic Secondary Authentication Server Groups —
 acd @ eot| [ Dot

Interface Server Group Fallback to LOCAL LUise primary usermams

e nimcrne— WG VCEPIUS
|| Pre-fil username from certificate
[ ] Hide username from end user
[] Fallback when a certificste s unavaiable

Password: (@) Prompt Lise primary use |

@ Spedfy the certificate fields to be used as the username

Primary Field: | N (Common Name) -

71 Use the entire D as the username

(7 Use seript to select username:

[~ hone - -] % add| @ edt| @ Dckete]
- - o =

'\ Fnd: | | @ et @ Previous
i L — — ke ittt

[ ok || cancd |[ bep |
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Delete
Move Up _|
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) Edit Intemal Group Paliey: Sales
Ports
H More Qpbons Banner: W] Inherit
More Opteons 1]
Turneing Praotocols: Inherit [ Chenbess S5 WPH S5 WPM Chent [Psec [KEvl Peex [KEv2 LITPIPses
Wi ACL: of | Inherit
Acoess Hours: (o] Enherit
Smultanecis Logns: o] Inherit
Restrict access to VLAN: o | Irshenriit
Connection Profie (Tunnel Group] Lodk: | Inherit
kesndrrum Cornect Time: | Inherit ite -t
Il Timeouts o | Erherit Lbsm Gl D Fac it =
Timeoul Alerts
Segson Alert interval: 7] Inharit Defau >
[che Adert Inberval: J Inherit Defanuit TinuTES

Configure alert bext mestages and veual oues im Custemizaton under Chenliesd 550 VPN Arcess For tal-Cisiomiza bon-Edit-Fodinl Bage-Timeout Alerts,

Find: B ent

D Prevns
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T Edit Intemnal Group Policy: Sabes
General Bookmark List:
= fa e LRL Enfry:
Customizabon
Logn Settng [Fie Acoess Control
Single: Signon File Server Entry:
VO Access
Session Settings Bie Server Browsing:
Hicdden Share Access:
Port Fowarding Contrel
Part Forveinitng Lit:
Mpriet Pl
o T Tiarnel
Srmart Tunne] Polcys

Crmar t Tunnes! ApphcaSon:

At Sign-on Server:

Actiee Relay
Ac el Relsy:

More Options

o | Inherit

| Inherit

o | Inherit

| Inherit

o | Inhirit

| Inherit

o] Inherit

| Irhesrit

| Inherit

o | Inhsrit

Inaade-5AY -
Eratee Dinivie
Erunhie b
e Ll
nplbile i
wts Applet Doverioad
Faebworl:
Turne! OpSon: Hane -
Smart Tunnel all Appicabions (This feahre ooly works mith Windows platforms
Ayt Start
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Correct Answer: Follow the explanation part to get answer on this sim question.

Section: (none)
Explanation

Explanation/Reference:

First, for the HTTP access we need to create a NAT object. Here | called it HTTP but it can be given any name.
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Virtual Terminal

(5] Cisco ASDM 7.5 for ASA - 192.168.1.1

[ Add Metwark Object
View Tools Wizards Window Helo
' ) Name: HTTP
@ Home E}%é Configuration U Mc-nlt-:-rlng D Save ' -
- Type: Host v
G %  Confiquration >/ o I
IP Version IPv4 IPv6
@g Access Rules m Bl = -
IP Address: | 209.165.201.30
Q, Serwce Pl]hl:!,f Fules Mateh Crifl tion: Translated P
=8 AAA Rules ‘ Source Inti] rce |
=& Filter Rules 3 -
@ Public Servers T | Any 1 ide (P)
% URL Filtering Servers E
Threat Detection i
Identity Options INAT #

----- % Identity by TrustSec

EE--- BnmetTraFﬁc Filter [Vl Add Automatic Address Translation Rules
G- o | -
-y, Unified Communications tE TYPBi potatie o Fuam ___ [
EZi--- Advanced Translated Addr: | 172.16.1.2

Lse one-to-one address translation
PAT Pool Translated Address:
F.ound Robin
Extend PAT uniqueness to per destination instead of per interFace

Translate TCP and UDP ports inka flak range 1024-65535 Include range 1-1023

Fall through to inkerface PAT(d=2st intf):  |DMZ

Lse IPwG For interFace PAT
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Then, create the firewall rules to allow the HTTP access:
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k-] &dd Access Rule
View Tools Wizards Window Help -
& _ . | ={ Inerface: outside v
¢34 Home | G4 Configuration | | +7] Monitoring —
(R vome ol & o |
: : Action: * Permit . Deny
Firewall o &
_ & Add - Source Criteria
'§ MAT Rules — | Source: any E]
-G, Service Policy Rules ‘
gk AAA Rules [g || Usem [E]
288 Filter Rules F e
& T - dmz (1)im|  Security Group: E]
2= |JRL Filtering Servers 1
----ﬂ'l'hreat Detection inside (1 in o o
DG Identity Options : Destination Criteriz
4§ Identity by Trustszc ) Destination: 1209.165.201.30
2 Botnet Traffic Filter skl (1 |
l"ﬁ Objects 1 Security Group: | .
- mBh Network Objects/Groups Global (1 it _ ]
-t aervice Objects/Groups 1 : Service: Tcp,'hﬂp E]
: Local Users
- &g Local User Groups Description:
:ﬁ Security Group CObject Group
U= Class Maps -
@ [, Inspect Maps [¥/] Enable Logging
E—'%l i;gu*a;pixpre:smns Logging Level: | Default -
~{Z) Time Ranges
Ljﬁl Urified Communications More Options
:E{E--- Advanced
OK || Cancel ||  Help |

X

Tr

[=3 ]
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[ Cisco ASDM 7.5 for ASA - 192.168.1.1

File View Toolz Wizards Window Help

{Z‘%} Configuration

“” Manitaring

B

-

- =4 NAT Rules

-~ @, Service Policy Rules
gl AAA Rules

23 Filter Rules

(gl Public Servers

----P"EL URL Filtering Servers
- =] Threat Detection

o Tdentity Options

- £ Identity by TrustSec
il

Objects
ﬁ Metwork Dbjects fGroups
- e Service Objects/Groups
- B Local Users
@ Local User Groups
& Security Group Object Group
[EI-- Class Maps
EEI--E Ingpect Maps
E Regular Expressions
[ TCP Maps
{2} Time Rarges

% Botmet Traffic Filter

fify, Unified Communications
-- Advanced

Ed

% add - [ Edit [ Delete | € Where Used ©Q Mot Used

= Rules

o Save Refresh | | Back | Forward @ Help |
| 2

Diagram [ Export = (% Clear Hits Show Log I Packet Tr,

‘ Source Criteria:

Destination Criteria:

#

dmz (1) implicity incomil
1

inside (1 implicit incomil
1

outside (1 incoming rule
1

Global (1 implict rule

1

‘ Enabled ‘ Saurce
any
any
any

any

User

Apply

Security Gi | Destination
Any less secure ne.
Any less secure ne..

209.165.201.30

any

| Reset )

b

‘ Security Gi ‘ Service

ip

Advanced

Action

Permit

Permit

Permit

Deny
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You can verify using the outside PC to HTTP into 209.165.201.30.

For step two, to be able to ping hosts on the outside, we edit the last service policy shown below:
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Virtual Terminal

View Tools Wizards Window Help

@Home {:} Configuration [@ Monitoring B Save G Refesh ‘ o Back @ Forward

? Help ‘

| Firewall &' & Confiquration > Firewall > Service Policy Rules
:;:_:re:sj;zles [ Edit i Delete | + & | s B R - | Q, Find = Diagram B Packet Trace
e # W Service Policy Rules Trafhic Classficabon
gk AAA Rules
..... B8 Fiter Rules MName # Enabled Match Source Src Security Group  Destination Dst Security Group
@ Public Servers [ Tnterfare: dmr; Policy: asacy_policy
~=& URL Filtering Servers dass-default G Match & any @ any

_ Threat Detection
- Identity Options
- 58 Tdentity by TrustSec

- 37 Botnet Traffic Filter Ak Ceymatch & any @ any
= [ ooect —rel
-l Network Ubjects/tsroups [ Global; Policy: global_pdlicy

- 5% Service Objects/Groups inspection_de... ES Match |+
- g Local Users
& | pcal User Groups

& Security Group Object Group
}--ﬁ Class Maps

}--E Inspect Maps

|E| Regular Expressions

- [ TCP Maps Apply Reset
@ Time Ranges

+-f Unified Communications
-5 Advanced

T-‘_]l 1] |

[ |

And then check the ICMP box only as shown below, then hit Apply.
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[E] Cisco ASDM 7.5 for ASA -192168.1.1 T —
= (L) Edlit Service Puliy Rule e
File View Tools Wizards Window Help
- | Traffic Classficaton | Default tions | Rule Actions | |
@ Home ff} Configuration | | =] Manitoring L I Al (oo [De HepeCRoos |
| Firewall o 7 | Configu Protocol Inspection | ASA FirePOWER Inspection | Connection Settings | Qos | metFlow | user statistcs |
B3 Access Rules I: :
Add 5
. £5§ NAT Rules o Sedect all inspection rules
~q, TrafficCk | | | 7] CTIQBE
g AAA Rules : -
228 Filtzr Rules Mame . S Beke Sea s b b Ser
Public Servers = Trterfs _| DCERPC Configure..,
5" URL Filtering Servers class-c 7] NS Configure... | DNS Inspect Map: preset_dns_map
.; Threa.t Dete?jnn 7] EswTe e
-~ Tdentity Options B Interfs =
84§ Identity by TrustSec r— Cilang
% Botnet Traffic Filter [P Hi323H.225
=[] Obiects = J|H.323RAS
S Metwork Ubjects flaroups E Iobal; _"3
- 6F Service Chjects/Groups Wi £
-~ Local Usess VICMP
-~ | ocal Use Groups _|ICMF Error
a Security Group Object Group
E}-% Class Maps _—_I IS
i [, Inspect Maps ™ Configure...,
Regular Bxpressions ] IP-Oiptions
~ i TCP Maps ] IPSecPass-Thru
@ Time Ranges —
-y, Unified Communications e f
EZI--- Advanced | MM
el 1
]

| 1 [
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After that is done, we can ping www.cisco.com again to verify:
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Inside PC

shvortcut
iPress RETURN to get started!

| A .
IC:\ping www.cisco.com

=
’ o iPinging with 32 bytes of data:Request timed out.
_ | gRequest timed out.

Request timed out.

;Request timed out.

IPing statistics for www.clisco.com: Packets: Sent = 4, Recieved = 0, Lost -
(100% loss),

o - IApproximate round trip times in milli-seconds:
] Minimum = Oms, Maximum = Oms, Average = 0Oms
iC:\ping WWW.ClS€C0O.com

iPinging eldd.dseb.akamaiedge.net [23.72.192.170] with 32 bytes of data: with :
bytes of data:

IReply from 23.72.192.170 bytes=32 time=5ms TTL=52

EReply from 23.72.192.170 bytes=32 time=5ms TTL=52

Reply from 23.72.192.170 bytes=32 time=bms TTL=52

EReply from 23.72.192.170 bytes=32 time=bms TTL=52

IBing stavistics For 23972 199 170: Packets: Sent = 4, Recieved = 4, Lost -

Flecysle B Mm

Zenmap GLI

(0% loss),
IApproximate round trip times in milli-seconds:
Minimum = 4ms, Maximum = 5s, Average = 4ms

e
Moamilia
Thunderbird

L,

E}b

I_'. E g"ﬁ'..
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