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Exam A 

QUESTION 1 Which of these is a security feature specific to FortiADC global load balancing? 

(Choose two.) 

A. Virtual tunnel 

B. Web application firewall 

C. DNS forwarding 

D. DNSSEC 

Correct Answer: BD 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 2 

Which settings are included in the global load balancing general DNS settings? (Choose two.) 

A. Management traffic 

B. Default zone configurations 

C. Recursion 

D. Response rate limit 

Correct Answer: CD 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://docs.fortinet.com/uploaded/files/2308/FortiADC_4_2_1_Handbook_D_Series_Revision2.pdf Table 
35 

QUESTION 3 

Which of the following statements best describe what a SYN cookie does when a SYN packet is received? 

A. It replies with a RST packet if the SYN packet doesn’t contain the right cookie in the sequence field. 

B. It sends a SYN/ACK with a cookie in the sequence field. 

C. It replies with a SYN/ACK packet containing a cookie value in the TCP acknowledge field. 

D. It replies with two SYN/ACK packets. One containing the right acknowledge value, and one containing a wrong acknowledge value. 

Correct Answer: B 

Section: (none) 
Explanation 

Explanation/Reference: 

QUESTION 4 

For the case of outbound link load balancing, which upstream link is elected by the proximity route dynamic detection feature as the best one for a destination IP address? 

A. The link with the lowest round-trip delay to the destination IP address 

B. The link with the lowest number of sessions 

C. The link with the lowest traffic utilization 

D. The link with the lowest number of packets lost 
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Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 5 

An administrator has configured all the back-end servers with a maximum warm-up state rate. Under which conditions is the maximum rate enforced by the FortiADC? (Choose two.) 

A. When the status of a server is set to Enabled from Maintain or Disabled 

B. When multiple health check methods have been configured for a server and some of them are failing but at least one is up 

C. During a warm-up period, when a server is back online after a health check downtime 

D. As long as a server keeps replying to the health check 

Correct Answer: CD 

Section: (none) 
Explanation 

Explanation/Reference: 

QUESTION 6 

What actions can FortiADC take with the GeoIP block list when receiving requests from a blocked country’s address space? (Choose two.) 

A. Redirect the request 

B. Deny access 

C. Archive the request 

D. Send a 404 Not Found message 

Correct Answer: AB 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: http://help.fortinet.com/fadc/4-5-1/olh/Content/FortiADC/handbook/geoip.htm 

QUESTION 7 

Two FortiADC devices form an HA cluster. What information can be synchronized between both FortiADC devices? (Choose three.) 

A. SNMP system information 

B. Layer 4 persistence pickup 

C. RAID settings 

D. Layer 4 session pickup 

E. HTTP persistence pickup 

Correct Answer: BDE 

Section: (none) 
Explanation 

Explanation/Reference: 

Reference: https://docs.fortinet.com/uploaded/files/2308/FortiADC_4_2_1_Handbook_D_Series_Revision2.pdf Table 
83 shows what cannot be synchronized. 

QUESTION 8 Which of the following statements about FortiADC logs are true? 
(Choose two.) 

A. They can be uploaded automatically to an FTP server. 
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B. They can be stored in the FortiCloud. 

C. Only logs whose severity level is equal to or exceeding the configured log severity level are generated. 

D. They can record events related to security features. 

Correct Answer: CD 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 9 To which types of virtual servers can web application firewall profiles be applied? 
(Choose two.) 

A. HTTPS virtual server 

B. HTTP virtual server 

C. FTP virtual server 

D. HTTP Turbo virtual server 

Correct Answer: AB 

Section: (none) 
Explanation 

Explanation/Reference: 

Explanation: 

WAF profiles can be applied to HTTP and HTTPS virtual servers but not HTTP Turbo virtual servers. 

Reference: http://help.fortinet.com/fadc/4-8-0/olh/Content/FortiADC/handbook/waf.htm?tocpath=Chapter%208%3A%20Web%20Application%20Firewall%7C_____0 

QUESTION 10 To which of these objects can link policies apply in 
FortiADC? (Choose two.) 

A. Link group 

B. Gateway 

C. Virtual tunnel 

D. Virtual server 

Correct Answer: AC 

Section: (none) 
Explanation 

Explanation/Reference: Explanation: A link policy specifies the source/destination/service matches to which the policy applies. You apply a 

link policy to a link group or a virtual tunnel. Reference: 
https://docs.fortinet.com/uploaded/files/2308/FortiADC_4_2_1_Handbook_D_Series_Revision2.pdf page 74 

QUESTION 11 Which of the following are valid FortiADC use cases? 
(Choose three.) 

A. Balance traffic among multiple servers located in four different physical locations 

B. Balance traffic among three IP tunnels that interconnect two remote locations 

C. Balance traffic among three next-hop gateways 

D. Balance traffic among multiple servers based on the type of service (ToS) IP-header field 

Correct Answer: ABC 

Section: (none) 
Explanation 

Explanation/Reference: 
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QUESTION 12 

Which of the following statements about layer 2 load balancing are true? (Choose two.) 

A. HTTP content can be modified 

B. It’s useful when the real IP addresses of the back-end servers are unknown by the FortiADC administrator. 

C. Load balancing decisions are made based on the destination MAC address of the client traffic. 

D. It supports IPv6. 

Correct Answer: AB 

Section: (none) 
Explanation 

Explanation/Reference: 

QUESTION 13 What is the maximum number of sites (or peers) supported in a global load-balancing solution 

based on FortiAD? 

A. 2 

B. 64 

C. 32 

D. 256 

Correct Answer: B 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 14 Which of the following statements best describes the differences between layer 4 load balancing and layer 7 load balancing? 
(Choose three.) 

A. Layer 7 load balancing can make balancing decisions faster than layer 4 load balancing. 

B. Layer 4 load balancing supports IPv6; Layer 7 load balancing doesn’t. 

C. Layer 7 load balancing proxies the TCP session, Layer 4 load balancing doesn’t. 

D. Layer 7 load balancing can modify the HTTP content; Layer 4 load balancing can’t. 

E. Layer 7 load balancing inspection is lower than layer 4 load balancing inspection. 

Correct Answer: CDE 

Section: (none) 
Explanation 

Explanation/Reference: 

QUESTION 15 Which FortiADC log severity level corresponds to Log 
Severity Level 2? 

A. Alert 

B. Notification 

C. Information 

D. Critical 

Correct Answer: D 

Section: (none) 
Explanation 
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Explanation/Reference: 
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