Securing Windows Server 2016

Number: 70-744

Passing Score: 900
Time Limit: 150 min
File Version: 1.0

B VCE

Free Practice Exam - IT Certifications

VCE to PDE Caonverter :-https:/lveeplus.com/vce-to-pdf/
Facebook: htips://mww. facebook.com/VCE.For.All.VN/
Twitter : https://twitter.com/VCE Plus
Google+ : https://plus.google.com/+Vcepluscom
LinkedIn : https://www.linkedin.com/company/vceplus

https://vceplus.com/

www.vceplus.com - Download A+ VCE (latest) free Open VCE Exams - VCE to PDF Converter - VCE Exam Simulator - VCE Online


https://vceplus.com/vce-to-pdf/
https://www.facebook.com/VCE.For.All.VN/
https://twitter.com/VCE_Plus
https://plus.google.com/+Vcepluscom
https://www.linkedin.com/company/vceplus
https://vceplus.com/
https://vceplus.com/
https://vceplus.com/

Exam A

QUESTION 1

You network contains an Active Directory forest named contoso.com.

All domain controllers run Windows Server 2016 Member servers run either Windows Server 2012 R2 or Windows Server 2016.

Client computers run either Windows 8.1 or Windows 10.

You need to ensure that when users access files in shared folders on the network, the files are encrypted when they are transferred over the network.
Solution: You enable access-based enumeration on all the file shares. Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Access-Based Enumeration does not help encrypting network file transfer.

QUESTION 2

You network contains an Active Directory forest named contoso:com.

All domain controllers run Windows Server 2016 Member servers run either Windows Server 2012 R2 or Windows Server 2016.

Client computers run either Windows 8.1 or Windows 10.

You need to ensure that when users access files in shared folders on the network, the files are encrypted when they are transferred over the network.
Solution: You enable SMB encryption on all the computers in domain. Does this meet the goal?
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A. Yes
B. No

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
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SMB Encryption could be enabled on a per-computer wide basis, after you have enabled SMB encryption on a server-level basis, you could not disable encryption
for any specific shared folder.

To enable Global level encryption on the server:

Set-SmbServerConfiguration -EncryptData 1

QUESTION 3

Your network contains an Active Directory domain named contoso.com.

The domain contains a computer named Computerl that runs Windows 10.

Computerl connects to a home network and a corporate network.

The corporate network uses the 172.16.0.0/24 address space internally.

Computerl runs an application named App1l that listens to port 8080.

You need to prevent connections to Appl when Computerl is connected to the home
network. Solution: From Group Policy Management, you create a software restriction policy.
Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Software Restriction Policy does not filter incoming network traffic, what you actually need is Windows Firewall Inbound Rule on the Private profile

QUESTION 4

Your network contains an Active Directory domain named contoso.com.

The domain contains a computer named Computerl that runs Windows 10.

Computerl connects to a home network and a corporate network.

The corporate network uses the 172.16.0.0/24 address space internally.

Computerl runs an application named Appl that listens to port 8080.

You need to prevent connections to Appl when Computerl is connected to the home
network. Solution: From Group Policy Management, you create an AppLocker rule. Does this
meet the goal?

A. Yes
B. No

Correct Answer: B
Section: (none)

Explanation
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Explanation/Reference:
AppLocker does not filter incoming network traffic, what you actually need is Windows Firewall Inbound Rule on the Private profile.

QUESTION 5

Your network contains an Active Directory domain named contoso.com.

The domain contains a computer named Computerl that runs Windows 10.

Computerl connects to a home network and a corporate network.

The corporate network uses the 172.16.0.0/24 address space internally.

Computerl runs an application named Appl that listens to port 8080.

You need to prevent connections to Appl when Computerl is connected to the home
network. Solution: From Windows Firewall with Advanced Security, you create an inbound
rule. Does this meet the goal?

A. Yes
B. No

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 6

Your network contains an Active Directory domain hamed contoso.com.

The domain contains a server named Serverl that runs Windows Server 2016.

You need to prevent NTLM authentication on Serverl.

Solution: From Windows PowerShell, you run the New-ADAuthenticationPolicy cmdlet.
Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

ADDS Authentication Policy does not provide ability to prevent the use of NTLM authentication.
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You need to prevent NTLM authentication on Serverl.
Solution: From a Group Policy, you configure the Security Options.
Does this meet the goal?

A. Yes
B. No

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

\=[ Default Domain Policy Policy o Policy Setting
v & spmp9t§r Gonfiguration Lg| Network security: Allow Local System to use computer identity for NTLM Not Defined
v . ??hc.es . . Network security: Allow LocalSystem NULL session fallback Not Defined
: _‘J So'f'hNare Settlﬁgs wie| Network security: Allow PKU2U authentication requests to this computer to use onlin... Not Defined
v | | Windows Settings = P : X .
y B Mame Risolufion-Bolicy M Network secut#y:ﬁonﬂgure:encrypﬂon typesallowed for Kerberos Not Defined
= Scripts (Startup/Shutdown) < Network security: Do not store LAN.Manager hash-valueon next password change Enabled
s Deployed Printers w Network securityy Force |dgoff whanlogomhours éxpire Disabled
< 2; Security Settings (o) Network security: LAN Manager authentication level Not Defined
N ja Account Policies Ly Network security: LDAP client signing requirements Not Defined
v j Local Policies “J Network security: Minimum session security for NTLM SSP based (including secure R... Not Defined
y j Audit Policy Lo| Network security: Minimum session security for NTLM SSP based (including secure R... Not Defined
s 18 er Rights Assignment|| . Network security: Restrict NTLM: Add remote server exceptions for NTLM authentica... Not Defined
L. Network security: Restrict NTLM: Add server exceptions in this domain Not Defined
» = eventlog i Network security: Restrict NTLM: Audit Incoming NTLM Traffic Not Defined
4 Restricted Groups i Network security: Restrict NTLM: Audit NTLM authentication in this domain Not Defined
> (@ System Services oo, Wetwork securnty: Restrict NTLM: Incoming N
> .Q Registry Uy Network security: Restrict NTLM: NTLM authentication in this domain Not Defined
> L3 File System . Network security: Restrict NTLM: Outgoing NTLM traffic to remote servers Not Defined

ol Wirard Nabanarl fIEEE 80221

QUESTION 8

Your network contains an Active Directory domain named contoso.com.
The domain contains two DNS servers that run Windows Server 2016.
The servers host two zones named contoso.com and admin.contoso.com.
You sign both zones.
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You need to ensure that all client computers in the domain validate the zone records when they query the zone.
What should you deploy?

a Microsoft Security Compliance Manager (SCM) policy
a zone transfer policy

a Name Resolution Policy Table (NRPT)

a connection security rule

Oow>»

Correct Answer: C
Section: (none)

Explanation

Explanation/Reference:
You should use Group Policy NRPT to for a DNS Client to perform DNSSEC validation of DNS zone records.
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QUESTION 9

You have 10 Hyper-V hosts that run Windows Server 2016.

Each Hyper-V host has eight virtual machines that run a distributed web application named App1.

You plan to implement a Software Load Balancing (SLB) solution for client access to Appl.

You deploy two new virtual machines named SLB1 and SLB2.

You need to install the required components on the Hyper-V hosts and the new servers for the planned implementation.
Which components should you install? Choose Two.

Component to install on SLB1 and SLB2: SLB Host Agent
Component to install on SLB1 and SLB2: Network Load Balancing (NLB)
Component to install on SLB1 and SLB2: SLB Multiplexer (MUX)
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E. Component to install on each Hyper-V host:SLB Multiplexer (MUX)
F. Component to install on each Hyper-V host:Host Guardian Service server role

Correct Answer: CD
Section: (none)
Explanation

Explanation/Reference:

https://blogs.technet.microsoft.com/tip_of the_day/2016/06/28/tip-of-the-day-demystifying-software-defined-networking-terms-the-components/
https://technet.microsoft.com/en-us/library/mt632286.aspx

SLB Host Agent - When you deploy SLB, you must use System Center, Windows PowerShell, or another management application to deploy the SLB Host Agent
on every Hyper-V host computer.

You can install the SLB Host Agent on all versions of Windows Server 2016 that provide Hyper-V support, including Nano Server.

SLB MUX — Part of the Software Load Balancer (SLB on Windows Server 2016, the SLB MUX processes inbound network traffic and maps VIPs (virtual IPs) to
DIPs (datacenter IPs), then forwards the traffic to the correct DIP. Each MUX also uses BGP to publish VIP routes to edge routers. BGP Keep Alive notifies MUXes
when a MUX fails, which allows active MUXes to redistribute the load in case of a MUX failure - essentially providing load balancing for the load balancers.

MUX
DNS Server Farm1
http://sharepoint.contoso.com VIP: 107.105.47.60

DIP+: 10.10.10.5

- DIPz: 10.10.20.5 R , Server Farm 2
eques
VIP: 107.105.47.60 DIPy: 10.10.10.5
MUX
Response |
MUX Server Farm 3

T
QUESTION 10

You have the Windows Server 2016 operating system images as described in the answer choices.
Your company's security policy states that you must minimize the attack surface when provisioning new servers.
You need to deploy a Host Guardian Service cluster. Which image should you use for the deployment?

A. A Nano Server that runs the Standard edition of Windows Server

B. AS Core installation that Dat t ifj f Wi ! :
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C. A Full installation that runs the Standard edition of Windows Server
D. A Nano Server that runs the Datacenter edition of Windows Server

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference: https://docs.microsoft.com/en-us/windows-server/virtualization/guarded-fabric-shielded-vm/guarded-fabric-

prepare-for-hgs Prerequisites

Hardware: HGS can be run on physical or virtual machines, but physical machines are recommended.

If you want to run HGS as a three-node physical cluster (for availability), you must have three physical servers. (As a best practice for clustering, the three servers
should have very similar hardware.)

Operating system: Windows Server 2016, Standard or Datacenter edition. <---- so you cannot use Server Core or Nano Server for running Host
Guardian Service.

Server Roles: Host Guardian Service and supporting server roles.

Configuration permissions/privileges for the fabric (host) domain: You will need to configure DNS forwarding between the fabric (host) domain and the HGS
domain. If you are using Admin-trusted attestation (AD mode), you will need to configure an Active Directory trust between the fabric domain and the HGS domain.

QUESTION 11

Your network contains an Active Directory forest named contoso.com.

The forest functional level is Windows Server 2012. The forest contains'a single domain. The ‘domain contains multiple Hyper-V hosts.
You plan to deploy guarded hosts.

You deploy a new server named Server22 to a workgroup.

You need to configure Server22 as a Host Guardian Service server.

What should you do before you initialize the Host Guardian Service on Server22?

Install the Active Directory Domain Services server role on Server22.
Join Server22 to the domain.

Raise the forest functional level.

. Obtain a certificate.

Correct Answer: B

Section: (none)

Explanation

OO0 w»

Explanation/Reference:
https://docs.microsoft.com/en-us/windows-server/virtualization/guarded-fabric-shielded-vm/guarded-fabric-choose-where-to-install-hgs

The only technical requirement for installing HGS in an existing forest is that it be added to the root domain; non-root domains are not supported.
QUESTION 14

QUESTION 12

You are implementing Privileged Access Management (PAM) for an Active Directory forest named contoso.com. ) _
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You install a bastion forest named adatum.com, and you establish a trust between the forests.
You need to create a group in contoso.com that will be used by Microsoft Identity Manager to create groups in adatum.com.
How should you configure the group? Choose Two.
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Group name: ADATUMS$$$

Group name: CONTOSO$$$

Group name: CONTOSO_Adatum$

Group name: MIM$

Group type: a domain local distribution group
Group type: a domain local security group
Group type: a global distribution group
Group type: a universal distribution group
Group type: a universal security group

TITOemMmoOoOw>

Correct Answer: BF
Section: (none)
Explanation

Explanation/Reference:

Production forest is contoso.com

Bastion forest is adatum.com

https://docs.microsoft.com/en-us/microsoft-identity-manager/pam/planning-bastion-environment

A security group on the local domain (contoso.com)

There must be a group in the existing domain, whose name is the NetBIOS domain name followed by three dollar signs, e.g., CONTOSO$$$.
The group scope must be domain local and the group type must be Security.

This is needed for groups to be created in the dedicated administrative forest (adatum.com) with the same Security identifier as groups in this domain
(contoso.com).

Create this group with the following

New-ADGroup -name 'CONTOSO0$$$' -GroupCategory Security -GroupScope DomainLocal -SamAccountName 'CONTOSO$$$'

After this, MIM could create "Shadow Group" in bastion adatum.com forest.

QUESTION 13
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You need to configure Windows Defender to meet the following requirements:
-Exclude a C:\Sales\Salesdb from malware scans.
-Configure a full scan to occur daily.

What should you run to meet each requirement?

ST IOmMmMmoOOw>

Exclude C:\Sales\Salesdb from malware scans: Add-MpPreference
Exclude C:\Sales\Salesdb from malware scans: Get-MpThreat
Exclude C:\Sales\Salesdb from malware scans: Set-MpPreference
Exclude C:\Sales\Salesdb from malware scans: Start-MpScan
Exclude C:\Sales\Salesdb from malware scans: Start-MpWDOScan
Configure a full scan to occur daily: Add-MpPreference

Configure a full scan to occur daily: Get-MpThreat

Configure a full scan to occur daily: Set-MpPreference

Configure a full scan to occur daily: Start-MpScan

Configure a full scan to occur daily: Start-MpWDOScan

Correct Answer: CH

Section: (nhone)

Explanation

Explanation/Reference:
https://technet.microsoft.com/en-us/itpro/powershell/windows/defender/set-mppreference
Set-MpPreference -ExclusionPath C:\Sales\Salesdb

Set-MpPreference -RemediationScheduleDay Everyday

QUESTION 14

You have a Hyper-V host named Serverl that runs Windows Server 2016.

Serverl hosts the virtual machines configured as shown in the following table.

VM1 Windows Server 2012 R2 Standard Generation 2 5.0
vMm2 Windows Server 2012 R2 Datacenter | Generation 1 8.0
VM3 Windows Server 2016 Standard Generation 2 8.0
vMm4 Windows Server 2016 Datacenter Generation 1 5.0

All the virtual machines have two volumes named C and D.
You plan to implement BitLocker Drive Encryption (BitLocker) on the virtual machines.
Which virtual machines can have their volumes protected by using BitLocker? Choose Two.

A. Virtual machines that can have volume C protected by using BitLocker and a Trusted Platform Module (TPM) protector: VM3 only
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Virtual machines that can have volume C protected by using BitLocker and a Trusted Platform Module (TPM) protector: VM1 and VM3 only C. Virtual
machines that can have volume C protected by using BitLocker and a Trusted Platform Module (TPM) protector: VM2 and VM3 only

Virtual machines that can have volume C protected by using BitLocker and a Trusted Platform Module (TPM) protector: VM2 and VM4 only

Virtual machines that can have volume C protected by using BitLocker and a Trusted Platform Module (TPM) protector: VM2, VM3 and VM4 only
Virtual machines that can have volume C protected by using BitLocker and a Trusted Platform Module (TPM) protector: VM1, VM2, VM3 and VM4
Virtual machines that can have volume D protected by using BitLocker: VM3 only

Virtual machines that can have volume D protected by using BitLocker: VM1 and VM3 only I. Virtual machines that can have volume D protected by using
BitLocker: VM2 and VM3 only

Virtual machines that can have volume D protected by using BitLocker: VM2 and VM4 only

Virtual machines that can have volume D protected by using BitLocker: VM2, VM3 and VM4 only

Virtual machines that can have volume D protected by using BitLocker: VM1, VM2, VM3 and VM4

Correct Answer: AL
Section: (none)
Explanation

Explanation/Reference:
https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/deploy/upgrade-virtual-machine-version-in-hyper-v-on-windows-or-windows-server
To use Virtual TPM protector for encrypting C: drive, you have t0.use at least VM Configuration Version 7.0 and Generation 2 Virtual machines.
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Feature Minimum VM configuration version
Hot Add/Remove Memory 6.2
Secure Boot for Linux VMs 6.2
Production Checkpoints. 6.2
PowerShell Direct 6.2

Virtual Machine Grouping

6.2
Virtual Trusted Platform Module (VTPM) am

VCE To PDF - Free Practice Exam

Virtual machine multi queues (VMMQ) 7.1
XSAVE support 8.0
Key storage drive 8.0

Guest Virtualization Based Security support (VBS) 8.0
Nested virtualization 8.0
Virtual processor count 8.0

Large memory VMs 8.0 _ _
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https://www.howtogeek.com/howto/6229/how-to-use-bitlocker-on-drives-without-tpm/
If you don't use TPM for protecting a drive, there is no such Virtual TPM or VM Generation, or VM Configuration version requirement, you can even use Bitlocker
without TPM Protector with earlier versions of Windows.

QUESTION 15

Your network contains an Active Directory domain named adatum.com.

The domain contains a file server named Serverl that runs Windows Server 2016.

You have an organizational unit (OU) named OUL1 that contains Serverl.

You create a Group Policy object (GPO) named GPO1 and link GPOL1 to OUL.

A user named Userl is a member of group named Groupl. The properties of Userl are shown in follow:-

Userl has permissions to two files on Serverl configured as shown in the following table.
File name Permission

Filel.doc Allow Read

File2.doc Deny Modify

From Auditing Entry for Global File SACL, you configure the advanced audit policy settings in GPO1 as shown in the SACL figure:-
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Which of the following statements are true? Choose Three.

A. From File Explorer, when Userl double-clicks Filel.doc. an event will be logged: Yes

B. From File Explorer, when Userl double-clicks Filel.doc. an event will be logged: No

C. From File Explorer, when Userl double-clicks File2.doc. an event will be logged: Yes

D. From File Explorer, when Userl double-clicks File2.doc. an event will be logged: No

E. From Microsoft Word, when Userl attempts to save changes to Filel.doc, an event will be logged: Yes
F. From Microsoft Word, when User1 attempts to save changes to Filel.doc, an event will be logged: No

Correct Answer: ADF

Section: (none)

Explanation

Explanation/Reference:

From the SACL, only Successful operations by Userl will be logged "Type: Success".

QUESTION 16
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One of the secured subnets contains a server named Serverl that runs Windows Server 2016.

You implement Log Analytics in Microsoft Operations Management Suite (OMS) for the servers that connect to the Internet
You need to ensure that Log Analytics can collect logs from Serverl.

Which two actions should you perform? Each correct answer presents part of the solution.

Install the OMS Log Analytics Forwarder on a server that has Internet connectivity.
Create an event subscription on a server that has Internet connectivity.

Create a scheduled task on Serverl.

Install the OMS Log Analytics Forwarder on Serverl.

Install Microsoft Monitoring Agent on Serverl.

moow>»

Correct Answer: AE
Section: (none)
Explanation

Explanation/Reference:

https://docs.microsoft.com/en-us/azure/log-analytics/log-analytics-oms-gateway

OMS Log Analytics Forwarder = OMS Gateway

If your IT security policies do not allow computers on your network to connect to the. Internet, such-as point of sale (POS) devices, or servers supporting IT
services, but you need to connect them to OMS to manage and monitor, them, they can be, configured to communicate directly with the OMS Gateway (previous
called "OMS Log Analytics Fowarder") to receive configuration and forward data on their behalf.

You have to also install Microsoft Monitoring Agent on Serverl to generate and send events to the OMS Gateway,since Serverl does not have direct Internet
connectivity.

QUESTION 17

Your network contains an Active Directory domain named contoso.com. The domain contains a server named Serverl that runs Windows Server 2016.
You have an organizational unit (OU) named Administration that contains the computer account of Serverl.

You import the Active Directory module to Serverl.

You create a Group Policy object (GPO) named GPO1. You link GPOL1 to the Administration OU.

You need to log an event each time an Active Directory cmdlet executed successfully from Serverl.

What should you do?

From Advanced Audit Policy in GPO1. configure auditing for other privilege use events.
Run the Add-NetEventProvider -Name "Microsoft-Active-Directory" -MatchAnyKeyword PowerShell command.

From Advanced Audit Policy in GPO1, configure auditing for directory service changes.
From Administrative Templates in GPOL1, configure a Windows PowerShell policy.

OO w>

Correct Answer: D
Section: (none)
Explanation
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Explanation/Reference:

In the following GPO location, you can enable the setting "Turn on Module Logging" to record an event each time the PowerShell executes a cmdlet of a specific
PowerShell module, for example "ActiveDirectory".

"Computer Configuration\Administrative Templates\Windows Components\Windows PowerShell"

QUESTION 18

Your network contains an Active Directory domain named contoso.com.
You are deploying Microsoft Advanced Threat Analytics (ATA).

You create a user named User1.

You need to configure the user account of Userl as a Honeytoken account.
Which information must you use to configure the Honeytoken account?

the SID of Userl

the UPN of Userl

the Globally Unique Identifier (GUID) of Userl
the SAM account name of Userl

Cow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
https://docs.microsoft.com/en-us/advanced-threat-analytics/ata-prerequisites

A user account of a user who has no network activities.

This account is configured as the ATA Honeytoken user.

To configure the Honeytoken user you need the SID of the user account, not the username.
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Microsoft Advanced Threat Analytics

‘*.3?.' Detection Settings

Settings

https://docs.microsoft.com/en-us/advanced-threat-analytics/install-ata-step7
ATA also enables the configuration of a Honeytoken user, which is used as a trap for malicious actors - any authentication associated with this (normally dormant)
account will trigger an alert.

QUESTION 19

You have a file server named Serverl that runs Windows Server 2016.
A new policy states that ZIP files must not be stored on Serverl.

An administrator creates a file screen filter as shown in the following
output Active : False Description:

IncludeGroup: {Compressed Files}

MatchesTemplate: False

Notification {MSFT FSRMAction, MSFT FSRMAction}

Path : C:\
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Template :
PSComputerName:
You need to prevent users from storing ZIP files on Serverl, what should you do?

Enable Quota Management on all the drives.

Add a template to the filter.

Change the filter to active.

Configure File System (Global Object Access Auditing).

Oow»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
"Active : False", then it is a Passive Filescreen filther which will not block unwanted file types.

QUESTION 20

Your network contains an Active Directory forest named corp.contoso.com.

You are implementing Privileged Access Management (PAM) by using a bastion forest named
priv.contoso.com. You need to create shadow groups in priv.contoso.com. Which cmdlet should you use?

A. New-RoleGroup
B. New-ADGroup
C. New-PamRole
D. New-PamGroup

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
https://social.technet.microsoft.com/wiki/contents/articles/33363.mim-2016-privileged-access-management-pam-faq.aspx https://docs.microsoft.com/en-
us/powershell/identitymanager/mimpam/vlatest/new-pamgroup

QUESTION 21

You implement Log Analytics in Microsoft Operations Management Suite (OMS) on all servers that run Windows Server 2016.
You need to generate a daily report that identifies which servers restarted during the last 24 hours.

Which query should you use?

A. EventLog=Application Eventld:6009 Type:Event TimeGenerated>NOW+24HOURS

B. EventLog=Application Eventld:6009 Type:Event TimeGenerated>NOW-24HOURS ) _
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C. EventLog=System Eventld:6009 Type:Event TimeGenerated>NOW-24HOURS
D. EventLog=System Eventld:6009 Type:Event TimeGenerated>NOW+24HOURS

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
https://docs.microsoft.com/en-us/azure/log-analytics/log-analytics-log-searches
Computer restart events are stored in "System" eventlog instead of Application even log.
"NOW-24HOURS" clause matches all events generated in the last 24 hours.

Boolean operators

With datetime and numeric fields, you can search for values using greater than,
lesser than, and lesser than or equal. You can use simple operators such as >, <,
>=, <=, = inthe query search bar.

You can query a specific event log for a specific period of time. For example, the
last 24 hours is expressed with the following mnemonic expression.

[ Copy
EventlLog=System TimeGenerated>NOW-24HOURS

QUESTION 22
The Job Title attribute for a domain user named Userl has a value of Sales Manager.
Userl runs whoami /claims and receives the following output

USER CLAIMS INFORMATION

Claim Name Claim ID Flags Type Values

“"Country™ ad://ext/Country String “us™

Kerberos support for Dynamic Access Control on this device has been disabled.
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You need to ensure that the security token of Userl has a claim for Job Title. What should you do?

From Windows PowerShell, run the New-ADClaimTransformPolicy cmdlet and specify the -Name parameter

From Active Directory Users and Computers, modify the properties of the Userl account.

From Active Directory Administrative Center, add a claim type.

From a Group Policy object (GPO), configure KDC support for claims, compound authentication, and Kerberos armoring.

Oow»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
From the output, obviously, a claim type is missing (or disabled) so that the domain controller is not issuing tickets with the "Job Title" claim type.

QUESTION 23

You deploy the Host Guardian Service (HGS).

You have several Hyper-V hosts that have older hardware and Trusted Platform Modules (TPMs) version 1.2.
You discover that the Hyper-V hosts cannot start shielded virtual machines.

You need to configure HGS to ensure that the older Hyper-V hosts can host shielded virtual machines.

What should you do?

A. Run the Set-HgsServer cmdlet and specify the -TrustTpm parameter.

B. Run the Set-HgsServer cmdlet and specify the -TrustActiveDirectory parameter. C. Run the Clear-HgsServer cmdlet and
specify the -Clustername parameter

D. Run the Clear-HgsServer cmdlet and specify the -Force parameter.

E. Itis not possible to enable older Hyper-V hosts to run Shielded virtual machines

Correct Answer: E
Section: (none)
Explanation

Explanation/Reference:

Requirements and Limitations

There are several requirements for using Shielded VMs and the HGS:

One bare metal host: You can deploy the Shielded VMs and the HGS with just one host. However, Microsoft recommends that you cluster HGS for high availability.
Windows Server 2016 Datacenter Edition: The ability to create and run Shielded VMs and the HGS is only supported by Windows Server 2016 Datacenter
Edition.

For Admin-trusted attestation mode: You only need to have server hardware capable of running Hyper-V in Windows Server 2016 TP5 or higher.

For TPM-trusted attestation: Your servers must have TPM 2.0 and UEFI 2.3.1 and they must boot in UEFI mode. The hosts must also have secure boot enabled.

Hyper-V role: Must be installed on the guarded host. ] _
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HGS Role: Must be added to a physical host.

Generation 2 VMs.

A fabric AD domain.

An HGS AD, which in Windows Server 2016 TP5 is a separate AD infrastructure from your fabric AD.

QUESTION 24

Your network contains an Active Directory domain named contoso.com. The domain contains two servers named Serverl and Server2 that run Windows Server
2016.

The Microsoft Advanced Threat Analytics (ATA) Center service is installed on Serverl.

The domain contains the users shown in the following table.

Userl Contoso\Server Operators

User2 Contoso\Key Admins

User3 Serverl\Administrators

Userd Serverl\Network Configuration Operators

UserS Serverl\Power Users

Usert Serverl\Microsoft Advanced Tl

User7 Serverl\Microsoft Advanced 1h

User8 Serverl\Microsoft Advanced Trueat Wﬁam

You are installing ATA Gateway on Server2.
You need to specify a Gateway Registration account. Which account should you use?

BVCE
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A. Userl
B. User2
C. User3
D. User4d
E. User5
F. User6
G. User7
H. User8
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Correct Answer: F
Section: (none)
Explanation

Explanation/Reference:
https://docs.microsoft.com/en-us/advanced-threat-analytics/ata-role-groups
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Activity

Login

Provide Input for
Suspicious
Activities

Change status of
Suspicious
Activities

Share/Export
suspicious activity
via email/get link

Change status of
Monitoring Alerts

Update ATA
Configuration

Microsoft Advanced
Threat Analytics
Administrators

Available

Available

Available

Available

Available

Available

Gateway — Add

Gateway — Delete

Available

Available

Microsoft
Advanced Threat
Analytics Users

Available

Available

Available

Available

Available

Not available

Mot available

MNot available
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Microsoft
Advanced Threat
Analytics Viewers

Available

Not available

MNot available

Not available

Mot available
Not available

MNot available

Mot available
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The user who installed ATA will be able to access the management portal (ATA Center) as members of the "Microsoft Advanced Threat Analytics Administrators”
local group on the ATA Center server.

QUESTION 25
You are building a guarded fabric.You need to configure Admin-trusted attestation.
Which cmdlet should you use?

Add-HgsAttestationHostGroup
Add-HgsAttestationTpmHost
Add-HgsAttestationClIPolicy
Add-HgsAttestationTpmPolicy

Cow»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Authorize Hyper-V hosts using Admin-trusted attestation https://docs.microsoft.com/en-us/windows-server/virtualization/guarded-fabric-shielded-vm/guarded-fabric-
add-host-information-for-admin-trusted-attestation

QUESTION 26
The network contains an Active Directory domain hamed contoso.com. The domain contains the servers configured as shown in the following table.
Server
Domain ‘workgroup Configuration
name -
Serverl Domain Windows Server Update Services (WSUS) server
Server2 Domain Server that has a Trusted Platform Module (TPM)
< 3 I = uMemEA)bersewermtvnubeconﬁguredforhstEnoughAdmmstrahon
Serverd4 Domain Application server
ServerS Workgroup Web server
VM1 Domain Generation 2 virtual machine
VM2 Domain DHCP server

All servers run Windows Server 2016. All client computers run Windows 10 and are domain members.

All laptops are protected by using BitLocker Drive Encryption (BitLocker).

You have an organizational unit (OU) named OU1 that contains the computer accounts of application servers.
An OU named OU2 contains the computer accounts of the computers in the marketing department.

A Group Policy object (GPO) named GP1 is linked to OU1.

A GPO named GP2 is linked to OU2.

All computers receive updates from Serverl.
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You create an update rule named Updatel.
You need to create an Encrypting File System (EFS) data recovery certificate and then add the certificate as an EFS data recovery agent on Server5.
What should you use on Server5? To answer, select the appropriate options in the answer area.

To create the EFS data recovery certificate: Certreq

To create the EFS data recovery certificate: Certutil

To create the EFS data recovery certificate: Cipher

To create the EFS data recovery certificate: Efsui

To add the certificate as an EFS data recovery agent: File Explorer

To add the certificate as an EFS data recovery agent: File Server Resource Manager
To add the certificate as an EFS data recovery agent: Local Group Policy Editor

To add the certificate as an EFS data recovery agent: Server Manager

ITOmMmMOO W2

Correct Answer: CG
Section: (none)
Explanation

Explanation/Reference:
https://docs.microsoft.com/en-us/windows/threat-protection/windows-information-protection/create-and-verify-an-efs-dra-certificate
cipher /R

QUESTION 27
The network contains an Active Directory domain named contoso.com. The domain contains the servers configured as shown in the following table.
Server
Domain or workgroup Configuration
name s
Serverl Domain Windows Server Update Services (WSUS) server
Server2 Domain Server that has a Trusted Platform Module (TPM)
- 3 - in z::)nbersewerulatmubecmﬁguredforhstEnoughAdmmsmuon
Serverd4 Domain Application server
ServerS Workgroup Web server
VM1l Domain Generation 2 virtual machine
VM2 Domain DHCP server

All servers run Windows Server 2016. All client computers run Windows 10 and are domain members.

All laptops are protected by using BitLocker Drive Encryption (BitLocker).

You have an organizational unit (OU) named OUL1 that contains the computer accounts of application servers.
An OU named OU2 contains the computer accounts of the computers in the marketing department.

A Group Policy object (GPO) named GP1 is linked to OU1.
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All computers receive updates from Serverl.

You create an update rule named Updatel.

You need to implement BitLocker Network Unlock for all of the laptops.
Which server role should you deploy to the network?

Network Controller

Windows Deployment Services
Host Guardian Service

Device Heath Attestation

Oow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
https://docs.microsoft.com/en-us/windows/device-security/bitlocker/bitlocker-how-to-enable-network-unlock
Network Unlock core requirements

Network Unlock must meet mandatory hardware and software requirements-before-the feature can automatically unlock domain joined systems. These
requirements include:

You must be running at least Windows 8 or Windows Server 2012.

Any supported operating system with UEFI DHCP drivers can be Network Unlock clients.

A server running the Windows Deployment Services (WDS) role on any supported server operating system.
BitLocker Network Unlock optional feature installed on any supported server operating system.

A DHCP server, separate from the WDS server.

Properly configured public/private key pairing.

Network Unlock Group Policy settings configured.

QUESTION 28
The network contains an Active Directory domain named contoso.com. The domain contains the servers configured as shown in the following table.
Server
Domain or workgroup Configuration
name e
Serverl Domain Windows Server Update Services (WSUS) server
Server2 Domain Server that has a Trusted Platform Module (TPM)
< 3 - in zaee;)nberserverthatmubeconﬁguredfofjustﬁnoughmmsuanon
Serverd4 Domain Application server
ServerS Workgroup Web server
VM1 Domain Generation 2 virtual machine
VM2 Domain DHCP server
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All servers run Windows Server 2016. All client computers run Windows 10 and are domain members.

All laptops are protected by using BitLocker Drive Encryption (BitLocker).

You have an organizational unit (OU) named OUL1 that contains the computer accounts of application servers.

An OU named OU2 contains the computer accounts of the computers in the marketing department.

A Group Policy object (GPO) named GP1 is linked to OU1.

A GPO named GP2 is linked to OU2.

All computers receive updates from Serverl.

You create an update rule named Updatel.

You need to ensure that you can view Windows PowerShell code that was generated dynamically and executed on the computers in OU1.
What would you configure in GP1?

Object Access\Audit Application Generated from the advanced audit policy

Turn on PowerShell Script Block Logging from the PowerShell settings

Turn on Module Logging from the PowerShell settings

Object Access\Audit Other Object Access Events from the advanced audit policv

Cow»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference: https://docs.microsoft.com/en-

us/powershell/wmf/5.0/audit_script

While Windows PowerShell already has the LogPipelineExecutionDetails Group Policy setting to log the invocation of cmdlets, PowerShell’s scripting language has
plenty of features that you might want to log and/or audit.

The new Detailed Script Tracing feature lets you enable detailed tracking and analysis of Windows PowerShell scripting use on a system.

After you enable detailed script tracing, Windows PowerShell logs all script blocks to the ETW event log, Microsoft-Windows-PowerShell/Operational.

If a script block creates another script block (for example, a script that calls the Invoke-Expression cmdlet on a string), that resulting script block is logged as well.
Logging of these events can be enabled through the Turn on PowerShell Script Block Logging Group Policy setting (in Administrative Templates -> Windows
Components -> Windows PowerShell).

QUESTION 29
The network contains an Active Directory domain named contoso.com. The domain contains the servers configured as shown in the following table.
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Server
name

Configuration

Serverl Domain

Windows Server Update Services (WSUS) server

Server2 Domain

Server that has a Trusted Platform Module (TPM)

Server3 Domain

Member server that will be configured for Just Enough Administration
UEA)

Serverd4 Domain Application server

ServerS Workgroup Web server

VM1l Domain Generation 2 virtual machine
VM2 Domain DHCP server

All servers run Windows Server 2016. All client computers run Windows 10 and are domain members.
All laptops are protected by using BitLocker Drive Encryption (BitLocker).
You have an organizational unit (OU) named OUL1 that contains the computer accounts of application servers.

An OU named OU2 contains the computer accounts of the computers in the marketing department.

A Group Policy object (GPO) named GP1 is linked to OU1.

A GPO named GP2 is linked to OU2.
All computers receive updates from Serverl.
You create an update rule named Updatel.

You need to ensure that AppLocker rules will apply to the marketing department computers. What should you do?

©Cow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

From the properties of OU2, modify the Security settings.

In GP2, configure the Startup type for the Application Identity service.

From the properties of OU2, modify the COM+ partition Set

In GP2, configure the Startup type for the Application Management service.

https://docs.microsoft.com/en-us/windows/device-security/applocker/configure-the-application-identity-service
Because AppLocker uses this service "Application Identity" to verify the attributes of a file, you must configure it to start automatically in at least one Group Policy

object (GPO) that applies AppLocker rules.

QUESTION 30

The network contains an Active Directory domain named contoso.com. The domain contains the servers configured as shown in the following table.
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Server

name S S " EON -
Serverl Domain Windows Server Update Services (WSUS) server
Server2 Domain Server that has a Trusted Platform Module (TPM)
< 3 I in aMemmberseweru\atmnbeconﬁgcnedforJustEnoughAdmnstranon
ServerS Workgroup Web server
VM1 Domain Generation 2 virtual machine
VM2 Domain DHCP server

All servers run Windows Server 2016. All client computers run Windows 10 and are domain members.

All laptops are protected by using BitLocker Drive Encryption (BitLocker).

You have an organizational unit (OU) named OUL that contains the computer accounts of application servers.
An OU named OU2 contains the computer accounts of the computers in the marketing department.

A Group Policy object (GPO) named GP1 is linked to OU1.

A GPO named GP2 is linked to OU2.

All computers receive updates from Serverl.

You create an update rule named Updatel.

You need to create a Role Capability file on Server3. Which file should you create?

Filel.xml
Filel.ini
Filel.ps1
Filel.psrc

©Cow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

QUESTION 31

Your network contains an Active Directory domain named contoso.com.

The domain contains two servers named Serverl and Server2 that run Windows Server 2016.

Serverl is configured as a domain controller.

You configure Serverl as a Just Enough Administration (JEA) endpoint. You configure the required JEA rights for a user named
Userl. You need to tell Userl how to manage Active Directory objects from Server2. What should you tell User1 to do first on

Server2?
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From Windows PowerShell, run the Enter-PSSession cmdlet.

Install the management consoles for Active Directory, and then launch Active Directory Users and Computers.
From a command prompt run ntdsutil.exe.

From Windows PowerShell, run the Import-Module cmdlet

Oow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

QUESTION 32

Your network contains an Active Directory domain named contoso.com. The domain contains 100 servers.

You deploy the Local Administrator Password Solution (LAPS) to the network.

You discover that the members of a group named FinanceAdministrators can view the password of the local Administrator accounts on the servers in an
organizational unit (OU) named FinanceServers.

You need to prevent the FinanceAdministrators members from.viewing the local administrators' passwords on the servers in FinanceServers.

Which permission should you remove from FinanceAdministrators?

List contents

All extended rights
Read all properties
Read permissions

Oow»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference: https://blogs.technet.microsoft.com/askpfeplat/2015/12/28/local-administrator-password-solution-laps-implementation-hints-and-security-
nerd-commentaryincludingmini-threat-model/

Access to the password is granted via the “Control Access” right on the attribute.

Control Access is an “Extended Right” in Active Directory, which means if a user has been granted the “All Extended Rights” permission they’'ll be able to see
passwords even if you didn’t give them permission.

QUESTION 33

Your network contains an Active Directory domain named contoso.com.

The domain contains 10 servers that run Windows Server 2016 and 800 client computers that run Windows 10.
You need to configure the domain to meet the following requirements:

-Users must be locked out from their computer if they enter an incorrect password twice.
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-Users must only be able to unlock a locked account by using a one-time password that is sent to their mobile phone.
You deploy all the components of Microsoft Identity Manager (MIM) 2016.
Which three actions should you perform before you deploy the MIM add-ins and extensions? Each correct answer presents part of the solution.

From a Group Policy object (GPO), configure Public Key Policies

Deploy a Multi-Factor Authentication provider and copy the required certificates to the MIM server.
From the MIM Portal, configure the Password Reset AuthN Workflow.

Deploy a Multi-Factor Authentication provider and copy the required certificates to the client computers.
From a Group Policy object (GPO), configure Security Settings.

moow>»

Correct Answer: BCE
Section: (none)
Explanation

Explanation/Reference:

-Users must be locked out from their computer if they enter an incorrect password twice. (E)

-Users must only be able to unlock a locked account by using a one-time password that is sent to their mobile phone. (B and C), detailed configuration process in
the following web page. https://docs.microsoft.com/en-us/microsoft-identity-manager/working-with-self-service-password-reset#prepare-mim-to-work-with-multi-
factor-authentication

QUESTION 34

Your network contains an Active Directory forest named contoso.com. The forest functional level is Windows Server 2012,

The forest contains 20 member servers that are configured as file servers. All domain controllers run Windows Server 2016.

You create a new forest named contosoadmin.com.

You need to use the Enhanced Security Administrative Environment (ESAE) approach for the administration of the resources in contoso.com.
Which two actions should you perform? Each correct answer presents part of the solution.

From the properties of the trust, enable selective authentication.
Configure contosoadmin.com to trust contoso.com.

Configure contoso.com to trust contosoadmin.com.

From the properties of the trust, enable forest-wide authentication.
. Configure a two-way trust between both forests.

Correct Answer: AC

Section: (none)

Explanation

moowp»

Explanation/Reference:
https://docs.microsoft.com/en-us/windows-server/identity/securing-privileged-access/securing-privileged-access-reference-material#ESAE_BM
Trust configurations - Configure trust from managed forests(s) or domain(s) to the administrative forest
A one-way trust is required from production environment to the admin forest. This can be a domain trust or a forest trust.
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The admin forest/domain (contosoadmin.com) does not need to trust the managed domains/forests (contoso.com) to manage Active Directory, though additional
applications may require a two-way trust relationship, security validation, and testing.
Selective authentication should be used to restrict accounts in the admin forest to only logging on to the appropriate production hosts.

QUESTION 35
You implement Just Enough Administration (JEA) on several file servers that run Windows Server 2016.
The Role Capability file from a server named Server5 contains the following code.
VisibleCmdlets = "Set-Acl”,
&{
Name = "Stop-Process’
Parameters = §{ Name = "Name'; ValidateSet = ‘proc’ }
) 5
‘SmbShare\Set-*"
‘SmbShare\Get-*"

Which action can be performed by a user who connects to Server5?

Create a new file share.

Modify the properties of any share.

Stop any process.

View the NTFS permissions of any folder.

Oowe>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
https://docs.microsoft.com/en-us/powershell/jea/role-capabilities
Focus on the 3rd Visible Cmdlets in this question 'SmbShare\Set-*'

The PowerShell "SmbShare" module has the following "Set-*" cmdlets, as reported by "Get-Command -Module SmbShare" command:-

Set-SmbBandwidthLimit
Set-SmbClientConfiguration
Set-SmbPathAc]
Set-SmbServerConfiguration
Set-SmbShare

The "Set-SmbShare" cmdlet is then visible on Server5's JEA endpoint, and allows JEA users to modify the properties of any file share.
https://technet.microsoft.com/en-us/itpro/powershell/windows/smbshare/set-smbshare

QUESTION 36
Your network contains an Active Directory domain named contoso.com. All servers in the domain run Windows Server 2016.

All client computers run Windows 10.
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Your company has deployed the Local Administrator Password Solution (LAPS).

Client computers in the finance department are located in an organizational unit (OU) named Finance.
Each finance computer has a custom administrative account named FinAdmin.

You discover that the FinAdmin accounts are not managed by LAPS.

You need to ensure that the FinAdmin accounts are managed by LAPS. What should you do?
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On the finance computers, register the AdmPwd.ps Windows PowerShell module and then run the Reset-AdmPwdPassword cmdlet
Modify the Password Policy in a Group Policy object (GPO).

Modify the LAPS settings in a Group Policy object (GPO).

On the finance computers. rename the FinAdmin accounts to Administrator.
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Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
Use the GPO Setting "Name of administrator account to manage” for LAPS to manage secondary administrative accounts which is not named as "Administrator"”
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=] Configure LAPS Policy Setting
4 A Computer Configuration i-| Password Settings

4[] Policies iz, Name of administrator account to manage

b | Software Settings
b | Windows Settings
4 [ Administrative Templates: Pol
[> . Control Panel

1 LAPS |
[> Network

iz| Enable local admin password management

QUESTION 37

You have a Hyper-V host named Serverl that runs Windows Server 2016./A-new security palicy states that all the virtual machines must be encrypted.

Serverl hosts the virtual machines configured as shown in the following table.

iz| Do not allow password expiration time longer than required ...

VM1 Windows Server 2012 R2 Standard Generation 2 7.0
VM2 Windows Server 2012 R2 Datacenter | Generation 1 7.1
VM3 Windows Server 2016 Standard Generation 2 5.0

An administrator runs the following commands.

Get -VM | Stop-VM

Get -VM | Update-VMVersion

Get -VM | Start-VM

Which of the following statements are true? Choose Three.

A. You can configure VM1 as an encryption-supported virtual machine: Yes
B. You can configure VM1 as an encryption-supported virtual machine: No
C. You can configure VM2 as an encryption-supported virtual machine: Yes

D. You can configure VM2 as an encryption-supported virtual machine: No E. You can configure VM3 as an
encryption-supported virtual machine: Yes

F. You can configure VM3 as an encryption-supported virtual machine: No
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Correct Answer: ACE
Section: (none)
Explanation

Explanation/Reference:

After the "Update-VMVersion" is executed against all three virtual machines, they become:VM1

Generation 2 Version 8

VM2 Generation 1 Version 8

VM3 Generation 2 Version 8

Pay attention to VM2, and the question has not mention to use TPM protector. You can configure this VM as Encryption Supported by using a Key Storage Drive
added to the virtual machine setting.
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PS C:\WINDOWS\system32> Get-WM | FL

: 2012R2_G1_v8

: Off

= e

I
MemoryDemand : 0
MemoryStatus
Uptime : 00:00:00
Status s 000d
ReplicationState : Disabled
Generation e

PS C:\WINDOWS\system32> Get-VM | Get-VWMKeyStorageDrive

ControllerLocation : 1
ControllerNumber 20
ControllerType : IDE

00 on IDE controller number 0 at location 1

PoolName -
Id : Microsoft:824779CC-3D03-4A5E-B324<F /CF518F5C5E \83F3638E-80CA-4152-9EDA-2CA8B33039B4\0\1\D
WMId 1 824779cc-3d03-4a5e-b324-f7cf518f5c5e
: 2012R2_G1_v8
: 00000000-0000-0000-0000-000000000000
VMSnapshotName
CimSession : CimSession: .
ComputerName : TIGERPOWERBOOK
IsDeleted : False
WMCheckpointId : 00000000-0000-0000-0000-000000000000
VWMCheckpointName

PS C:\WINDOWS\system32> _

Within the guest, there is no Virtual TPM
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VX Administrator: Windows PowerShell

Windows PowerShe
opyright (C) 2013 Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator> Get-BitLockerVolume

ComputerName: WIN-DUGBAU7QUV2

‘'olumeType Mount CapacityGB VolumeStatus Encryption KeyProtector AutoUnlock Protecti
Percentage

BOperatingSystem C: 126.66 FullyEncrypted

PS C:\Users\Administrator>

QUESTION 38

Your network contains an Active Directory domain.

Microsoft Advanced Threat Analytics (ATA) is deployed to the domain.

A database administrator named DBA1 suspects that her userjaccount was-compromised.

Which three events can you identify by using ATA? Each correct answer presents.a complete solution.

Spam messages received by DBAL.

Phishing attempts that targeted DBA1

The last time DBAL experienced a failed logon attempt
Domain computers into which DBA1 recently signed.
Servers that DBAL recently accessed.

moow>»

Correct Answer: CDE
Section: (none)
Explanation

Explanation/Reference:

https://docs.microsoft.com/en-us/advanced-threat-analytics/ata-threats

Suspicious authentication failures (Behavioral brute force)

Attackers attempt to use brute force on credentials to compromise accounts.

ATA raises an alert when abnormal failed authentication behavior is detected.

Abnormal behavior

Lateral movement is a technique often used by attackers, to move between devices and areas in the victim’s network to gain access to privileged credentials or

sensitive information of interest to the attacker. ATA is able to detect lateral movement by analyzing the behavior of users, devices and their relationship inside the

corporate network, and detect on any abnormal access patterns which may indicate a lateral movement performed by an attacker.

https://gallery.technet.microsoft.com/ATA-Playbook-ef0a8e38/view/Reviews ATA Suspicious Activity Playbook Page 35 Action: Attempt to authenticate to DC1
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QUESTION 39

You have a server named Serverl that runs Windows Server 2016.

You need to identify whether any inbound rules on Serverl require that users be authenticated before they can connect to the server.
Which cmdlet should you use?

Get-NetlPSecRule
Get-NetFirewallRule
Get-NetFirewallProfile
Get-NetFirewallSetting
Get-NetFirewallPortFilter
Get-NetFirewallAddressFilter
Get-NetFirewallApplicationFilter

GmMmooOw>

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
The complete cmdlet to perform the required action:-

PS C:\> Get-NetFirewalTRule -DispiayName TEST | Get-NetEirewaiiSecunityEilten
Authentication : Required

Encryption : NotRequired

OverrideBlockRules : False

LocalUser : Any

Remotelser : Any

RemoteMachine : Any

PS C:\>

QUESTION 40

You have a server named Serverl that runs Windows Server 2016.
You need to identify the default action for the inbound traffic when Serverl connects to the domain.
Which cmdlet should you use?

Get-NetlPSecRule
Get-NetFirewallRule
Get-NetFirewallProfile
Get-NetFirewallSetting

Get-NetFirewallPortFilter ! :
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F. Get-NetFirewallAddressFilter
G. Get-NetFirewallApplicationFilter

Correct Answer: C
Section: (hone)
Explanation

Explanation/Reference:

PS C:'\> Get-NetFirewallProfile Domain

Name : Domain

Enabled : False

DefaultInboundAction : NotConfigured

DefaultOutboundAction : NotConfigured

ATTowInboundRules : NotConfigured

AllowLocalFirewallRules : NotConfigured

AllowLocalIPsecRules : NotConfigured

AllowUserApps : NotConfigured

ATlowUserPorts : NotConfigured

IATTowUnicastResponseToMulticast : NotConfigured

NotifyOnListen : False

EnableStealthModeForIPsec : NotConfigured :
LogFileName : %systemroot%\system32\LogFiles\Firewal T pfirewall Tog
LogMaxSizeKilobytes : 4096

LogAllowed : False

LogBlocked : False

LogIgnored : NotConfigured

DisabiedInterfaceAliases : {NotConfigured}

QUESTION 41

Your network contains an Active Directory domain named contoso.com. The domain contains a server named Serverl that has
Microsoft Security Compliance Manager (SCM) 4.0 installed. The domain contains domain controllers that run Windows Server 2016.
A Group Policy object (GPO) named GPOL1 is applied to all of the domain controllers.

GPOL1 has a Globally Unique Identifier (GUID) of 7ABCDEFG-1234-5678-90AB-005056123456.

You need to create a new baseline that contains the settings from GPO1. What should you do first?

Copy the \\contoso.com\sysvol\contoso.com\Policies{7ABCDEFG-1234-5678-90AB-005056123456} folder to Serverl.
From Group Policy Management, create a backup of GPO1.

From Windows PowerShell, run the Copy-GPO cmdlet

Modify the permissions of the \\contoso.com\sysvol\contoso.com\Policies\{7ABCDEFG-1234-5678-90AB-005056123456}

OO w2

Correct Answer: B
Section: (none)
Explanation
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Explanation/Reference:

https://technet.microsoft.com/en-us/library/hh489604.aspx

Import Your GPOs

You can import current settings from your GPOs and compare these to the Microsoft recommended best practices.

Start with a GPO backup that you would commonly create in the Group Policy Management Console (GPMC).

Take note of the folder to which the backup is saved. In SCM, select GPO Backup, browse to the GPO folder’s Globally Unique Identifier (GUID) and select a
name for the GPO when it’s imported.

SCM will preserve any ADM files and GP Preference files (those with non-security settings that SCM doesn’t parse) you’re storing with your GPO backups.

It saves them in a subfolder within the user’s public folder. When you export the baseline as a GPO again, it also restores all the associated files.

QUESTION 42

Your network contains an Active Directory domain named contoso.com.

The domain contains a server named Servers that has the Windows Server Update Services server role installed.

You need to configure Windows Server Update Services (WSUS) on Servers to use SSL.

You install a certificate in the local Computer store. Which two tools should you use? Each correct answer presents part of the solution.

Wsusutil

Netsh

Internet Information Services (11S) Manager
Server Manager

Update Services

moow»

Correct Answer: AC
Section: (none)
Explanation

Explanation/Reference:

By IIS Manager and "wsusultil configuress|" command

https://technet.microsoft.com/en-us/library/bb633246.aspx

To configure SSL on the WSUS server by using IIS 7.0

1) On the WSUS server, open Internet Information Services (IIS) Manager.

2) Expand Sites, and then expand the Web site for the WSUS server. We recommend that you use the WSUS Administration custom Web site, but the default
Web site might have been chosen when WSUS was being installed.

3) Perform the following steps on the APIRemoting30, ClientWebService, DSSAuthWebService, ServerSyncWebService, and SimpleAuthWebService virtual
directories that reside under the WSUS Web site.

In Features View, double-click SSL Settings.

On the SSL Settings page, select the Require SSL checkbox. Ensure that Client certificates is set to Ignore.

In the Actions pane, click Apply.

4) Close Internet Information Services (IIS) Manager.

5) Run the following command from <WSUS Installation Folder>\Tools: WSUSUtil.exe configuressl <Intranet FQDN of the software update point site
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QUESTION 43

Your network contains an Active Directory domain named contoso.com. All servers run Windows Server 2016.

You need to prevent direct .NET scripts invoked by interactive Windows PowerShell sessions from running on the servers.
What should you do for each server?

Create an AppLocker rule.

Create a Code Integrity rule.

Disable PowerShell Remoting.

Modify the local Kerberos policy settings.

©Cow»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
The most accurate way to do so is to configure a PowerShell execution policy, however, answers of this question do not provide this choice.
As Answer A,B and D are completely irrelevant, only answer C could achieve what the question requires. Answer C prevents all interactive remote PowerShell

sessions.

QUESTION 44

Your network contains an Active Directory domain hamed contoso.com.

The domain contains 1,000 client computers that run either Windows 8.1 or Windows 10.

You have a Windows Server Update Services (WSUS) deployment All client computers receive updates from WSUS.
You deploy a new WSUS server named WSUS2.

You need to configure all of the client computers that run Windows 10 to send WSUS reporting data to WSUS2.
What should you configure?

an approval rule

a computer group

a Group Policy object (GPO)
a synchronization rule

OO w >

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
https://technet.microsoft.com/en-us/library/cc708574(v=ws.10).aspx Under "Set
the intranet update service for detecting updates”, type http://wsus:8530

Under "Set the intranet statistifs server" %o? http://wsus2:853 ! :
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QUESTION 45

Your network contains an Active Directory domain named contoso.com.

The domain contains a server named Serverl that runs Windows Server 2016.

You need to prevent NTLM authentication on Serverl.

Solution: From Windows PowerShell, you run the Disable-WindowsOptionalFeature cmdlet.
Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/

On Client, the PowerShell approach (Disable-WindowsOptionalFeature -Online -FeatureName smblprotocol)
Disable-WindowsOptionalFeature -Online -FeatureName smblprotocol

-

PS C:\> Disable-WindowsOptionalFeature { A SMB1Protocol |

Path

online : True
RestartNeeded : False

However, the question asks about Server!
On Server, the PowerShell approach (Remove-WindowsFeature FS-SMB1): Remove-
WindowsFeature FS-SMB1

EX Adminstrator: Windows PowerShell
PS C:\>
PS C:\> Remove-WindowsFeature -! FS-SMB1

Success Restart Needed Exit Code Feature Result
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Even if SMB1 is removed, SMB2 and SMB3 could still run NTLM authentication! Therefore, answer is a "NO".

QUESTION 46

Your network contains an Active Directory domain named contoso.com.

The domain contains a computer named Computerl that runs Windows 10.

The network uses the 172.16.0.0/16 address space.

Computerl has an application named Appl.exe that is located in D:\Apps\.

Appl.exe is configured to accept connections on TCP port 8080.

You need to ensure that Appl.exe can accept connections only when Computerl is connected to the corporate network.

Solution: You configure an inbound rule that allows the TCP protocol on port 8080, uses a scope of 172.16.0.0/16 for local IP addresses, and applies to a private
profile.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

"You need to ensure that Appl.exe can accept connections only when Computerl is connected to the corporate network.", you should create the firewall rule for
"Domain" profile instead, not the "Private" profile.

Reference:

https://technet.microsoft.com/en-us/library/getting-started-wfas-firewall-profiles-ipsec(v=ws.10).aspx
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A firawall profile is a way of grouping settings, such as firewall rules and connection security rules, which are applied to the computer depending on
where the computer is connected. On computers running this version of Windows, there are three profiles for Windows Firewall with Advanced Security:

Profile Description

Domain Applied to a network adapter when it is connected to a network on which it can detect a2 domain controlier of the domain to which
the computer is joined,

Private Applied tc a network adapter when it is connected to a network that is identified by the user or administrator as a private network.
A private network is one that is not connected directly to the Interneat, but is behind some kind of security device, such as a network
address translation (NAT) router or hardware firewall. Fer example, this could be 3 home network, or a business network that does
not include a domain controller. The Private profile settings should be more restrictive than the Domain profile settings,

Public Applied to a network adapter when it is connegtec 18'a publicmetork sticias these available in airports and coffee shops, When
the profile is not set to Domain or Private, tha/defauli piofile &/Rublic The Rublicprofile settings should be the most restrictive
because the computer is connected to a public netwerk where the security cannot be controlled, For example, a program that
accepts inbound connections from the Internet (like 2 file sharing pregram) may not work in the Public profile because the
Windows Firewall default setting will block all inbound cennections to programs that are not on the list of allowed programs.

QUESTION 47

Your network contains an Active Directory domain nhamed contoso.com.

The domain contains a computer named Computerl that runs Windows 10.

The network uses the 172.16.0.0/16 address space.

Computerl has an application named Appl.exe that is located in D:\Apps\.

Appl.exe is configured to accept connections on TCP port 8080.

You need to ensure that Appl.exe can accept connections only when Computerl is connected to the corporate
network. Solution: You configure an inbound rule that allows the TCP protocol on port 8080 and applies to all profiles
Does this meet the goal?

A. Yes

B. No

Correct Answer: B
Section: (none)
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Explanation/Reference:
You need to ensure that Appl.exe can accept connections only when Computerl is connected to the corporate network."
Therefore, you should not create firewall rule for all three profiles.

QUESTION 48

Your network contains an Active Directory domain named contoso.com. All client computers run Windows 10.

You plan to deploy a Remote Desktop connection solution for the client computers.

You have four available servers in the domain that can be configured as Remote Desktop servers. The servers are configured as shown in the following table.

Server name Operating system Location
Serverl Windows Server 2012 R2 on-premises
Server2 Windows Server 2016 Microsoft Azure
Server3 Windows Server 2016 on-premises
Serverd4 Windows Server 2012 R2 Microsoft Azure

You need to ensure that all Remote Desktop connections can be protected by using Remote Credential
Guard. Solution: You deploy the Remote Desktop connection solution by using Server3. Does this meet the
goal?

A. Yes
B. No

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Yes, since all client computers run Windows 10, and Server2 is Windows Server 2016 which fulfills the following requirements of using Remote Credential Guard.
https://docs.microsoft.com/en-us/windows/access-protection/remote-credential-guard

Remote Credential Guard requirements

To use Windows Defender Remote Credential Guard, the Remote Desktop client and remote host must meet the following requirements:

The Remote Desktop client device:

Must be running at least Windows 10, version 1703 to be able to supply credentials.

Must be running at least Windows 10, version 1607 or Windows Server 2016 to use the user’s signed-in credentials. This requires the user’s account be able to
sign in to both the client device and the remote host.

Must be running the Remote Desktop Classic Windows application. The Remote Desktop Universal Windows Platform application doesn't support Windows
Defender Remote Credential Guard.

Must use Kerberos authentication to connect to the remote host. If the client cannot connect to a domain controller, then RDP attempts to fall back to NTLM.
Windows Defender Remote Credential Guard does not allow NTLM fallback because this would expose credentials to risk.

The Remote Desktop remote host:

Must be running at least Windows 10, version 1607 or Windows Server 2016.
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Must allow the client's domain user to access Remote Desktop connections.
Must allow delegation of non-exportable credentials.

QUESTION 49

Your network contains an Active Directory domain named contoso.com. All client computers run Windows 10.

You plan to deploy a Remote Desktop connection solution for the client computers.

You have four available servers in the domain that can be configured as Remote Desktop servers. The servers are configured as shown in the following table.

Server name Operating system Location
Serverl Windows Server 2012 R2 on-premises
Server2 Windows Server 2016 Microsoft Azure
Server3 Windows Server 2016 on-premises
Serverd4 Windows Server 2012 R2 Microsoft Azure

You need to ensure that all Remote Desktop connections can be protected by using Remote Credential
Guard. Solution: You deploy the Remote Desktop connection solution by using Server4. Does this meet the
goal?

A. Yes
B. No

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

No, as Server4 is a Windows Server 2012R2 which does not meet the requirements of Remote Credential Guard.
https://docs.microsoft.com/en-us/windows/access-protection/remote-credential-guard

Remote Credential Guard requirements

To use Windows Defender Remote Credential Guard, the Remote Desktop client and remote host must meet the following requirements:

The Remote Desktop client device:

Must be running at least Windows 10, version 1703 to be able to supply credentials.

Must be running at least Windows 10, version 1607 or Windows Server 2016 to use the user’s signed-in credentials. This requires the user’s account be able to
sign in to both the client device and the remote host.

Must be running the Remote Desktop Classic Windows application. The Remote Desktop Universal Windows Platform application doesn't support Windows
Defender Remote Credential Guard.

Must use Kerberos authentication to connect to the remote host. If the client cannot connect to a domain controller, then RDP attempts to fall back to NTLM.
Windows Defender Remote Credential Guard does not allow NTLM fallback because this would expose credentials to risk.

The Remote Desktop remote host:

Must be running at least Windows 10, version 1607 or Windows Server 2016.

Must allow Restricted Admin connections.
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Must allow the client’'s domain user to access Remote Desktop connections.
Must allow delegation of non-exportable credentials.

QUESTION 50

You enable and configure PowerShell Script Block Logging.

You need to view which script blocks were executed by using Windows PowerShell scripts.
What should you do?

View the Microsoft-Windows-PowerShell/Operational event log.

Open the log files in %LocalAppData%\Microsoft\Windows\PowerShell.
View the Windows PowerShell event log.

Open the log files in %SYSTEMROOT%\Logs.

OO w>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
https://docs.microsoft.com/en-us/powershell/wmf/5.0/audit_script
After you enable detailed script tracing, Windows PowerShell logs all script blocks to the event log, Microsoft-Windows-PowerShell/Operational.
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QUESTION 51

. Windows PowerShell
Turn on PowerShell Script Block
Logging

Edit policy setting

Requirements:
At least Microsoft Windows 7 or
Windows Server 2008 family

Description:

This policy setting enables
logging of all PowerShell script input
to the Microsoft-Windows-
PowerShell/Operational event [og, If
you enable this policy setting,

Windows PowerShell will log the
processing of commands, script
blocks, functions, and scripts -
whether invoked interactively, or
through automation.

You have a server named Serverl that runs Windows Server 2016.
You configure Just Enough Administration (JEA) on Serverl.
You need to view a list of commands that will be available to a user named Userl when Userl establishes a JEA session to Serverl.

Which cmdlet should you use?

Trace-Command
Get-PSSessionCapability
Get-PSSessionConfiguration
. Show-Command

Correct Answer: B

Section: (none)

Explanation

o0 w»

Setting
iz| Turn on Module Logging

|z] Turn on Script Execution
|iz| Turn on PowerShell Transcription

iz) Set the default source path for Update-Help

urm on PowerShell Script Block Logging

State
Not configured
Not configured
Not configured
Not configured
Not configured

‘———-—-—

www.vceplus.com - Download A+ VCE (latest) free Open VCE Exams - VCE to PDF Converter - VCE Exam Simulator - VCE Online


https://vceplus.com/
https://vceplus.com/
https://vceplus.com/

Explanation/Reference:

https://docs.microsoft.com/en-us/powershell/module/Microsoft. PowerShell.Core/get-pssessioncapability?view=powershell-5.0.

The Get-PSSessionCapability cmdlet gets the capabilities of a specific user on a constrained session configuration.

Use this cmdlet to audit customized session configurations for users.

Starting in Windows PowerShell 5.0, you can use the RoleDefinitions property in a session configuration (.pssc) file.

Using this property lets you grant users different capabilities on a single constrained endpoint based on group membership.

The Get-PSSessionCapability cmdlet reduces complexity when auditing these endpoints by letting you determine the exact capabilities granted to a user.
This command is used by I.T. Administrator (The "You" mention in the question) to verify configuration for a User.

QUESTION 52

Your network contains an Active Directory domain named contoso.com. The domain contains a server named Serverl that runs Windows Server
2016. The local administrator credentials of Serverl are managed by using the Local Administrator Password Solution (LAPS). You need to retrieve
the password of the Administrator account on Serverl. What should you do?

VCEp
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From Active Directory Users and Computers, open the properties of Serverl and view the value of the ms-Mcs-AdmPwd attribute.
From Active Directory Users and Computers, open the properties of Administrator and view the value of the userPassword attribute.
From Windows PovverShell on Serverl, run the Get-ADUser cmdlet and specify the -Credential parameter.

From Windows PowerShell on Serverl, run the Get-ADFineGrainedPasswordPolicy cmdlet and specify the -Credential parameter.

Cow»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
The "ms-Mcs-AdmPwd" attribute of a computer account in Active Directory Users and Computers stores the local Administrator password of a computer, which is
configured by LAPS.
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General | Opersting System | MemberOf | Delegation | Password Replication |
location | ManagedBy | Object | Secuity | Diakin | Attribute Edior

Attributes:
Attribute Value A
mslmaging-HashAlgorithm <not set> ‘
msimaging-Thumbprint Hash <not set>
ms-Mcs-AdmPwd J0SPubtiu1.R
ms-Mcs-AdmPwdExpirationTime . 130757069158476163
Digests <not set>
mSMQDigestsMig <not set>
mSMQSignCertificates <not set>
mSMQSignCertificatesMig <not set>
msNPAllowDialin <not set>
msNPCaliingStation|D <not set> |
msNPSavedCalingStationlD <ot set> : I
msPKlAccountCredentials <not set>
msPKl-CredentialRoaming Tokens  <niot set> |
msPKIDPAPIMasterKeys <not set>
1< m 1

B eednareviot net

QUESTION 53

You have a server named Serverl that runs Windows Server 2016.

You need to install Security Compliance Manager (SCM) 4.0 on Serverl.
What should you install on Serverl first?

the .NET Framework 3.5 Features feature

the Active Directory Rights Management Services server role
the Remote Server Administration Tools feature

the Group Policy Management feature

o0 w»

Correct Answer: A
Section: (none)
Explanation
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Explanation/Reference:

QUESTION 54

Your network contains an Active Directory domain named contoso.com. The domain contains a server named Serverl.

On Serverl, administrators plan to use several scripts that have the .ps1 extension.

You need to ensure that when code is generated from the scripts, an event containing the details of the code is logged in the Operational log.
Which Group Policy setting or settings should you configure?

Enable Protected Event Logging

Audit Process Creation and Audit Process Termination
Turn on PovverShell Script Block Logging

Turn on PowerShell Transcription
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Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

https://docs.microsoft.com/en-us/powershell/wmf/5.0/audit_script

The new Detailed Script Tracing feature lets you enable detailed tracking and analysis of Windows PowerShell scripting use on a system.

After you enable detailed script tracing, Windows PowerShell logs all script blocks to the ETW event log, Microsoft-Windows-PowerShell/Operational.

If a script block creates another script block (for example, a script that calls the Invoke-Expression cmdlet on a string), that resulting script block is logged as
well. Logging of these events can be enabled through the Turn on PowerShell Script Block Logging Group Policy setting (in GPO Administrative Templates
-> Windows Components -> Windows PowerShell).

Answer D is incorrect, since Transcription (Start-Transcript -path <FilePath>) uses a custom output location instead of Event Viewer \ Operational Log

QUESTION 55

Your network contains an Active Directory domain named contoso.com.

The domain contains two servers named Serverl and Server2 that run Windows Server 2016.
You need to install Microsoft Advanced Threat Analytics (ATA) on Serverl and Server2.
Which four actions should you perform in sequence?

Build List and Reorder:
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Ordered List Title Answer Choices Title

-] Install the ATA Center.
_"J Install the ATA Gateway.
Install the ATA Lightweight Gateway.
Install Microsoft Message Analyzer.
<< Move | "
\Configure the ATA Gateway domain
Remove >>| [connectivity settings.

‘Set the ATA Gateway configuration
\settings

Correct Answer: e
Install the ATA Center:
élnstall the ATA Gateway
|Set the ATA Gateway configuration settings
Install the ATA Lightweight Gateway.

Section: (none)
Explanation

Explanation/Reference:

Correct Order of Actions:-

1. Install ATA Center (on Serverl for example)

2. Install ATA Gateway (on Server2 for example, if Server2 has internet connectivity)

3. Set the ATA Gateway configuration settings. (Register Server2 ATA Gateway to Serverl's ATA Center)

4. Install the ATA Lightweight Gateway.

Since there are not switch-based port mirroring choice used to capture domain controller's inbound and outbound traffic,
installing ATA Lightweight Gateway on DCs to forward security related events to ATA Center is necessary.
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Domain Controller with

ATA Lightweight Gateway
DC |

ATA Gateway

Server2

D)

ATA Center

Serverl

QUESTION 56

Your network contains an Active Directory forest named contoso.com.

The network is connected to the Internet.

You have 100 point-of-sale (POS) devices that run Windows 10. The devices cannot access the Internet.
You deploy Microsoft Operations Management Suite (OMS).

You need to use OMS to collect and analyze data from the POS devices.

What should you do first?

Deploy Windows Server Gateway to the network.

Install the OMS Log Analytics Forwarder on the network.

Install Microsoft Data Management Gateway on the network.

Add the Microsoft NDIS Capture service to the network adapter of the devices.
Install the Simple Network Management Protocol (SNMP) feature on the devices.
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Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

https://docs.microsoft.com/en-us/azure/log-analytics/log-analytics-oms-gateway

OMS Log Analytics Forwarder = OMS Gateway

If your IT security policies do not allow computers on your network to connect to the Internet, such as point of sale (POS) devices, or servers supporting IT
services, but you need to connect them to OMS to manage and monitor them, they can be configured to communicate directly with the OMS Gateway (previous
called "OMS Log Analytics Fowarder") to receive configuration and forward data on their behalf.

QUESTION 57

Your network contains an Active Directory domain hamed contoso.com.

You deploy a server named Serverl that runs Windows Server 2016. Serverl is in a workgroup.

You need to collect the logs from Serverl by using Log Analytics in Microsoft Operations Management Suite (OMS).
What should you do first?

Join Serverl to the domain.

Create a Data Collector Set.

Install Microsoft Monitoring Agent on Serverl.
Create an event subscription.

©Cow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
https://docs.microsoft.com/en-us/azure/log-analytics/log-analytics-windows-agents
You need to install and connect Microsoft Monitoring Agent for all of the computers that you
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You can install the OMS MMA on stand-alone computers, servers, and virtual machines.

QUESTION 58
Your network contains an Active Directory domain hamed contoso.com.
The domain contains 10 computers that are in an organizational unit (OU) named OUL.

You deploy the Local Administrator Password Solution (LAPS) client to the computers.

You link a Group Policy object (GPO) named GPOL1 to OU1, and you configure the LAPS password policy settings in GPOL1.
You need to ensure that the administrator passwords on the computers in OU1 are managed by using LAPS.

Which two actions should you perform? Each correct answer presents part of the solution.

Restart the domain controller that hosts the PDC emulator role.
Update the Active Directory Schema.

Enable LDAP encryption on the domain controllers.

Restart the computers.

. Modify the permissions on OU1.

Correct Answer: BE

Section: (none)
Explanation

moowp»
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Explanation/Reference:

QUESTION 59

You have a guarded fabric and a Host Guardian Service server named HGS1.

You deploy a Hyper-V host named Hyperl, and configure Hyperl as part of the guarded fabric.

You plan to deploy the first shielded virtual machine. You need to ensure that you can run the virtual machine on Hyper1l.
What should you do?

On Hyperl, run the Invoke-WebRequest cmdlet, and then run the Import-HgsGuardian cmdlet.

On HGS1, run the Invoke-WebRequest cmdlet, and then run the Import-HgsGuardian cmdlet.

On Hyperl, run the Export-HgsKeyProtectionState cmdlet, and then run the Import-HgsGuardian cmdlet.
On HGS1, run the Export-HgsKeyProtectionState cmdlet, and then run the Import-HgsGuardian cmdlet

Oow»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
https://blogs.technet.microsoft.com/datacentersecurity/2016/06/06/step-by-step-creating-shielded-vms-without-vmm/
The first step is to get the HGS guardian metadata from the HGS 'server, 'and use it'to create the Key' protector. To do this, run the following PowerShell command
on a guarded host or any machine that can reach the HGS server:

Invoke-WebRequest http://<HGSServer'>FQDN>/KeyProtection/service/metadata/2014-07/metadata.xml -OutFile C:\HGSGuardian.xml
Shield the VM

Each shielded VM has a Key Protector which contains one owner guardian, and one or more HGS guardians.

The steps below illustrate the process of getting the guardians, create the Key Protector in order to shield the VM.
Run the following cmdlets on a tenant host "Hyper1":

# SVM is the VM name which to be shielded

$VMName = 'SVM'

# Turn off the VM first. You can only shield a VM when it is powered off

Stop-VM —-VMName $VMName

# Create an owner self-signed certificate

$Owner = New-HgsGuardian —Name 'Owner' —GenerateCertificates

# Import the HGS guardian

$Guardian = Import-HgsGuardian -Path 'C:\HGSGuardian.xml' -Name 'TestFabric' —AllowUntrustedRoot

# Create a Key Protector, which defines which fabric is allowed to run this shielded VM

$KP = New-HgsKeyProtector -Owner $Owner -Guardian $Guardian -AllowUntrustedRoot

# Enable shielding on the VM

Set-VMKeyProtector -VMName $VMName —KeyProtector $KP.RawData

# Set the security policy of the VM to be shielded
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# Enable vTPM on the VM
Enable-VMTPM -VMName $VMName

QUESTION 60

Your network contains an Active Directory domain named contoso.com. The domain contains a file server named Serverl that runs Windows Server 2016.
Serverl has a shared folder named Sharel.

You plan to create a subfolder in Sharel for each domain user.

You need to limit each user to using 100 MB of data in their respective subfolder.

The solution must enable the users to be notified when they use 80 percent of the available space in the subfolder.

Which tool should you use?

File Explorer

Shared Folders

Server Manager

Disk Management

Storage Explorer

Computer Management

System Configuration

File Server Resource Manager (FSRM)

IOMmMOO W2

Correct Answer: H
Section: (none)
Explanation

Explanation/Reference:

QUESTION 61

Your network contains an Active Directory domain named contoso.com. The domain contains a file server named Server1 that runs Windows Server 2016.
Serverl has a shared folder named Sharel.

You need to ensure that all access to Sharel uses SMB Encryption.

Which tool should you use?

File Explorer

Shared Folders

Server Manager

Disk Management
Storage Explorer
Computer Management

System Configuration ) _
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H. File Server Resource Manager (FSRM)

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
https://blogs.technet.microsoft.com/filecab/2012/05/03/smb-3-security-enhancements-in-windows-server-2012/
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QUESTION 62
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Your network contains an Active Directory domain named contoso.com. The domain contains a file server named Serverl that runs Windows Server 2016.

Serverl has a shared folder named Sharel.
You need to create Work Folders on Serverl.
Which tool should you use?

File Explorer

Shared Folders

Server Manager

Disk Management
Storage Explorer
Computer Management
System Configuration

OMMmMOO®>»
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H. File Server Resource Manager (FSRM)

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 63

Your network contains an Active Directory domain hamed contoso.com.

The domain contains a server named Serverl that runs Windows Server 2016.

A technician is testing the deployment of Credential Guard on Serverl.

You need to verify whether Credential Guard is enabled on Serverl. What should you do?

From Control Panel, open Credential Manager, and review the list of Windows Credentials.
From Task Manager, review the processes listed on the Details tab.

From a command prompt, run the tsecimp.exe command.

From Server Manager, click Local Server. and review the properties of Serveri:

Cow»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
https://yungchou.wordpress.com/2016/10/10/credential-guard-made-easy-in-windows-10-version-1607/

The same as before, once Credential Guard is properly configured, up and running.

You should find in Task Manager the ‘Credential Guard’ process and ‘Isaiso.exe’ listed in the Details page as below.
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ki Task Manager
File Options View

Processes Performance App history Startup Users Details Services

4% 43% 3% 0%
Name CPU Memory Disk Network
Cortana Background Task Host 0% 3.6 MB 0 MB/s 0 Mbps ~
‘@ Credential Guard 0% 1.3 MB 0 MB/s 0 Mbps
‘B Device Association Framework .. 0% 3.9 MB 0 MB/s

I ey, |e—

Fewer details

0 Mbps

<

End task
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L Task Manager
File Options View

Processes Performance

Name

= explorer.exe

W Lsalso.exe

W |sass.exe

‘B MBAMAgent.exe
@MicrosoftEdge.exe
@MicrosoftEdgeCP.exe

Fewer details

App history Startup Users Details Services

PID
5532
912
920
132
10248
10096

Status
Running
Running
Running
Running
Suspended
Suspended

User name CPU Memory (pri.. Description

yungc 00 39,764 K Windows Explorer

SYSTEM 00 1,352 K Credential Guard

SYSTEM 00 12,092 K Local Security Authority Process
SYSTEM 00 1,556 K MBAMAgent

yungc 00 18,456 K Microsoft Edge

yungc 00 20,704 K Microsoft Edge Content Process

End task

QUESTION 64

You have a Hyper-V host named Serverl that runs Windows Server 2016.
Serverl has a generation 2 virtual machine named VM1 that runs Windows 10.
You need to ensure that you can turn on BitLocker Drive Encryption (BitLocker) for drive C: on VM1. What should you do?

Oow»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

From Serverl, install the BitLocker feature.

From Serverl, enable nested virtualization for VM1.
From VM1, configure the Require additional authentication at startup Group Policy setting.
From VM1, configure the Enforce drive encryption type on fixed data drives Group Policy setting.

https://lwww.howtogeek.com/howto/6229/how-to-use-bitlocker-on-drives-without-tpm/
If you don't use TPM for protecting a drive, there is no such Virtual TPM or VM Generation, or VM Configuration version requirement, you can even use

Bitlocker without TP RkoleeRivdbmeanifin8EIQNS WEW (e Bompie YeaBillerk ek YR WHF I erter - VCE Exam Simulator - VCE Online



https://vceplus.com/
https://vceplus.com/
https://vceplus.com/

You can bypass this limitation through a Group Policy change. If your PC is joined to a business or school domain, you can’t change the Group Policy setting
yourself. Group policy is configured centrally by your network administrator.
To open the Local Group Policy Editor, press Windows+R on your keyboard, type “gpedit.msc” into the Run dialog box, and press Enter.

Navigate to Local Computer Policy > Computer Configuration > Administrative Templates > Windows Components > BitLocker Drive Encryption > Operating
System Drives in the left pane.

olicy Editor — O X
ew Help

= HmEl T

pbmponents il Operatxhg SystemDrives

Installer Service : e 3 .

i ires to Windows 10 ?;«:::l: additional authentication at Setting

kage Deployment (=] Allow network unlock at startup

bacy Edit-policv-settin A L Allow Secure Boot for integrity validation

ime i
ion Compatibility Requirements: /i=| Require additicnal authentication at startup (W
¢ Policies At least Windows Server 2008 R2 ':2] Disallow standard Users from changing the PIN
cs o Windows? E’ Enable use of BitLocker authentication requirin
er Drive Encryption Description: 2] Allow enhanced PINs for startup

| Data Drives This policy setting allows you to :i] Configure minimum PIN length for startup

Double-click the “Require additional authentication at startup” option in the right pane.
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& Require additional authentication at startup O

=] Require additional authentication at startup G T Next Setting

(O Not Configured Comment:

© Encoic: < —

(O Disabled
Supported on: | At jeast Windows Server 2008 R2 or Windows 7
ons: Help:
Allow BitLocker without a compatible TPM A | | This policy setting allows you to configure whether BitLocker
(requires a password or a startup key on a requires additional authgnticgtion each time thg computer start
USB flash drive) and whethervou are using BitLockerwith ocpwithouta Trusted
Platform Module (TPMY.This policy setting 1s-applied when yoy
Settings for computers with a TPM: turn on Bithocker;
Cenfigure TPM startup: Note: Only one of the additional authentication options can be
required at startup, otherwise a policy error occurs.
Allow TPM ~

Select “Enabled” at the top of the window, and ensure the “Allow BitLocker without a compatible TPM (requires a password or a startup key on a USB
flash drive)” checkbox is enabled here.

Click “OK” to save your changes. You can now close the Group Policy Editor window. Your change takes effect imnmediately—you don’t even need to reboot.

QUESTION 65

Your network contains an internal network and a perimeter network.

The internal network contains an Active Directory forest named contoso.com.

You deploy five servers to the perimeter network.

All of the servers run Windows Server 2016 and are the members of a workgroup.

You need to apply a security baseline named Perimeter.inf to the servers in the perimeter network.

What should you use to apply Perimeter.inf?
A. Local Computer Policy

B. Security Configuration Wizard (SCW)
C. Group Policy Mapa@gm&iHus.com - Download A+ V/CE (latest) free Open VCE Exams - VCE to PDF Converter - VCE Exam Simulator - VCE Online
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D. Server Manager

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

https://docs.microsoft.com/en-us/windows-server/get-started/deprecated-features

The "Security Configuration Wizard (SCW)" is removed since Windows Server 2016, therefore Answer B is incorrect.

The question mentioned that all servers are NOT joint to a domain, therefore, you could not deploy GPO on them, Answer C is incorrect.

Answer D is totally irrelevant.

You can import a .INF file with security settings (exported from another computer) to a Local Computer Policy by using either "GPEdit.msc" the local policy snap in
or LGPO.exe

https://blogs.technet.microsoft.com/secguide/2016/01/21/Igpo-exe-local-group-policy-object-utility-v1-0/ https://msdn.microsoft.com/en-

us/library/bb742512.aspx

| Console Root Name
v = Local Computerpo!lcy . ERAccourn
v & Computer Configuration ~
b - | ylocalP
_| Software Settings i
wirWindoy

v || Windows Settings

_| Name Resolution Policy - Net"‘f”

(] Scripts (Startup/Shutdown) =) Public |

. (= Deployed Printers =} Softvw
Ty Security Settings | Applica

oljj Policy-based Qo Open recu

| Administrative Temg Import Policy... ranc

%, User Configuration EdRohahe...
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‘& Import Policy From X

™ « Security > Templates v O Search Templates el
Organize v New folder Bz [ @
N Name Date modified Type

7 Quick access
[ Desktop
¥ Downloads

No items match your search.

| Documents

N N N N

[&| Pictures
DCData
dns

‘s Local Disk (CY)
System32

EH This PC
[ Desktop

(PR SR

File name: | gif§! v | | Security Template (.inf)

Open - Cancel

QUESTION 66

Your network contains an Active Directory domain named contoso.com.

The functional level of the forest and the domain is Windows Server 2008 R2.
The domain contains the servers configured as shown in the following table.

Nanol Nano Server

Nano2 Nano Server

Server2 File server that has a shared folder named DATA
Server3 DNS server that has a DNSSEC-signed zone named
Serverd Hyper-V host
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You have an organizational unit (OU) named Marketing that contains the computers in the marketing department.

You have an OU named Finance that contains the computers in the finance department.

You have an OU named AppServers that contains application servers.

A Group Policy object (GPO) named GP1 is linked to the Marketing OU. A GPO named GP2 is linked to the AppServers OU.
You install Windows Defender on Nano1l.

You need to ensure that you can deploy a shielded virtual machine to Server4. Which server role should you deploy?

Network Controller
Device Health Attestation
Hyper-V

Host Guardian Service

Oow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference: https://blogs.technet.microsoft.com/datacentersecurity/2016/06/06/step-by-step-creating-shielded-

vms-without-vmm/ Shielding an existing VM

Let’s start with the simpler approach. This requires you to have a running VM.on a host.which'is not.the guarded host.

This is important to distinguish, because you are simulating the scenario where a tenant wants to take an existing, unprotected VM and shield it before moving it to
a guarded host.

For clarity, the host machine which is not the guarded host will be referred as the tenant host below.

A shielded VM can only run on atrusted guarded host.

The trust is established by the adding the Host Guardian Service server role (retrieved from the HGS server) to the Key Protector which is used to
shield the VM.

That way, the shielded VM can only be started after the guarded host successfully attest against the HGS server.

In this example, the running VM is named SVM. This VM must be generation 2 and have a supported OS installed with remote desktop enabled.

You should verify the VM can be connected through RDP first, as it will almost certainly be the primary way to access the VM once it is shielded (unless you have
installed other remoting capabilities).

QUESTION 67

Your network contains an Active Directory domain named contoso.com.

The functional level of the forest and the domain is Windows Server 2008 R2.

The domain contains the servers configured as shown in the following table.
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Nanol Nano Server

Nano2 Nano Server

Server2 File server that has a shared folder named DATA
DNS server that has a DNSSEC-signed zone named

Server3
adatum.com

Serverd Hyper-V host

Serverl Application server

You have an organizational unit (OU) named Marketing that contains the computers in the marketing department.

You have an OU named Finance that contains the computers in the finance department.

You have an OU named AppServers that contains application servers.

A Group Policy object (GPO) named GP1 is linked to the Marketing OU. A GPO named GP2 is linked to the AppServers OU.
You install Windows Defender on Nano1l.

You need to configure Nanol as a Hyper-V Host. Which command should you run?

Add-WindowsFeature Microsoft-NanoServer-Compute-Package
Add-WindowsFeature Microsoft-NanoServer-Guest-Package
Add-WindowsFeature Microsoft-NanoServer-Host-Package
Add-WindowsFeature Microsoft-NanoServer-ShieldedVM-Package
Install-Package Microsoft-NanoServer-Compute-Package
Install-Package Microsoft-NanoServer-Guest-Package
Install-Package Microsoft-NanoServer-Host-Package
Install-Package Microsoft-NanoServer-ShieldedVM-Package
Install-WindowsFeature Microsoft-NanoServer-Compute-Package
Install-WindowsFeature Microsoft-NanoServer-Guest-Package
Install-WindowsFeature Microsoft-NanoServer-Host-Package
Install-WindowsFeature Microsoft-NanoServer-ShieldedVM-Package

rAx T IOmMmoow»

Correct Answer: E
Section: (none)
Explanation

Explanation/Reference:
https://docs.microsoft.com/en-us/windows-server/get-started/deploy-nano-server#BKMK _online

The Nano Server package "Microsoft-NanoServer-Compute-Package" includes the Hyper-V role for a Nano Server host.
Moreover, the Install-WindowsFeature or Add-WindowsFeature cmdlet are NOT available on a Nano Server.

QUESTION 68
Your network contains an Active Directory domain named contoso.com.
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The functional level of the forest and the domain is Windows Server 2008 R2.
The domain contains the servers configured as shown in the following table.

Nanol Nano Server

Nano2 Nano Server

Server2 File server that has a shared folder named DATA
DNS server that has a DNSSEC-signed zone named

Server3
adatum.com

Serverd4 Hyper-V host

Serverl Application server

You have an organizational unit (OU) named Marketing that contains the computers in the marketing department.

You have an OU named Finance that contains the computers in the finance department.

You have an OU named AppServers that contains application servers.

A Group Policy object (GPO) named GP1 is linked to the Marketing OU. A GPO named GP2 is linked to the AppServers OU.

You install Windows Defender on Nano1l.

You plan to implement BitLocker Drive Encryption (BitLocker) on the operating system volumes of the application servers.

You need to ensure that the BitLocker recovery keys are stored in Active Directory.. Which Group Policy setting should you configure?

Store BitLocker recovery information in Active Directory Domain Services (Windows Server 2008 and Windows Vista)
Choose how BitLocker-protected operating system drives can be recovered

System cryptography: Use FIPS compliant algorithms for encryption, hashing, and signing

System cryptography: Force strong key protection for user keys stored on the computer

Cow»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
https://technet.microsoft.com/en-us/library/jj679890%28v=ws.11%29.aspx?f=255&MSPPError=-2147217396#BKMK_recl
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Choose how BitLocker-protected operating system drives can be recovered
This policy setting is used to configure recovery methods for operating system drives,

Policy Wwith this policy setting, you can control how BitLocker-protected operating system drives are recovered in the absence of the

description required startup key information.

Introduced Windows Server 2008 R2 and Windows 7

Drive type Operating system drives

Policy path Computer Configuration\Administrative Templates\Windows Compenents\BitLocker Drive Encryption\Operating System
Drives

Conflicts You_ must c}isa!low the use of recovery keﬁwngw%acgﬁgs to removable drives not protected by BitLocker
policy setting is enabled.
When using data recovery agents, you must enable the Provide the unique identifiers for your organization policy setting,

When You can control the methods that are available to users to recover data from BitLocker-protected operating system drives.

enabled

When The default recovery cptions are supported for BitLocker recovery. By default, a data recovery agent is allowed, the recovery

disabled or options can be specified by the user (including the recovery password and recovery key), and recovery information is not

not backed up to AD DS.

configured
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Reference
This policy setting is applied when you turn on BitLocker.

The Allow data recovery agent check box is used to specify whether 2 data recovery agent can be used with BitLocker-protected operating
system drives, Before a data recovery agent can be used, it must be added from Public Key Policies, which is located in the Group Policy
Management Conscle (GPMC) or in the Local Group Pelicy Editor,

For mare information about adding data recovery agents, see BitLocker Easic Deployment.

In Configure user storage of BitLocker recovery information, select whether users are allowed, required, or not allowed to generate a 43-digit
recovery password.

Select Omit recovery options from the BitLocker setup wizard to prevent users from specifying recovery options when they enable BitLocker
on a drive. This means that you will not be able to specify which recovery option to use when you enable BitLocker. Instead, BitLocker recovery
options for the drive are determined by the policy setting.

In Save BitLocker recovery information to Active Directory Domain Services thaoose which Bitlacker recovery information to store in Active
Directory Domain Services (AD DS) for operating system drives, [fjou select-Store-recovery password and key packages, the BitLocker recove
password and the key package are stored in AD DS, Storing the\key packagesuppert Preconerni data from a drive that is physically corrupted, if
you select Store recovery password only, only the recovery password is stored in AD DS.

Select the Do not enable BitLocker until recovery information is stored in AD DS for operating system drives check box if you want to
prevent users from enabling BitLocker unless the computer is connected to the domain and the backup of BitLocker recovery information to
AD DS succeeds.

QUESTION 69

Your network contains an Active Directory domain named contoso.com.

The functional level of the forest and the domain is Windows Server 2008 R2.
The domain contains the servers configured as shown in the following table.

Nanol Nano Server

Nano2 Nano Server

Server2 File server that has a shared folder named DATA

Server3 DNS server that has a DNSSEC-signed zone named
adatum.com

Serverd Hyper-V host

Serverl Application server
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You have an OU named Finance that contains the computers in the finance department.

You have an OU named AppServers that contains application servers.

A Group Policy object (GPO) named GP1 is linked to the Marketing OU. A GPO named GP2 is linked to the AppServers OU.

You install Windows Defender on Nano1l.

You need to ensure that you can implement the Local Administrator Password Solution (LAPS) for the finance department computers.
What should you do in the contoso.com forest? Choose Two.

Windows PowerShell module to import: AdmPwd.PS

Windows PowerShell module to import: Microsoft. WSMAN.Management
Windows PowerShell module to import: NetSecurity

Windows PowerShell module to import: PSWorkFlow

Windows PowerShell cmdlet to use: New-PsW orkflowSession

Windows PowerShell cmdlet to use: Save-NetGPO

Windows PowerShell cmdlet to use: Set-NetFirewallRule

Windows PowerShell cmdlet to use: Update-AdmPwdADSchema

ITOomMmoOOm2

Correct Answer: AH
Section: (none)
Explanation

Explanation/Reference:
https://4sysops.com/archives/set-up-microsoft-laps-local-administrator-password-solution-in-active-directory/
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Next, we'll need to open a PowerShell window with Admin rights. At the PowerShell
prompt, load the LAPS module and then run the Update-AdmPwdADSchema cmdlet:

Import-Module AdmPwd.PS
| 2 Update-AdmPwdADSchema

Admirustrator: Windows PowerShell

Windows PowerShell
opyright (€) 2014 Mmicrosoft Corporation. All rights reserved.

rindows\system3iZ> Import-Module AdmPwd.PS
findows \system Update-AdeaPwdADSchesa

Dperation DistinguishedName Status

Attribute t Ade o > M, CNm s, CNeConfiguration,DC=a. . Success

tribute % ema, CNeConfiguration,DCsat 1, X skker,... Success
ModifySchemac lass cnacomputer ,CNeSchema ,CNeConfiguration,DC=atl ,0C=trekker ,DC=net Success

PS C:\Windows\system32>

QUESTION 70

Your network contains an Active Directory domain named contoso.com.

The functional level of the forest and the domain is Windows Server 2008 R2.
The domain contains the servers configured as shown in the following table.

Nanol Nano Server

Nano2 Nano Server

Server2 File server that has a shared folder named DATA

S 3 DNS server that has a DNSSEC-signed zone named
adatum.com

Server4 Hyper-V host

Serverl Application server

You have an organizational unit (OU) named Marketing that contains the computers in the marketing department.
You have an OU named Finance that contains the computers in the finance department.
You have an OU named AppServers that contains application servers.

A Group Policy object (GPO) named GP1 is linked to the Marketing OU. A GPO named GP2 is linked to the AppServers OU. _
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You install Windows Defender on Nano1l.
You need to ensure that the marketing department computers validate DNS responses from adatum.com.
Which setting should you configure in the Computer Configuration node of GP1?

TCPIP Settings from Administrative Templates
Connection Security Rule from Windows Settings
Name Resolution Policy from Windows Settings
DNS Client from Administrative Templates

Oow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

The NRPT is a table that contains rules that you can configure to specify DNS settings or special behavior for names or namespaces.

The NRPT can be configured using the Group Policy Management Editor under Computer Configuration\Policies\Windows Settings\Name Resolution Policy, or
with Windows PowerShell.

If a DNS query matches an entry in the NRPT, it is handled according to settings in‘the policy.

Queries that do not match an NRPT entry are processed normally:

You can use the NRPT to require that DNSSEC validation is,performed on DNS responses for queries in the namespaces that you specify.

www.vceplus.com - Download A+ VCE (latest) free Open VCE Exams - VCE to PDF Converter - VCE Exam Simulator - VCE Online


https://vceplus.com/
https://vceplus.com/
https://vceplus.com/

TN AcontiView T ise
* % z(n @m
1 NRPT setrings [DCLEONTOSOCOMIPI (o o0
+ P& Computer Confaguraton ey
4[] Policies Overdaw
e - Name Resoiuton Polcy Table (NRPT) stores corfigurtion setings for DNS securty (DNSSEC) and Drect Access on DNS chert computens
« ] Windows Settngs (o con Uoe the 5000 10 creats o edt kes. which ors used 10 mike polcies that can be appled to an Active Directory orgarizatanal unt O]
) Name Resolutson Policy
O e
v o Securty Settings
+ )t Poliey-based QoS Descrotion Crecte Ries
M ;:; Administsatrve Templates: Po ;,...% To which pavt of 2 rarmescice does this fde a0k
L Preferences iy 8 e Te 1
o 1 User Cordiguration Sy ot £P0) S v ]l cortosa com B
¢ Pebces polcy rlomaten Covification vty [ | o8 ]
¥ ] Preferences found inthe Nome Browee
Rowhoon Polcy. g =y
Tt g5P0) WSSE[DO_@: ron far DesctAccess | Genero DNS Server | Encodng | \
(¥ Enabio DNSSEC n thande
DNSSEC setings
Valdation
v Fagure DNS clerts 1o chack Bt nome and addoss data has boon visldated
“ By the DS servee
Paoc
VCE To PDF - Free Practice Exam
Goste | [
| Advanced Gotal Poley Seenge |
Hame Resckton Polcy. Table
,}.»W-.-,_.‘..a, Ty “&Ié;ea",“"“““ T T gy e g T T _W“m.i
| mecure.con. Yes o
l
i
[Exhk |
ooy | [ Cwcd |
<| - | >
QUESTION 71

PAVCEplus

VCE To PDF - Free Practice Exam

Your network contains an Active Directory domain named contoso.com. The domain contains five servers. All servers run Windows Server
2016. A new security policy states that you must modify the infrastructure to meet the following requirements: -Limit the rights of administrators.

-Minimize the attack surface of the forest
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You need to recommend a solution that meets the new security policy requirements. What should you recommend deploying?

the Local Administrator Password Solution (LAPS)
an administrative domain in contoso.com

domain isolation

an administrative forest

Cow»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

You have to "-Minimize the attack surface of the forest", then you must create another forest for administrators.
https://docs.microsoft.com/en-us/windows-server/identity/securing-privileged-access/securing-privileged-access-reference-material#ESAE_BM

This section contains an approach for an administrative forest based on the Enhanced Security Administrative Environment (ESAE) reference architecture
deployed by Microsoft's cybersecurity professional services teams to protect customers against cybersecurity attacks.

Dedicated administrative forests allow organizations to host administrative accounts, workstations, and groups in an environment that has stronger security
controls than the production environment.
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QUESTION 72

Your network contains an Active Directory domain named contoso.com. The domain contains 100
servers. You deploy the Local Administrator Password Solution (LAPS) to the network You need to view
the password of the local administrator of a server named Server5.

Which tool should you use?
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A. Active Directory Users and Computers
B. Computer Management

C. Accounts from the Settings app

D. Server Manager

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

Use "Active Directory Users and Computers" to view the attribute value of "ms-MCS-adminpwd™ of-the Server5 computer account
https://blogs.technet.microsoft.com/askpfeplat/2015/12/28/local-administrator-password-solution-laps-implementation-hints-and-security-nerd-
commentaryincludingmini-threat-model/

QUESTION 73

Your network contains an Active Directory domain named contoso.com. The domain contains servers that run Windows Server 2016.
You enable Remote Credential Guard on a server named Serverl.

You have an administrative computer named Computerl that runs Windows 10.

Computerl is configured to require Remote Credential Guard.

You sign in to Computerl as Contoso\User1.

You need to establish a Remote Desktop session to Serverl as Contoso\ServerAdminl.

What should you do first?

Install the Universal Windows Platform (UWP) Remote Desktop application
Turn on virtualization based security

Run the mstsc.exe /remoteGuard

Sign in to Computerl as Contoso\ServerAdminl

Oow»

Correct Answer: D
Section: (none)
Explanation
Explanation/Reference:
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When Computerl is configured to require Remote Credential Guard, you cannot use NTLM authentication to specify (or impersonate) another user account when
connecting to Serverl.

Therefore, you have to sign in to Computerl as "ServerAdminl" and use Kerberos for authenticating to RDP server "Serverl" when Remote Credential Guard is
required.

QUESTION 74

Your network contains an Active Directory forest named contoso.com. The forest functional level is Windows Server 2012.
All servers run Windows Server 2016.

You create a new bastion forest named admin.contoso.com.

The forest functional level of admin.contoso.com is Windows Server 2012 R2.

You need to implement a Privileged Access Management (PAM) solution.

Which two actions should you perform? Each correct answer presents part of the solution.

Raise the forest functional level of contoso.com.

Deploy Microsoft Identity Management (MIM) 2016 to contoso.com.
Configure contoso.com to trust admin.contoso.com.

Deploy Microsoft Identify Management (MIM) 2016 to admin.contoso.com.
Raise the forest functional level of admin.contoso.com.

Configure admin.contoso.com to trust contoso.com.

nmmoow>

Correct Answer: DE
Section: (none)
Explanation

Explanation/Reference:
https://docs.microsoft.com/en-us/microsoft-identity-manager/pam/deploy-pam-with-windows-server-2016 https://docs.microsoft.com/en-us/windows-
server/identity/ad-ds/windows-server-2016-functional-levels

Windows Server 2016 forest functional level features

e All of the features that are available at the Windows Server 2012R2 forest functional level,
and the following features, are available:

o Privileged access management (PAM) using Microsoft Identity Manager (MIM)

For the bastion forest which deploys MIM, you should raise the Forest Functional Level to "Windows Server 2016", E is correct.
QUESTION 75
Your network contains an Active Directory forest named contoso.com.

The forest has Microsoft Identity Manager (MIM) 2016 deployed.
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You implement Privileged Access Management (PAM).
You need to request privileged access from a client computer in contoso.com by using PAM.
Which of the following PowerShell script should you use?

A. $PAM = Get-PAMRoleForRequest | ? {$_,DisplayName -eq "CorpAdmins" } Set-
PAMRequestToApprove -role $PAM

B. $PAM = Get-PAMRoleForRequest | ? {$_,DisplayName -eq "CorpAdmins" } New-
PAMRequest -role $PAM

C. $PAM = Get-PAMRoleForRequest | ? {$_,DisplayName -eq "CorpAdmins" } New-
PAMROole -role $PAM

D. $PAM = Get-PAMRoleForRequest | ? {$_,DisplayName -eq "CorpAdmins" } Set-
PAMUser -role $PAM

E. $PAM = Get-PAMUser | ? {$_,DisplayName -eq "CorpAdmins" } Set-
PAMRequestToApprove -role $PAM

F. $PAM = Get-PAMUser | ? {$_,DisplayName -eq "CorpAdmins" } New-PAMRequest -
role $PAM

G. $PAM = Get-PAMUser | ? {$_,DisplayName -eq "CorpAdmins" } New-PAMRole -role
$PAM

H. $PAM = Get-PAMUser | ? {$_,DisplayName -eq "CorpAdmins" } Set-PAMUser -role
$PAM

I. $PAM = New-PAMRequest | ? {$_,DisplayName -eq "CorpAdmins" } Set-
PAMRequestToApprove -role $PAM

J. $PAM = New-PAMRequest | ? {$_,DisplayName -eq "CorpAdmins" } New-
PAMRequest -role $PAM

K. $PAM = New-PAMRequest | ? {$_,DisplayName -eq "CorpAdmins" } New-PAMRole
-role $PAM

L. $PAM = New-PAMRequest | ? {$_,DisplayName -eq "CorpAdmins" } Set-PAMUser -
role $PAM

M. $PAM = New-PAMRole | ? {$_,DisplayName -eq "CorpAdmins" } Set-
PAMRequestToApprove -role $PAM

N. $PAM = New-PAMRole | ? {$_,DisplayName -eq "CorpAdmins" } New-PAMRequest
-role $PAM

0. $PAM = New-PAMROole | ? {$_,DisplayName -eq "CorpAdmins" } New-PAMRole -
role $PAM

P. $PAM = New-PAMRole | ? {$_,DisplayName -eq "CorpAdmins" } Set-PAMUser -role
$PAM
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Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
https://docs.microsoft.com/en-us/powershell/identitymanager/mimpam/viatest/get-pamroleforrequest

Example 2: Get a list of roles and select a role by name
PowerShell [y Copy
PS C:\> $Role = Get-PAMRoleForRequest | 2 { $_.DisplayName -eq “"CorpAdmins" }

This command gets the list of roles and selects a role named CorpAdmins. The returned object
result can then be provided to the New-PAMREgGtest cpvdiet:

https://docs.microsoft.com/en-us/powershell/identitymanager/mimpam/vlatest/new-pamrequest
The New-PAMRequest cmdlet creates a Privileged Access Management (PAM) activation request in the Microsoft Identity Manager (MIM) Service.

Examples

Example 1: Create a new request for a PAM role
PowerShell []b Copy

PS C:\> New-PAMRequest -role %Role

This command creates a new request for a PAM role. The variable Role is assumed to have been
set by a previous use of the cmdlet Get-PAMRoleForRequest.

https://docs.microsoft.com/en-us/microsoft-identity-manager/pam/step-7-elevate-user-access ) )
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3. When the PowerShell window appears, type the following commands.

[J Note

After you run these commands, all the following steps are time-sensitive.

[y Copy

Import-module MIMPAM
%$r = Get-PAMRoleForRequest | ? { $ .DisplayName -eq “"CorpAdmins” }
New-PAMReguest -role %r
klist purge

QUESTION 76

Your network contains an Active Directory domain named contoso.com.

The domain contains two global groups named Groupl and Group2. A user named Userl is a member of Groupl

You have an organizational unit (OU) named OUL that contains the computer accounts of computers that contain sensitive data.
A Group Policy object (GPO) named GPOL1 is linked to OU1. OU1 contains a computer account named Computerl. GPO1 has
the User nghts ASS|gnment configured as shown in the following table

Alowlogonlowly ' Cawnso\GloanAdmnistratocsDomamm

| Deny log on locally | Contoso\Group2 |

You need to prevent Userl from signing in to Computerl. What should you do?

From Default Domain Policy, modify the Allow log on locally user right
On Computerl, modify the Deny log on locally user right.

From Default Domain Policy, modify the Deny log on locally user right
Remove Userl to Group2.

o0 w»

Correct Answer: D
Section: (none)
Explanation
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Explanation/Reference:

https:/technet.microsoft.com/en-us/library/cc957048.aspx

"Deny log on locally"

Computer Configuration\Windows Settings\Security Settings\Local Policies\User Rights Assignment

Determines which users are prevented from logging on at the computer.

This policy setting supercedes the Allow Log on locally policy setting if an account is subject to both policies.
Therefore, adding Userl to Group2 will let Userl to inherit both policy, and then prevent Userl to sign in to Computerl.

QUESTION 77

Your network contains an Active Directory forest named contoso.com. The forest contains three domains.

All domain controllers run Windows Server 2016.

You deploy a second Active Directory forest named admin.contoso.com.

The forest contains a domain member server named Serverl. Serverl has Microsoft Identity Manager (MIM) 2016 deployed.
You need to implement Privileged Access Management (PAM) and to use admin.contoso.com as an administrative forest.
Which two actions should you perform? Each correct answers presents part of the solution.

From a domain controller in contoso.com. run the New-PAMTrust cmdlet.

From Serverl, run the New-PAMDomainConfiguration cmdlet

From a domain controller in admin.contoso.com, run the New-PAMTrust cmdlet.

From a domain controller in contoso.com, run the New-PAMDomainConfigurationcmdiet.

From a domain controller in admin.contoso.com, run the New-PAMDomainConfiguration cmdlet
From Serverl, run the New-PAMTrust cmdlet

nmoow>

Correct Answer: BF
Section: (none)
Explanation

Explanation/Reference:
https://docs.microsoft.com/en-us/microsoft-identity-manager/pam/configuring-mim-environment-for-pam https://docs.microsoft.com/en-us/microsoft-identity-
manager/pam/step-5-establish-trust-between-priv-corp-forests
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Establish trust on PAMSRV

On PAMSRYV, establish one-way trust with each domain such as CORPDC so that the CORP domain

controllers trust the PRIV forest.

1. Sign in to PAMSRYV as a PRIV domain administrator (PRIV\Administrator).

2. Launch PowerShell.

3. Type the following PowerShell commands for each existing forest. Enter the credential for
the CORP domain administrator (CONTOSO\Administrator) when prompted.

[y Copy

$ca = get-credential
New-PAMTrust -SourceForest "contoso.local" -Credentials $%$ca

4. Type the following PowerShell commands for each domain in the existing forests. Enter
the credential for the CORP domain administrator (CONTOSO\Administrator) when

prompted.

I3 Copy

$ca = get-credential
New-PAMDomainConfiguration -SourceDomain "contoso" -Credentials $ca
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The domain contains a computer named Computerl that runs Windows 10.

Computerl connects to a home network and a corporate network.

The corporate network uses the 172.16.0.0/24 address space internally.

Computerl runs an application named Appl that listens to port 8080.

You need to prevent connections to Appl when Computerl is connected to the home network.

Solution: From Windows Firewall in the Control Panel, you add an application and allow the application to communicate through the firewall on a Private network.
Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Objective is "PREVENT", solution is "allow"....

QUESTION 79

Your network contains an Active Directory domain named contoso.com.

The domain contains multiple Hyper-V hosts.

You need to deploy several critical line-of-business applications to the network to meet the following requirements:
-The resources of the applications must be isolated from the physical host

-Each application must be prevented from accessing the resources of the other applications.

-The configurations of the applications must be accessible only from the operating system that hosts the application.
Solution: You deploy a separate Windows container for each application. Does this meet the goal?

A. Yes
B. No

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

By using Windows Container

-The resources of the applications must be isolated from the physical host (ACHIEVED, as a single container could only access its own resources, but not others)
-Each application must be prevented from accessing the resources of the other applications. (ACHIEVED, as a single container could only access its own
resources, but not others)

-The configurations of the applications must be accessible only from the operating system that hosts the application. (ACHIEVED, you can use DockerFile or

DockerRun to push configurations to containers from the Container Host OS ! )
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QUESTION 80

Your network contains an Active Directory domain named contoso.com.

The domain contains multiple Hyper-V hosts.

You need to deploy several critical line-of-business applications to the network to meet the following requirements:
-The resources of the applications must be isolated from the physical host

-Each application must be prevented from accessing the resources of the other applications.

-The configurations of the applications must be accessible only from the operating system that hosts the application.
Solution: You deploy one Windows container to all of the applications. Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

QUESTION 81

Your network contains an Active Directory domain.

The domain contains two organizational units (OUs) named ProdOU and TestOU.

All production servers are in ProdOU. All test servers are in TestOU. A server named Serverl is in TestOU.

You have a Windows Server Update Services (WSUS) server named WSUSL1 that runs Windows Server 2016.

All servers receive updates from WSUS1.

WSUS is configured to approve updates for computers in the Test computer group automatically.

Manual approval is required for updates to the computers in the Production computer group.

You move Serverl to ProdOU, and you discover that updates continue to be approved and installed automatically on
Serverl. You need to ensure that all the servers in ProdOU only receive updates that are approved manually. What should
you do?

A. Turn off auto-restart for updates during active hours by using Group Policy objects (GPOSs).
B. Configure client-side targeting by using Group Policy objects (GPOSs).

C. Create computer groups by using the Update Services console.

D. Run wuauclt.exe /detectnow on each server after the server is moved to a different OU.
Correct Answer: B

Section: (none)
Explanation

Explanation/Reference:
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Updates in WSUS are approved against "Computer Group" , not AD OUs. For this example, to prevent Serverl to install automatically approved updates, you
have to remove Serverl from "Test" computer group and add Serverl into "Production” computer group in WSUS console, manually or use the WSUS GPO
Client-Side Targeting feature.

https://technet.microsoft.com/en-us/library/cc720450%28v=ws.10%29.aspx?f=255&MSPPError=-2147217396

With client-side targeting, you enable client-computers to add themselves to the computer groups you create in the WSUS console.

You can enable client-side targeting through Group Policy (in an Active Directory network environment) or by editing registry entries (in a non-Active Directory
network environment) for the client computers.

When the WSUS client computers connect to the WSUS server, they will add themselves into the correct computer group.

Client-side targeting is an excellent option if you have many client computers and want to automate the process of assigning them to computer groups.

First, configure WSUS to allow Client Site Targeting.
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Secondly, configure GPO to affect "ProdOU" , so that Serverl add itself to "Production" computer group.
https://prajwaldesai.com/how-to-configure-client-side-targeting-in-wsus
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- Group Policy Management Editor o -0} x|
File Acton View Help
e |7l BE
| Server for NIS | Setting | State | Comme
;l Shutdown Options |iz| Do not display 'Install Updates and Shut Down' option in Shut Do... Mot configured No
| Smart Card i Do not adjust default option to 'Install Updates and Shut Down'in..,  Not configured No
] Sound Recorder iz] Enabling Windows Update Power Management to automatically w... Mot configured No
.| TabletPC i] Configure Automatic Updates Enabled No
j Task Sd’edme'f L_J Specify intranet Microsoft update service location Enabled No
j xmzﬁ ggl\é:ﬂ;:rUpgfa' L_u Automatic Updates detection frequency Not configured No
:i Windows Color System @ Allow non-administrators to receive update notifications Mot configured No
-1 Windows Customer Expe. |i=] Turn on Software Notifications Not configured No
_1 \Windows Defender |iz| Allow Automatic Updates immediate installation Not configured No
_1 Windows Error Reporting ._-J Turn on recommended updates via Automatic Updates Not configured No
7 Windows Explorer |z] No auto-restart with logged on users for scheduled automaticup.., Mot configured No
] Windows Installer |i| Re-prompt for restart cheduled installations Not configured No
| Windows Logon Options L_J Delay Restart for sche stall _:)\s y Mot configured No
1 Windows Mail iZ| Reschedule Automatic Updates scheduled installations " Not configured No
| Windows Media Center . Enable dient-side targeting == e
_1 Windows Media Digital Ri - | | |:2] Allow signed updates from an intranet Microsoft update sery 5;:; - o No
|| Windows Media Player ;
| Windows Messenger ‘Filter Options. .,
| Windows Mobility Center ‘Re=Apply Fiter
_j Windows PowerShell All Tasks >
| Windows Reliability Analy. : 2
| Windows Remote Manag - Help
| Windows Remote Shell
| Windows SideShow —
| Windows System Resour
| Wndowstpdte |« _ v | 2
== Pl \Extended ) 1| JeCal &oNin
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3 Enable client-side targeting ) ~10f x|

(] Enable client-side targeting

Previous Setting I Next Setting |
" NotConfigured ~ Comment: =
& Enabled N/
(" Disabled Jid
Supported on: [t feast Windows 2000 Service Pack 3 or Windows XP Professional Service Packl =]
Options: Help;

Specifies the target group name or names that should be used te [ =

Target group hame for this computer m ; : ?
receive updates from an intranet Microsoft update service,

Production =

If the status is set to Enabled, the specified tarqet gicup

QUESTION 82

Your network contains an Active Directory domain hamed contoso.com.

The domain contains a DNS server named Serverl that runs Windows Server 2016.

A domain-based Group Policy object (GPO) is used to configure the security policy of Serverl.

You plan to use Security Compliance Manager (SCM) 4.0 to compare the security policy of Serverl to the WS2012 DNS Server Security 1.0 baseline.
You need to import the security policy into SCM. What should you do first?

Run the Save-NetGPO crndlet and specify the -GPOSession parameter
Run the secedit.exe command and specify the /export parameter

From Group Policy Manager, use the Back up option

From Local Group Policy Editor, use the Export policy option

©Cow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 83

Your network contains an Active Directory domain named contoso.com.

The domain contains a server named Serverl that runs Windows Server 2016.
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The local administrator credentials of Serverl are managed by using the Local Administrator Password Solution
(LAPS). You need to retrieve the password of the Administrator account on Serverl. What should you do?

A. From Windows PowerShell on Serverl, run the Get-ADFineGrainedPasswordPolicy cmdlet and specify the -Credential parameter.
B. From Windows PowerShell on Serverl, run the Get-ADUser cmdlet and specify the -Credential parameter.

C. From Active Directory Users and Computers, open the properties at Serverl and view the value at the ms-Mcs-AdmPwd attribute
D. From Active Directory Users and Computers, open the properties of Administrator and view the value of the userPassword attribute

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
ms-Mcs-AdmPwd , do you still need explanation!?
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General | Opersting System | MemberOf | Delegation | Password Replication |
location | ManagedBy | Object | Secuity | Diakin | Attribute Editor

Attributes:

Attribute Value I~
melmaging-HashAlgorithm <not set>
msimaging-ThumbprintHash <not set>

ms-Mcs-AdmPwd J09)Xiubtiu1.R
ms-Mcs-AdmPwdExpirationTime . 130757069158476163

Digests <not set>

mSMQDigestsMig <not set>
mSMQSignCertificates <not set>
mSMQSignCertficatesMig <not set>
msNPAllowDialin <not set>
msNPCaliingStation|D <not set> .
msNPSavedCalingStationlD  <not set> I ;T I
msPKlAccountCredentials <not set> v ‘
msPKlCredentialRoaming Tokens  <not set> Vi =
msPKIDPAPIMasterKeys <not set> v

(<] i | 53

ndrevi of.net

QUESTION 84

Your network contains an Active Directory domain.

You install Security Compliance Manager (SCM) 4.0 on a server that runs Windows Server 2016.
You need to modify a baseline, and then make the baseline available as a domain policy.

Which four actions should you perform in sequence?

Export the baseline as a Group Policy Object (GPO) backup
Duplicate a baseline.

Modify the settings of a baseline.

Import settings into a Group Policy object (GPO)

Export the baseline as a Microsoft Excel file

Export the baseline as a SCAP file

Restore a Group Policy Object (GPO) from a backt(xfa ) )
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Correct Answer: ABCD
Section: (none)
Explanation

Explanation/Reference:

Explanation/Reference:

Correct Order of Actions:1.

Duplicate a baseline.

2. Modify the settings of a baseline.

3. Export the baseline as a Group Policy Object (GPO) backup
4. Import settings into a Group Policy object (GPO)

QUESTION 85
Your network contains an Active Directory domain named contoso.com. The domain contains four servers. The servers are configured as shown in the following
table:

You need to manage FS1 and FS2 by using Just Enough Administration (JEA). What should you do first?

DC2 | Domain controlier Windows Server 2012
FS1 | File server Windows Server 2016
FS2 File server Windows Server 2012 R2

Install Microsoft .NET Framework 4.6.2 on FS1

Upgrade DC1 to Windows Server 2016

Upgrade FS2 to Windows Server 2016.

Deploy Microsoft Identity Manager (MIM) 2016 to the domain.

©Cow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

https://msdn.microsoft.com/en-us/library/dn896648.aspx

The current release of JEA is available on the following platforms: -

Windows Server 2016 Technical Preview 5 and higher

-Windows Server 2012 R2, Windows Server 2012, and Windows Server 2008 R2* with Windows Management Framework 5.0 installed

FS1 is ready to be managed by JEA, but FS2 need some extra work to do, either upgrade it to Windows Server 2016 or install Windows Management

Framework 5.0 installed, however this choice is not available for this question. So C is correct.
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QUESTION 86

Your network contains an Active Directory domain named contoso.com.

The domain contains a member server named Servers that runs Windows Server 2016.
You need to configure Servers as a Just Enough Administration (JEA) endpoint.

Which two actions should you perform? Each correct answer presents part of the solution.

Create and export a Windows PowerShell session.
Deploy Microsoft Identity Manager (MIM) 2016
Create a maintenance Role Capability file

Generate a random Globally Unigue Identifier (GUID)
Create and register a session configuration file.

moow>»

Correct Answer: CE
Section: (none)
Explanation

Explanation/Reference:

Explanation/Reference:

https://docs.microsoft.com/en-us/powershell/jea/role-capabilities https://docs.microsoft.com/en-us/powershell/jea/register-
jea

QUESTION 87

Your network contains an Active Directory domain named contoso.com.
The domain contains four global groups named Group].., Group2, Group3, and Group4.

A user named Userl is a member of Group3.

You have an organizational unit (OU) named OU1 that contains computer accounts.

A Group Policy object (GPO) named GPOL1 is linked to OU1. OU1 contains a computer account named Computerl.
GPOL1 has the User Rights Assignment configured as shown in the following table:

You need to ensure that Userl can access the shares on Computerl. What should you do?

www.vceplus.com - Download A+ VCE (latest) free Open VCE Exams - VCE to PDF Converter - VCE Exam Simulator - VCE Online


https://vceplus.com/
https://vceplus.com/
https://vceplus.com/

VCEp

Free Practice Exam - IT Certifications

https://vceplus.com/

Modify the membership of Groupl.

In GPO1, modify the Access this computer from the network user right
Modify the Deny access to this computer from the network user right.
Modify the Deny log on locally user right

Cow»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

You need to ensure that Userl can access the shares on Computerl, from.network.

If not from network, where would you access a shared folder from? from Mars? from Space?.from toilet?

Moreover, this question has explicitly state Userl is a member of Group3, and hence it is not possible for Userl to logon Computerl locally to touch those shared
folders on NTFS file system.

Only these two policies to be considered "Access this computer from network”, "Deny access to this computer from

network".1 There's no option to modify the group member ship of "Group2", "Administrators", or "Backup Operators", so we

have to add a 4th entry "Userl" to this policy setting "Access this computer from network".

QUESTION 88

Your network contains an Active Directory domain named contoso.com. The domain contains 1,000 client computers that run Windows 10.

A security audit reveals that the network recently experienced a Pass-the-Hash attack.

The attack was initiated from a client computer and accessed Active Directory objects restricted to the members of the Domain Admins group.
You need to minimize the impact of another successful Pass-the-Hash attack on the domain. What should you recommend?

A. Move the computer accounts of all the client computers to a new organizational unit (OU). Remove the permissions to the new OU from the Domain Admins
group.

B. Configure the Domain Admins group as a restricted group.

C. Instruct all administrators to use a restricted Remote Desktop connection when they sign in to a client computer.

D. Instruct all users to sign in to a client computer by using a Microsoft account

Correct Answer: C
Section: (none)
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Explanation

Explanation/Reference:
https://docs.microsoft.com/en-us/windows/access-protection/remote-credential-guard
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Feature

Protection
benefits

Version
support

Helps prevent

Credentials
supported
from the

Remote Desktop

Credentials on the
server are not
protected from Pass-
the-Hash attacks.

The remote
computer can run
any Windows
operating system

N/A

e Signed on

- U AR | S

Windows Defender
Remote Credential Guard

User credentials remain on
the client, An attacker can
act on behalf of the user
only when the session is
ongoing

Both the client and the
remote computer must be
running at least Windows
10, version 1607, or
Windows Server 2016,

e Pass-the-Hash

e Useofa
credential after
disconnection

¢ Signed on

in mode

User logs on to the server as
local administrator, so an
attacker cannot act on behaif
of the “domain user”. Any
attack is local to the server

The remote computer must be
running at least patched
Windows 7 or patched
Windows Server 2008 R2.

For more information about
patches (software updates)
related to Restricted Admin
mode, see Microsoft Security
Advisory 2871997,

e Pass-the-Hash

e Use of domain
identity during
connection

e Signed on
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QUESTION 89

You have a server named Serverl that runs Windows Server 2016. Serverl has the Windows Server Update Services server role installed.
Windows Server Update Services (WSUS) updates for Serverl are stored on a volume named D. The hard disk that contains volume D fails.
You replace the hard disk. You recreate volume D and the WSUS folder hierarchy in the volume.

You need to ensure that the updates listed in the WSUS console are available in the WSUS folder. What should you run?

wsusutil.exe /import
wsusutil.exe /reset
Set-WsusServerSynchronization
Invoke-WsusServerCleanup

Oow>»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

https://technet.microsoft.com/en-us/library/cc720466%28v=ws.10%29.aspx?f=255&MSPPError=-2147217396

WSUSutil.exe is a tool that you can use to manage your WSUS server fromthe command line. WSUSutil.exe is located in the %drive%\Program Files\Update
Services\Tools folder on your WSUS server.

You can run specific commands with WSUSutil.exe to perform specific functions; as. summarized.in the following table.

The syntax you would use to run WSUSutil.exe with specific commands follows the table.
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Command What it enables you to do When you might use it
export The first of the two parts that make
up the export / import process. ® (On an ongoing basis, if you are running a network with limited or restricted

Internet connectivity

The export command enables you to
export update metadata to an export
package file. You cannot use this
parameter to export update files,
update approvals, or server settings.

import The second of the two parts that ) o ) o )
make up the export/import process, e (On an ongoing basis, If you are running a network with limited or restricted
connectivity
The import command imports
update metadzata to a server from an V C E I
export package file created on v p u S
another WSUS server, This VCE To PDF - Free Practice Exam
synchronizes the destination W5US
server without using 2 network
connection.
migratesus This command migrates update _ _ .
approvals from a SUS 1.0 server to a o |fyou are upgrading your implementation SUS 1.0 to WSUS.

WSUS server,

moveconten | Changes the file system location

t where the WSUS server stores
update files, and optionally copies
any update files from the old
location to the new location

Hard drive is full

Bisk fails

G Checks that every update metadata
row in the database has

corresponding update files stored in 3
ﬂ\]ﬁwfﬂf ngstiem. IR . » When troubleshooting
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QUESTION 90

Your network contains an Active Directory domain named contoso.com.

You install the Windows Server Update Services server role on a member server named Serverl. Serverl runs Windows Server 2016.
You need to ensure that a user named Userl can perform the following tasks:

-View the Windows Server Update Services (WSUS) configuration.

-Generate WSUS update reports.

The solution must use the principle of least privilege. What should you do on Serverl?

Run wsusutil.exe and specify the postinstall parameter.

Add Userl to the WSUS Reporters local group

Modify the permissions of the ReportWebService virtual folder from the WSUS Administration website.
Add Userl to the WSUS Administrators local group.

Oow»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation/Reference:
WSUS Reporters have read only access to the WSUS database and configuration

WSUS Reporters Properties ? X
General
;} WSUS Reporters
S0
Description: Members of this group can generate reports but cannot

approve updates or configure the Windows Server

Members:

|

When a user with "WSUS Reporters" membership, he can view configuration and generate reports as follow:-
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[E You do not have sufficient permissions to modify these settings.

I Cancel |

Apply

Update Files and Languages X
Update Files Update Languages
If you are storing update files locally, you can filter the updates
downloaded to your server by language. Choosing individual
languages will affect which computers can be updated on this
server and any downstream servers.
Download updates in all lahguages, including new languages
Download updates only i these languages:
[ 4rabic [ Finnish C
[] Bulgarian [] French [
[] Chinese (Hong Kang S.4.R.) [] German =
[] Chinese [Simplified) [] Greek =
[] Chinese (Traditional) [] Hebrew [
[] Croatian [] Hindi C
[] Czech [] Hungarian C
[] Danish [ Italian C
[] Dutch [] Japanese p
[] English [] Japanese [NEC)
[] Estonian [] Karean I
C
<
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@] Updates Report — O X
Tasks Reportiew Report Options RunReport

1 of 27 b M i & A - | 100% -
=+ Updates Rep A ] [ ; A
D e Update Status Summary Report &J'WmdowsServer
: Update Services
- Curnulati L
- Cumulati d;ll Cumulative Update for Windows 10 Yersion 1607 (KB3134496)
- Cumulati :
- Buritilat Description: Install this update to resolve issues in Windows. For a complete listing of the issues that

are included in this update, see the associated Microsoft Knowledge Base atticle for more

- Cumulati information. After you install this item, you may have ta restart your computer.

- Cumnulati

- Cumnulati

- Curnulati Classification: Critical Updates

- Update f -

- Update f Products: Windows 10

- Update f MSRC Severity Rating: Unspecified

- Update f

- Update f MSRC Number: None

- Update f More Information: http:/ /suppo;t.mﬁ icrfgsoﬁ: com/kB? 3{94495 -~

- Update f

- Update f B .

- Update f c:‘} X Approval Summary for: Any computer group

| |

- Update f - Group Approval 4 Deadine Administrator

- Update f

lbdatet All Computers Not approved Mone Mo approval set

- Update f Unassigned Computers Not approved [inherited) MNone {inherited) Mo approval set

- 3:;::: : \windows 10 Clients Not approved (inherited) None {inherited) No approval set

- Update f Windows Server 2016 Not approved (inherited) None {inherited) MNo approval set
QUESTION 91

Your network contains an Active Directory domain named contoso.com.

The domain contains a server named Serverl that runs Windows Server 2016.

The hardware configuration on Serverl meets the requirements for Credential Guard.
You need to enable Credential Guard on Server. What should you do? Choose Two.

Component to install: The Host Guardian Service server role
Component to install: The Hyper-V server role
Component to install: The VM Shielding Tools for Fabric Management feature

Group Policy setting to configure: Access Credential Manager as a trusted provider ) )
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E. Group Policy setting to configure: Network Security: Configure encryption types allowed for Kerberos
F. Group Policy setting to configure: Turn on Virtualization Based Security

Correct Answer: BF
Section: (none)
Explanation

Explanation/Reference:
https://docs.microsoft.com/en-us/windows/access-protection/credential-guard/credential-guard-requirements

The Virtualization-based security requires:
-64-bit CPU
-CPU virtualization extensions plus extended page tables

-Windows hypervisor
https://docs.microsoft.com/en-us/windows/access-protection/credential-guard/credential-guard-manage#hardware-readiness-tool
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Enable Windows Defender Credential Guard by using Group Policy

You can use Group Policy to enable Windows Defender Credential Guard. This will add and enable
the virtualization-based security features for you if needed.

1. From the Group Policy Management Console, go to Computer Configuration ->

Administrative Templates -> System -> Windows Defender Device Guard.

2. Double-click Turn On Virtualization Based Security, and then click the Enabled option.

3. Select Platform Security Level box, choose Secure Boot or Secure Boot and DMA

Protection.

4. In the Windows Defender Credential Guard Configuration box, click Enabled with
UEFI lock, and then click OK. If you want'to be able to turh off Windows Defender
Credential Guard remotely, choose Enabled without lock.

= ..

& Tum On Virtualization Based Security 3 O X
E5] Tum On Virtualization Based Security Previous Setting

(O Not Configured Comment:

(®) Enabled

O Disabled -

Supported on: least Windows Server 2016, Windows 10

Options: Help:

Select Platform Security Level: Specifies whether Virtualization Based Security is enabled. A
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Add the virtualization-based security features by using Programs and Features

1. Open the Programs and Features control panel.

2. Click Turn Windows feature on or off.

3. Go to Hyper-V -> Hyper-V Platform, and then select the Hyper-V Hypervisor check box.
4. Select the Isolated User Mode check box at the top level of the feature selection.

5. Click OK.

High level operating system Virtualization-based security ﬁ
LSASS | LSAlso

NTLM 1 e T el Single sign-
- on |
VEE] credentials
Kerberos support
‘ .

3 ea

Hypervisor

QUESTION 92

Your network contains an Active Directory domain named contoso.com.

You have an organizational unit (OU) named Secure that contains all servers.

You install Microsoft Security Compliance Manager (SCM) 4.0 on a server named Serverl.

You need to export the SCM Print Server Security baseline and to deploy the baseline to a server named Server2.
What should you do? Choose Two.
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Format to use to export the baseline: Excel (.xIsm)

Format to use to export the baseline: GPO Backup (folder)

Format to use to export the baseline: SCAP v1.0 (.cap)

Format to use to export the baseline: SCCM DCM 2007 (.cab)

Format to use to export the baseline: SCM (.cab)

Tool to use to import the baseline: Group Policy Management

Tool to use to import the baseline: Group Policy Object Editor

Tool to use to import the baseline: Microsoft Security Compliance Manager (SCM)
Tool to use to import the baseline: Resultant Set of Policy

Tool to use to import the baseline: Security Configuration and Analysis

ST IOemMmMmoOOw>

Correct Answer: BF
Section: (none)
Explanation

Explanation/Reference:
When the security settings is exported from SCM 4 in a GPO (folder) format, with a long GUID name

{BF7ADSAT-8578-4TEC-BRGE- RS A2FFCDET 2}

You have to import it to GPO by using "Group Policy Management", right-click the GPO ‘and use "Import Settings" button. F is correct.

I =1 Secure OU Policy Sablad

Edit
GPO Status >

Back Up...
Restore from Backup...

[ Import Settings... ]

Do not confuse with security template .inf files. Only security template .INF file (which is a single file, not a folder) could be imported to a GPO by Group
Policy Object Editor, so G is incorrect.

QUESTION 93

You plan to enable Credential Guard on four servers. Credential Guard secrets will be bound to the TPM.

The servers run Windows Server 2016 and are configured as shown in the following table
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232

232
232

Which of the above server you could enable Credential Guard?

A. Serverl
B. Server2
C. Server3
D. Server4d

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

Explanation/Reference:

https://docs.microsoft.com/en-us/windows/access-protection/credential-guard/credential-guard-requirements

Hardware and software requirements

To provide basic protections against OS level attempts to read Credential Manager domain credentials, NTLM and Kerberos derived credentials, Windows
Defender Credential Guard uses:

-Support for Virtualization-based security (required)

-Secure boot (required)

-TPM 2.0 either discrete or firmware (preferred - provides binding to hardware)

-UEFI lock (preferred - prevents attacker from disabling with a simple registry key change)
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Baseline protections

Baseline
Protections

Hardware: 64-bit
CPU

Hardware: CPU
virtualization
extensions,
plus extended
page tables

Hardware:
Trusted
Platform
Module (TPM)

Firmware: UEFI
firmware
version 2.3.1.c
or higher with
UEFI Secure
Boot

Description

A 64-bit computer is required for the Windows
hypervisor to provide VBS.

Requirements: These hardware features are
required for VBS:

One of the following virtualization extensions:

» VT-x (Intel) or

* AMD-V

And:

» Extended page tables, also called Second Level
Address Translation (SLAT).

Requirement: TPM 1.2 or TPM 2.0, either discrete or
firmware.
TeM recammendations

Requirements: See the following Windows
Hardware Compatibility Program requirement:
System.Fundamentals.Firmware.UEFISecureBoot

FdVCEpP l U 5
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Security benefits

VBS provides isolation of secure kernel from
normal operating system. Vulnerabilities and
Day 0s in normal operating system cannot be
exploited because of this isolation.

A TPM provides protection for VBS encryption
keys that are stored in the firmware. This helps
protect against attacks involving a physically
present user with BIOS access.

UEFI Secure Boot helps ensure that the device
boots only authorized code. This can prevent
boot kits and root kits from installing and
persisting across reboots,
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Background: UEFI 2.3.1 is older that UEFI 2.3.1c
http://www.uefi.org/specifications

UEFI Specification

« UEFI Specification Version 2.7

Previous Versions of the UEF| Specification:

When applying these above requirements to Serverl, Server2 and Server3,

Server2 is eliminated due to UEFI version is lower than the required 2.3.1c.

Server3 is eliminated due to Hyper-V role is not installed.

Use the following to verify if Server4 virtual machine is eligible for running Credential Guard

Server4

« UEF| Specification Version 2.6 (Emata B)

« UEF| Specification Version 2.6 (Errata A)

» UEFI| Specification Version 2.6

« UEF| Specification Version 2.5 (Emrata A)

« UEFI| Specification Version 2.5

« UEF| Specification Version 2.5 Related Links
» UEFI| Specification Version 2.4 (Errata C)

« UEF| Specification Version 2.4 (Emrata B)

« UEFI| Specification Version 2.4 (Emrata A)

« UEFI Specification Version 2.4

» UEFI Specification Version 2.3.1 (Errata D)
« UEF| Specification Version 2.3.1 (Errata C)
« UEFI| Specification Version 2.3.1 (Errata B)
« UEF| Specification Version 2.3 1 (Errata A)
» UEFI| Specification Version 2.3.1

« UEF| Specification Version 2.3 (Ermrata E)

« UEF| Specification Version 2.3 (Emata D)

« UEFI Specification Version 2.2 (Errata D)

» UEFI| Specification Version 2.1 (Errata D)

« UEF| Specification Version 2.0
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Windows Defender Credential Guard deployment in virtual machines

Credential Guard can protect secrets in a Hyper-V virtual machine, just as it would on a physical machine. When
Credential Guard is deployed on a VM, secrets are protected from attacks inside the VM. Credential Guard does
not provide additional protection from privileged system attacks originating from the host.

Requirements for running Windows Defender Credential Guard in Hyper-V virtual machines

e The Hyper-V host must have an IOMMU, and run at least{Windows Server 2016]or Windows 10 version
1607.

* The Hyper-V virtual machine must bg Generation 2 lhave an enabled virtual TPM, and be running at least
Windows Server 2016 or Windows 10.

Server4 looks good and could enable Credential Guard.
So, we have to made a choice between Serverl (A) and Server4-virtual machine (D).
Server4 is a better choice while it uses a newer TPM version 2.0, so D is correct answer for this question as Server4 has no uncertainties.

There are documented uncertainties of Serverl using TPM 1.2, there are possibilities and reasonable doubt that Serverl could not bound Credential Guard secrets
to TPML1.2, see below:-

https://docs.microsoft.com/en-us/windows/device-security/tpm/tpm-recommendations
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TPM 1.2 vs. 2.0 comparison

From an industry standard, Microsoft has been an industry leader in moving and standardizing on TPM 2.0, which
has many key realized benefits across algorithms, crypto, hierarchy, root keys, authorization and NV RAM.

Why TPM 2.07

TPM 2.0 products and systems have important security advantages over TPM 1.2, including:
e The TPM 1.2 spec only allows for the use of RSA and the SHA-1 hashing algorithm.

e For security reasons, some entities are mbw@g away.froih SHA- 1, Ndtably, NIST has required many
federal agencies to move to SHA-256 as of 2014! and techiiolégy feaders, including Microsoft and
Google have announced they will remove support for SHA-1 based signing or certificates in 2017.

e TPM 2.0 enables greater crypto agility by being more flexible with respect to cryptographic
algorithms.

o TPM 2.0 supports newer algorithms, which can improve drive signing and key generation
performance. For the full list of supported algorithms, see the TCG Algorithm Registry. Some TPMs
do not support all algorithms.

o For the list of algorithms that Windows supports in the platform cryptographic storage provider,
see CNG Cryptographic Algorithm Providers.

o TPM 2.0 achieved I1SO standardization (ISO/IEC 11889:2015).
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Via lab test, we are unable to bound Credential Guard credentials on an old computer with TPM 1.2 purchased near 8 years ago. So, Serverl (A) is wrong.

QUESTION 94
Your network contains an Active Directory domain named contoso.com.

The domain contains a server named Serverl that runs Windows Server 2016.
The services on Serverl are shown in the following output:

Serverl has AppLocker rules configured as shown in follow:

Rulel and Rule2 are configured as shown in follow:

Which of the following statements are true? Choose Three.

On Serverl, Userl can run D:\Folder2\Appl.exe : Yes
On Serverl, Userl can run D:\Folder2\Appl.exe : No

On Serverl, Userl can run D:\Folderl\Programl.exe : Yes
On Serverl, Userl can run D:\Folder1\Programl.exe : No

If Program1 is copied from D:\Folderl to D:\Folder2, Userl can run Programl.exe on Serverl : Yes
If Program1 is copied from D:\Folderl to D:\Folder2, Userl can run Programl.exe on Serverl : No
www.vceplus.com - Download A+ V CE (latest) free Open VCE Exams - VCE to PDF Converter - VCE Exam Simulator - VCE Online
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Correct Answer: ACE
Section: (none)
Explanation

Explanation/Reference:

Explanation/Reference:

https://docs.microsoft.com/en-us/windows/device-security/applocker/configure-the-application-identity-service

The Application Identity service determines and verifies the identity of an app. Stopping this service will prevent AppLocker policies from being enforced.

In this question, Serverl's Application Identity service is stopped, therefore, no more enforcement on AppLocker rules, everyone could run everything on Serverl.

QUESTION 95

Your network contains several Windows container hosts..

You plan to deploy three custom .NET applications.

You need to recommend a deployment solution for the applications.
Each application must:

-be accessible by using a different IP address.

-have access to a unique file system.

-start as quickly as possible.

What should you recommend? Choose Two.

A. Type of container: Hyper-V

B. Type of container: Windows

C. Number of containers: 1D. Number of containers: 2
E. Number of containers: 3

Correct Answer: BE
Section: (none)
Explanation

Explanation/Reference:

Both Hyper-V container and Windows container could achieve, you'll need 3 containers to do so. Answer E is correct. -

be accessible by using a different IP address.

-have access to a unique file system.

However, Hyper-V container starts 5 times or more slower than Windows container in our lab, on same computer.

The question demands that each application must "start as quickly as possible.", therefore Answer B is correct

QUESTION 96

You plan to deploy three encrypted virtual machines that use Secure Boot. The virtual machines will be configured as shown in the following table:

How should you protect each virtual machine? Choose Three.
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A. VM1: An encryption-supported virtual machine B.
VM1: A shielded virtual machine

C. VM2: An encryption-supported virtual machine
D. VM2: A shielded virtual machine

E. VM3: An encryption-supported virtual machine
F. VM3: A shielded virtual machine

Correct Answer: BCE
Section: (none) VC E p I u S
Explanation VCE To PDF - Free Practice Exam

Explanation/Reference:
Shielded VM Prevents Virtual Machine connection and PowerShell Direct, it prevent the Hyper-V host to interact in any means with the Shielded VM.
https://docs.microsoft.com/en-us/windows-server/virtualization/guarded-fabric-shielded-vm/guarded-fabric-and-shielded-vms
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The following table summarizes the differences between encryption-supported and shielded VMs.

Capability

Secure Boot

Vipm

Encrypt VM state and live migration traffic

Integration componentis

Virtual Machine Connection {Consaole), HID devices

{e.g. keyboard, mouse)

COM/Serial ports

Attacha debugger {to the VM process)’

QUESTION 97

Generation 2 Encryption
Supported

Yes, required but
configurable

Yes, required but
configurable

Yes, required but
configurable

Configurdbleby fatric

admin

On, cannot be disabled

Supported

Supported

Your network contains two Active Directory forests named contoso.com and adatum.com.

Contoso.com contains a Hyper-V host named Serverl.
Serverl is the member of a group named HyperHosts.

Adatum.com contains a server named Server2 that is configured for Admin-trusted attestation.

Serverl and Server2 run Windows Server 2016.
Contoso.com trusts adatum.com.

Generation 2 Shielded

Yes, required and enforced

Yes, required and enforced

Yes, reguired and enforced

Certain integration components blocked (e.g. data
exchange, PowerShell Direct)

Disabled (cannot be enabled)

Disabled (cannot be enabled)

Disabled {cannot be enabled)

You plan to deploy shielded virtual machines to Serverl. Which component should you install and which cmdlet should you run on Serverl?
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Component to install on Serverl: The Active Directory Domain Services server role
Component to install on Serverl: The Host Guardian Hyper-V Support feature
Component to install on Serverl: The Host Guardian Service server role

Cmdlet to run on Serverl: Export-HgsGuardian

Cmdlet to run on Serverl: Get-HgsAttestationBaselinePolicy

Cmdlet to run on Serverl: Import-HgsGuardian

Cmdlet to run on Serverl: Set-HgsClientConfiguration

GmMmoOoOw>

Correct Answer: BG
Section: (none)
Explanation

Explanation/Reference:
Key for this question is Admin-trusted attestation or (AD mode) for guarded fabric "Serverl.contoso.com”, while Server2.adatum.com is running the Host Guardian

Service. https://docs.microsoft.com/en-us/windows-server/virtualization/guarded-fabric-shielded-vm/guarded-fabric-guarded-host-
prerequisites
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e Hardware: One host is required for initial deployment. To test Hyper-V live migration for shielded VMs, you must have at
least two hosts.

Hosts must have:

o |OMMU and Second Level Address Translation (SLAT)

o TPM 2.0

UEFI 2.3.1 or later

o Configured to boot using UEFI {not BIOS or "legacy” mode)

o

o Secure boot enabled

e Operating system: Windows Server 2016 Datacenter edition

@ Important

Make sure you Install the latest cumulative update.

* Role and features: Hyper-V role and thejHost Guardian Hyper-V Support featurejThe Host Guardian Hyper-V Support

feature is only available on Datacenter editions of Windows Server 2016.

https://docs.microsoft.com/en-us/windows-server/virtualization/guarded-fabric-shielded-vm/guarded-fabric-confirm-hosts-can-attest-successfully
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A fabric administrator needs to confirm that Hyper-V hosts can run as guarded hosts. Complete the following steps on at least one
guarded host:

1. If you have not already installed the Hyper-V role and|Host Guardian Hyper-V Support feature] install them with the
following command:

18 Copy

Install-WindowsFsature Hyper-V, HostGuardian -IncludeManagementTools -Restart

2. Configure the host's Key Protection and Attestation URLs:

e Through Windows PowerShell: You cap.cenfigure the Key Pratection and Attestation URLs by executing the
following command in an elevated Windows Powarshall.console. For <PQDN >, use the Fully Qualified Domain
Name (FQDN) of your HGS cluster (for examplé, 'hgs.relecloudcom-or'ask the HGS administrator to run the Get-
HgsServer cmdlet on the HGS server to retrieve the URLs).

Set-HgsClientConfiguration -AttestationServerUrl "http://<FQDN>/Attestation' -KeyProtectionServeruUrl
‘http://<FQDN>/KeyProtection’

QUESTION 98

Your network contains an Active Directory domain named contoso.com. The domain contains a server named Serverl.
Serverl is configured as shown in the following table:

You plan to create a pilot deployment of Microsoft Advanced Threat Analytics (ATA). What should you do first?
A. Remove Serverl from the domain. B.
Assign an additional IPv4 address.
C. Obtain an SSL certificate.
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D. Install Microsoft Security Compliance Manager (SCM).

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

https://docs.microsoft.com/en-us/advanced-threat-analytics/ata-prerequisites

ATA Center which is the first component to be deployed on Serverl, requires the use of SSL protocol to communicate with ATA Gateway

To ease the installation of ATA, you can install self-signed certificates during installation.

Post deployment you should replace the self-signed with a certificate from an internal Certification Authority to be used by the ATA Center.

Make sure the ATA Center and ATA Gateways have access to your CRL distribution point.

If the they don't have Internet access, follow the procedure to manually import a CRL, taking care to install the all the CRL distribution points for the whole chain.

QUESTION 99

Your network contains an Active Directory domain named contoso.com.

You are deploying Microsoft Advanced Threat Analytics (ATA) to the domain.

You install the ATA Center on server named Serverl and the on a server named
Server2. You need to ensure that Server2 can collect NTLM authentication events-What
should you configure?

the domain controllers to forward Event ID 1000 to Serverl
the domain controllers to forward Event ID 4776 to Server2
Serverl to forward Event ID 1000 to Server2
Server2 to forward Event ID 1026 to Serverl

Cow»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Explanation/Reference:

https://docs.microsoft.com/en-us/advanced-threat-analytics/ata-architecture

ATA monitors your domain controller network traffic by utilizing port mirroring to an ATA Gateway using physical or virtual switches.

If you deploy the ATA Lightweight Gateway directly on your domain controllers, it removes the requirement for port mirroring.

In addition, ATA can leverage Windows events (forwarded directly from your domain controllers or from a SIEM server) and analyze the data for attacks
and threats.

See the GREEN line in the following figure, forward event ID 4776 which indicates NTLM authentication is being used to ATA Gateway Server2.
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QUESTION 100
You have a server named Serverl that runs Windows Server 20":[
You need to view all of the inbound rules on Serverl.

Which cmdlet should you use?

Get-NetlPSecRule
Get-NetFirewallRule
Get-NetFirewallProfile
Get-NetFirewallSetting
Get-NetFirewallPortFilter
Get-NetFirewallAddressFilter
Get-NetFirewallSecurityFilter
Get-NetFirewallApplicationFilter

IoMmMoUoO®y»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Examples:-

Get-NetFirewallRule -Direction Inbound <--- view inbound rules for all profiles
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Get-NetFirewallRule -Direction Inbound | where {$_.Profile -eq "Domain"}
Get-NetFirewallRule -Direction Inbound | where {$_.Profile -eq "Public"}
Get-NetFirewallRule -Direction Inbound | where {$_.Profile -eq "Private"}

QUESTION 101

You have a server named Serverl that runs Windows Server 2016.

You need to identify whether IPsec tunnel authorization is configured on Serverl.
Which cmdlet should you use?

Get-NetlPSecRule
Get-NetFirewallRule
Get-NetFirewallProfile
Get-NetFirewallSetting
Get-NetFirewallPortFilter
Get-NetFirewallAddressFilter
Get-NetFirewallSecurityFilter
Get-NetFirewallApplicationFilter

ITomMmoOO w2

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
https://technet.microsoft.com/en-us/itpro/powershell/windows/netsecurity/get-netipsecrule
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PS C:\> Get-NetIPsecRule -

IPsecRuleName : {1D65FF82-CBDF-402E-BC92-3489C196602E}
DisplayName : Site-to-Site_IPSecTunnel

Description 2

DisplayGroup 3

Group -

Enabled : True

Profile : Domain

Platform i}

Mode : Tunnel

InboundSecurity : Require

OQutboundSecurity : Require

QuickModeCryptoSet : Default

PhaselAuthSet : {E0926672-59CD-45B9-A36D-857B1C0O0EC6B}
Phase2AuthSet 3

KeyModule : Default

AllowwWatchKey : False

AllowSetKey : False

LocalTunnelEndpoint : {197.6.8.

9}
RemoteTunnelEndpoint : {203.4.5.6}
RemoteTunnelHostname :
ForwardPathLifetime : 0
EncryptedTunnelBypass : False
RequireAuthorization : True -

User : Any

Machine : Any

PrimaryStatus : 0K

Status : The rule was parsed successfully from the store. (65536)
EnforcementStatus : NotApplicable

PolicyStoreSource : PersistentStore

PolicyStoreSourceType : Local

QUESTION 102

You have a server named Serverl that runs Windows Server 2016.

You need to identify whether ICMP traffic is exempt from IPsec on Serverl.
Which cmdlet should you use?

B VCE

Free Practice Exam - IT Certifications
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A. Get-NetlPSecRule

B. Get-NetFirewallRule

C. Get-NetFirewallProfile D. Get-NetFirewaIISetting ! )
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Get-NetFirewallPortFilter
Get-NetFirewallAddressFilter

. Get-NetFirewallSecurityFilter
Get-NetFirewallApplicationFilter

T omm

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:

The Get-NetFirewallSetting cmdlet retrieves the global firewall settings of the target computer.

The NetFirewallSetting object specifies properties that apply to the firewall and IPsec settings, no matter which network profile is currently in use.

The global configurations include viewing the active profile, exemptions, specified certification validation levels, and user and computer authorization lists.

PS C:\» Get-NetFirewallSetting sl

Name : Global IPsec SettingData
Exemptions i : NeighborDiscovery, Icmp, Dhcp
EnableStatefulFtp : False

EnableStatefulPptp : False

ActiveProfile : NotApplicable
RemoteMachineTransportAuthorizationList : NotConfigured
RemoteMachineTunnelAuthorizationList : NotConfigurad
RemoteUserTransportAuthorizationList : NotConfigured
RemotelserTunnelAuthorizationList : NotConfigured
RequireFullAuthSupport : NotConfigured
CertvalidationLevel : NotConfigured
ATlowIPsecThroughNAT : NotConfigured
MaxSAId]leTimeSeconds : NotConfigured
KeyEncoding : NotConfigured
EnablePacketQueuing : NotConfigured

QUESTION 103

You have a server named Serverl that runs Windows Server 2016.

You need to identity whether any connection security rules are configured on Serverl.
Which cmdlet should you use?

Get-NetlPSecRule

Get-NetFirewallRule

Get-NetFirewallProfile D. Get-NetFirewallSetting
Get-NetFirewallPortFilter
Get-NetFirewallAddressFilter
Get-NetFirewallSecurityFilter

Get-NetFirewallApplicationFilter
www.vceplus.com - Download A+ VCE (latest) free Open VCE Exams - VCE to PDF Converter - VCE Exam Simulator - VCE Online

Tommow >


https://vceplus.com/
https://vceplus.com/
https://vceplus.com/

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

https://technet.microsoft.com/en-us/itpro/powershell/windows/netsecurity/get-netipsecrule

Get-NetlPSecRule displays the existence and details of Connection Security Rules, as connection security rules implements IPsec between computers (not using
tunnel endpoints) or sites (using tunnel endpoints)

QUESTION 104

Your company has an accounting department.

The network contains an Active Directory domain named contoso.com. The domain contains 10 servers.
You deploy a new server named Serverll that runs Windows Server 2016.

Serverll will host several network applications and network shares used by the accounting department.
You need to recommend a solution for Serverll that meets the following requirements:

-Protects Serverll from address spoofing and session hijacking

-Allows only the computers in We accounting department to connect to Serverll

What should you recommend implementing?

AppLocker rules

Just Enough Administration (JEA)
connection security rules

Privileged Access Management (PAM)

©Cow>»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

In IPsec connection security rule, the IPsec protocol verifies the sending host IP address by utilize integrity functions like Digitally signing all packets.

If unsigned packets arrives Serverll, those are possible source address spoofed packets, when using connection security rule in-conjunction with inbound firewall
rules, you can kill those un-signed packets with the action "Allow connection if it is secure" to prevent spoofing and session hijacking attacks.

QUESTION 105

Your network contains an Active Directory domain named contoso.com. The functional level of the forest and the domain is Windows Server 2008 R2.

The domain contains the servers configured as shown in the following table:
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Nanol Nano Server

Nano2 Nano Server

Server2 File server that has a shared folder named DATA

Servest DNS server that has a DNSSEC-signed zone named
adatum.com

Serverd Hyper-V host

Serverl Application server

All servers run Windows Server 2016. All client computers run Windows 10.

You have an organizational unit (OU) named Marketing that contains the computers in the marketing department.

You have an OU named Finance that contains the computers in the finance department.

You have an OU named AppServers that contains application servers.

A Group Policy object (GPO) named GP1 is linked to the Marketing OU. A GPO named GP2 is linked to the AppServers OU.
You install Windows Defender on Nano1l.

You need to disable SMB 1.0 on Server2. What should you do?

From Server Manager, remove a Windows feature.

From Windows PowerShell, run the Set-SmbClientConfiguration cmdlet.
From File Server Resource Manager, create a classification rule

From the properties of each network adapter on Server2, modify the bindings

Oow»

Correct Answer: A
Section: (hone)
Explanation

Explanation/Reference:

Server2 is a Server, B is incorrect.

Moreover, as there is no such choice for using "Set-SmbServerConfiguration -EnableSMB1Protocol $false” cmdlet, you have to remove the SMBL1's supporting
server feature instead.

Answer A is correct for this question, see below.
https://support.microsoft.com/en-us/help/2696547/how-to-enable-and-disable-smbv1-smbv2-and-smbv3-in-windows-and-windows
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Dashboard
Local Server
i All Servers

g ADDS

B Hyper-V

g File and Storage

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

i Remove Roles and Features Wizard

Remove features

QUESTION 106

Your network contains an Active Directory domain named contoso.com. The functional level of the forest and the domain is Windows Server 2008 R2.

DESTINATION SZRVER
s:01-morage Threshold mtestmicrosoR com

To remove one or more installed features from the selected server, clear therr check boxes

Features Description

Support for the SMB 1.0/CIFS file
sharing protocol, and the Computer
Browser protocol

Simpie TCP/IP Services (Not instalied)
ISMB 1.0/CIFS File Sharing Suppo
SMB Bandvadth Limit (Not installed)
SMTP Sarver (Not installed)

SNMP ServiceliNSinstalle<)
Storage Replics (Napiha1alae)

Teinet Client (Noaingts ! ed

TFTP Client (Not mstasie),

VM Shielding Tools for Fabric Management (Not ir
Windows Biometric Framework {Not instatied)
Windows Defender Features (Not installed)
Windows identity Foundation 3.5 (Not installed)
Windows Internal Database (Not instailed)
Windows PowerShell

Windows Process Actvation Service (Not installed
Windows Search Service (Not installed)

Windows Server Backup (Not installed)

Windows Server Migration Tools (Not installed)
Windmae Standardc.Racad Strcana Mananamant |

<PreviousJ

The domain contains the servers configured as shown in the following table:
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Nanol Nano Server

Nano2 Nano Server

Server2 File server that has a shared folder named DATA

Servest DNS server that has a DNSSEC-signed zone named
adatum.com

Serverd -V host

Serverl Application server

All servers run Windows Server 2016. All client computers run Windows 10.

You have an organizational unit (OU) named Marketing that contains the computers in the marketing department.

You have an OU named Finance that contains the computers in the finance department.

You have an OU named AppServers that contains application servers.

A Group Policy object (GPO) named GP1 is linked to the Marketing OU. A GPO named GP2 is linked to the AppServers OU.
You install Windows Defender on Nano1l.

You need to exclude D:\Folderl on Nanol from being scanned by Windows Defender.

Which cmdlet should you run?

Set-StorageSetting
Set-DtcAdvancedSetting
Set-FsrmFileScreenException
Set-MpPreference

©Cow>»

Correct Answer: D
Section: (none)
Explanation

Explanation/Reference:
https://technet.microsoft.com/en-us/itpro/powershell/windows/defender/set-mppreference

QUESTION 107
Your network contains an Active Directory domain named contoso.com. The functional level of the forest and the domain is Windows Server 2008 R2.
The domain contains the servers configured as shown in the following table:

www.vceplus.com - Download A+ VCE (latest) free Open VCE Exams - VCE to PDF Converter - VCE Exam Simulator - VCE Online


https://vceplus.com/
https://vceplus.com/
https://vceplus.com/

Nanol Nano Server

Nano2 Nano Server

Server2 File server that has a shared folder named DATA

Servest DNS server that has a DNSSEC-signed zone named
adatum.com

Serverd Hyper-V host

Serverl Application server

All servers run Windows Server 2016. All client computers run Windows 10.

You have an organizational unit (OU) named Marketing that contains the computers in the marketing department.

You have an OU named Finance that contains the computers in the finance department.

You have an OU named AppServers that contains application servers.

A Group Policy object (GPO) named GP1 is linked to the Marketing OU. A GPO named GP2 is linked to the AppServers OU.

You install Windows Defender on Nano1l.

You need to ensure that when a configuration change is made on Nano2, Nano2 will revert back to the original configuration automatically.
What should you do first?

Enable File History for all volumes.

Install the Microsoft-NanoServer-DSC-Package optional package

Install the Microsoft-NanoServer-DCB-Package optional package
Enable System Protection on all volumes

Deploy Microsoft System Center 2016 - Data Protection Manager (DPM)

moow»

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

Using PowerShell DSC (Desire State Configuration) to mitigate configuration drift on Nano Server requires additional steps, like installing the support package
Microsoft-NanoServer-DSC-Package" https://docs.microsoft.com/en-

us/powershell/dsc/nanodsc

DSC on Nano Server is an optional package in the NanoServer\Packages folder of the Windows Server 2016 media.

The package can be installed when you create a VHD for a Nano Server by specifying Microsoft-NanoServer-DSC-Package as the value of the

Packages parameter of the New-NanoServerlmage function, or the following PowerShell cmdlets on a live Nano server "Nano2". Import-

PackageProvider NanoServerPackage

Install-package Microsoft-NanoServer-DSC-Package -ProviderName NanoServerPackage -Force

QUESTION 108
Your network contains an Active Direct%rg dqma%i%n%eg font so.co(gm . .
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The domain contains a computer named Computerl that runs Windows 10.

Computerl connects to a home network and a corporate network.

The corporate network uses the 172.16.0.0/24 address space internally.

Computerl runs an application named Appl that listens to port 8080.

You need to ensure that Appl.exe can accept connections only when Computerl is connected to the corporate network.
Solution: You run the command.

New-NetFirewallRule -DisplayName "Rulel" -Direction Inbound -Program "D:\Apps\Appl.exe" -Action Allow -Profile Domain
Does this meet the goal?

A. Yes
B. No

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
Tested correct cmdlet, worked, and the profile "Domain” for corporate network is also correct.

PS C:\> New-NetFirewallRule -DisplayName “Ruiel” -Direction Inbound =Program "D:\Apps\Appl.exe" -Action Allow -Profile D
omain

Name : {27cb5030-bd59-41df-b4d8-d37e97941dad}
DisplayName : Rulel

Description $

DisplayGroup

IGroup $

Enabled : True

Profiie : Domain

Platform :

Direction : Inbound

Action : Allow

EdgeTraversalPolicy : Block

LooseSourceMapping : False

LocalOnlyMapping : False

Owner .

PrimaryStatus : 0K

Status : The rule was parsed successfully from the store. (65536)
EnforcementStatus : NotApplicable

PolicyStoreSource : PersistentStore

PolicyStoreSourceType : Local
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Rulel Properties X

Protocols and Pots  Scope  Advanced  Local Principals ~ Remote Users

General Programs and Services Remote Computers
Programs
\ ! (O All programs that meet the specified conditions
" (@ This program:
[D SApps'App1.exe Browse...

Application Packages

T Specify the application packages to which Settings
~y¢-, thistule applies.

Services

Specify the services to which this rule Settings
~g47. applies.

QUESTION 109

Your network contains an Active Directory domain named contoso.com.

The domain contains multiple Hyper-V hosts.

You need to deploy several critical line-of-business applications to the network to meet the following requirements:
-The resources of the applications must be isolated from the physical host

-Each application must be prevented from accessing the resources of the other applications.

-The configurations of the applications must be accessible only from the operating system that hosts the application.
Solution: You deploy a separate Hyper-V container for each application. Does this meet the goal?

A. Yes
B. No

Correct Answer: A

Section: (none)

Explanation

Explanation/Reference:

-The resources of the applications must be isolated from the physical host (ACHIEVED)

-Each application must be prevented from accessing the resources of the other applications. (ACHIEVED)
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QUESTION 110
Your network contains an Active Directory domain named contoso.com. All servers run Windows Server 2016. All client computers run Windows 10.
The relevant objects in the domain are configured as shown in the following table.

Server name Object Organizational unit (OU) name
Serverl Computer account Servers
Server2 Computer account Servers
Userl User account Operations Users

You need to assign Userl the right to restore files and folders on Serverl and
Server2. Solution: You add Userl to the Backup Operators group in contoso.com.
Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
No, Serverl and Server2 uses local group "Backup Operators" for granting backup and restore rights to normal users.
The solution would let Userl to backup files and folders on domain controllers for contoso.com instead.

QUESTION 111
Your network contains an Active Directory domain named contoso.com. All servers run Windows Server 2016. All client computers run Windows 10.
The relevant objects in the domain are configured as shown in the following table.

Server name Object Organizational unit (OU) name
Serverl Computer account Servers
Server2 Computer account Servers
Userl User account Operations Users

You need to assign Userl the right to restore files and folders on Serverl and Server2.

Solution: You create a Group Policy object (GPO), you link the GPO to the Servers OU, and then you modify the Users Rights Assignment in the GPO.
Does this meet the goal?

A. Yes

B. No

Correct Answer: A
Section: (none)
Explanation
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Explanation/Reference:
Yes, in "User Rights Assignment" section of a GPO, two settings for assigning backup and restore user rights are available as follow:

v Eompt..lt.er Comtpancs i, Access Credential Manager as a trusted caller Not Defined
i P—?IICIES ; () Access this computer from the network Not Defined

G _JI ‘S/‘Zf:nslzxs?;e;t;:gss \_\, Act as part of the operating system Not Defined

o 3 L) Add workstations to domain Not Defined

> [ Name Resolution Policy ARG
| Scripts (Startup/Shutdown) g Adjust memory quotas foraprd g,ck up files and directories Properties ?
| Allow log on locally

= Deployed Printers
.z, Allow log on through Remote D|  Security Policy Setting  Explain

v i Security Settings

:' _jﬁﬂ PR o @ Back up files and direftories e I
v 3 Local Policies 2y, Bypass traverse checking - ?
» 5 Audit Policy ., Change the system time -
y j User Rights Assignment 1. Change the time zone [] Define these policy settings:
> j Security Options | Create a pagefile |
A '-d r\.:anf I nn U M ematbm adalemm alimnd
v & AC-:onp'lp;..nt'er AnnguEtis " Bypasstrayerse checking.- Not Defined
¥ M Sohaes , \ Chengétha system time Not Defined
> || Software Settings i ' ] :
= var . | Changethe timezonsa: Naot Defined
v || Windows Settings y . : . . -
i, Create a pagefile | Restorefiles and directories Properties ? X

» || Name Resolution Policy
& Scripts (Startup/Shutdown)
p=5 Deployed Printers

iy Create a token obj

L, Create global obje Securty Policy Setting ' Explain

v 3 Security Settings <u/Create permanent] - Restore files and directories
» o Account Policies < Create symbolic li _iﬁ
v 3 Local Policies .« Debug programs : ) ;
» 4] Audit Policy .4 Deny access to thi [[] Define these policy seftings:
- | UserRights Assignment 2y Denylogonasak
> 3] Security Options i Denylogonasas ‘

QUESTION 112
Your network contains an Active Directory domain named contoso.com. All servers run Windows Server 2016. All client computers run Windows 10.

The relevant objects in the domain are configured as shown in the following table.

Serverl Computer account Servers
Server2 Computer account Servers
Userl User account Operations Users
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You need to assign Userl the right to restore files and folders on Serverl and
Server2. Solution: You add User1 to the Backup Operators group on Serverl and
Server2. Does this meet the goal?

A. Yes
B. No

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

https://technet.microsoft.com/en-us/library/cc771990(v=ws.11).aspx

Backup Operators

Members of this group can back up and restore files on a computer, regardless of any permissions that protect those files.

This is because the right to perform a backup takes precedence over all file permissions. Members of this group cannot change security settings.
QUESTION 113

Your network contains an Active Directory domain named contoso.com. The.domain contains several Hyper-V hosts.

You deploy a server named Server22 to a workgroup. Server22 runs Windows Server 2016.

You need to configure Server22 as the primary Host Guardian Service server.

Which three cmdlets should you run in sequence?

Install-HgsServer

Install-Module

Install-Package
Enable-WindowsOptionalFeature
Install-ADDSDomainController
Initialize-HgsServer

nmmoow>

Correct Answer: AEF
Section: (none)
Explanation

Explanation/Reference:

Correct order of actions:

1. Install-ADDSDomainController , as Server22 is a workgroup computer, create a new domain on it first.

2. Install-HgsServer3. Initialize-HgsServer https://docs.microsoft.com/en-us/windows-server/virtualization/guarded-fabric-shielded-vm/guarded-fabric-
setting-up-the-host-guardian-service-hgs

https://docs.microsoft.com/en-us/windows-server/virtualization/guarded-fabric-shielded-vm/guarded-fabric-install-hgs-default Install-

HgsServer
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https://docs.microsoft.com/en-us/windows-server/virtualization/guarded-fabric-shielded-vm/guarded-fabric-initialize-hgs-tpm-mode-default Initialize-
HgsServer

QUESTION 114

You are creating a Nano Server image for the deployment of 10 servers.

You need to configure the servers as guarded hosts that use Trusted Platform Module (TPM) attestation.

Which three packages should you include in the Nano Server image? Each correct answer presents part of the solution.

Microsoft-NanoServer-SecureStartup-Package
Microsoft-NanoServer-ShieldedVM-Package
Microsoft-NanoServer-Storage-Package
Microsoft-NanoServer-SCVMM-Compute-Package
Microsoft-NanoServer-SCVMM-Package
Microsoft-NanoServer-Compute-Package

mmoow»

Correct Answer: ABF
Section: (none)
Explanation

Explanation/Reference:

https://docs.microsoft.com/en-us/system-center/vmm/guarded-deploy-host?toc=/windows-server/virtualization/toc.json

For an SCVMM Managed Nano Server Hyper-V case:

If your host is running Nano Server Hyper-V host, it should have the Compute, SCVMM-Package, SCYMM-Compute, SecureStartup, and ShieldedVM packages
installed.

https://docs.microsoft.com/en-us/windows-server/get-started/deploy-nano-server

For an standalone Nano Server Hyper-V host, no SCVMM related packages are required, only Compute, SecureStartup, and ShieldedVM packages are required.
This table shows the roles and features that are available in this release of Nano Server, along with the Windows PowerShell options that will install the packages
for them.

Some packages are installed directly with their own Windows PowerShell switches (such as -Compute); others you install by passing package names to the

Package parameter, which you can combine in a comma-separated list. You can dynamically list available packages using the Get-NanoServerPackage cmdlet.
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Role or feature Option
Hyper-V role {including NetQoS) -Compute
Failover Clustering and other components, detailed after this table -Clustering
Basic drivers for a variety of network adapters and storage -OEMDrivers

controllers. This is the same set of drivers included in a Server Core
installation of Windows Server 2016.

File Server role and other storage components, detailed after this -Storage

table

Windows Defender, including a default signature file = Defenter

Reverse forwarders for application compatibility, for example Now included by default

commeon application framewaorks such as Ruby, Node,js, etc.
DNS5 Server role -Package Microsoft-NanoServer-DN5-Package

PowerShell Desired State Configuration (DSC) -Package Microsoft-NanoServer-DSC-Package
Note: For full details, see Using DSC on Nane Server,

Internet Information Server (11S) -Package Microsoft-NanoServer-l15-Package
Note: See |IS on Nano Server for details about working with IIS.

Host support for Windows Containers -Containers

System Center Virtual Machine Manager agent -Package Microsoft-NanoServer-5CVMM-Fackags

ckage Microsoft-NanoServer-SCVMM Compute—Packa e

-veeplus.com - Download A+ VCE (lates) free Open VCW (t:E %Eekdﬁlygm%uyecpggéggegom atap;rm\f (é:r% momtormg Hyper-V. For hyper-


https://vceplus.com/
https://vceplus.com/
https://vceplus.com/

System Center Operations Manageragent Installed separately, See the System Center Operations Manager documentation for more
datails at https://technet micrasoft.com/en-us/system-centar-docs/om/manage/install

agent-on-nano-server

Data Center Bridgirg (including DCBCeS) -Package Microsoft-Nano5srver-0CB-Package
Deploying on 3 wirtual machine -Package Microsoft-Nanosarver-Guest-Package
Depleving on a physical machine - Package Microsoft-NanoServer-Host-Package

~
Bitlocker, trusted piatform module {TPM) volume encryption, -Fackage Microsoft-NManoSarver-SecuraStartup-Packags

platform identification. crvptography providers, and other
L functicnzlity related to securs startup

,
Hyper-V support for Shielded VMs ackage Microsoft-MangServer-ShieldedVM-Package
Nete: This pac¥zge 1< only svalizbie for the Datacenter edition of Nang Sarver.

QUESTION 115

Your network contains an Active Directory domain named contoso.com. The domain contains several shielded virtual machines.
You deploy a new server named Serverl that runs Windows Server 2016. You install the Hyper-V server role on

Serverl. You need to ensure that you can host shielded virtual machines on Serverl. What should you install on

Serverl?

Host Guardian Hyper-V Support

BitLocker Network Unlock

the Windows Biometric Framework (WBF)
VM Shielding Tools for Fabric Management

©Cow>»

Correct Answer: A

Section: (none)

Explanation

Explanation/Reference:

This questions mentions "The domain contains several shielded virtual machines."”, which indicates a working Host Guardian Service deployment was
completed. https://docs.microsoft.com/en-us/windows-server/virtualization/guarded-fabric-shielded-vm/guarded-fabric-guarded-host-prerequisites For a new
Hyper-V server to utilize an existing Host Guardian Service, install the "Host Guardian Hyper-V Support".
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Guarded hosts using TPM mode must meet the following prerequisites:

* Hardware: Cne host is required for initial deployment. To test Hyper-V live migration for shielded YMs, you must have at least two
hosis.

Hosts must have:

o)

=

o

o

o

IOMMU and Second Level Address Translation (SLAT)

TPM 2.0

LUEFI 2.3.7 or later

Configured to boot using UEFI (not BIOS or “legacy” mode)
Secure hoot enabled

e Operating system: Windows Server 2016 Datacenter edition

@ Important

Make sure you install the latest cumulstive update

* Role and faatures: Hypar-V role and the Host Guardian Hyper-\' Suppart feature§The Host Guardian Hyper-V Support feature is only

available on Datacenter editions of Windows Server 2016.

QUESTION 116

Your data center contains 10 Hyper-V hosts that host 100 virtual machines.

You plan to secure access to the virtual machines by using the Datacenter Firewall service.

You have four servers available for the Datacenter Firewall service. The servers are configured as shown in the following table.
You need to install the required server roles for the planned deployment

Which server role should you deploy? Choose Two.

CoOow>»

Server role to deploy: Multipoint Services

Server role to deploy: Network Controller

Server role to deploy: Network Policy and Access Services
Servers on which to deploy the server role: Server20 and Server21
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Server20 Physical Standard
Server2l Physical Standard
Server22 Virtual Datacenter
Server23 Virtual Datacenter

E. Servers on which to deploy the server role: Server22 and Server23

Correct Answer: BE

Section: (none)

Explanation

Explanation/Reference:
Datacenter Firewall is a new service included with Windows Server 2016. It is a network layer, 5-tuple (protocol, source and destination port numbers, source and

destination IP addresses), stateful, multitenant firewall. When deployed and offered as a service by the service provider, tenant administrators can install and
configure firewall policies to help protect their virtual networks from unwanted traffic originating from Internet and intranet networks.
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e Northbound Interface (REST APls)
Controller

https://docs.microsoft.com/en-us/windows-server/networking/sdn/technologies/network-controller/network-controller

Network Controller Features

The following Network Controller features allow you to configure and manage virtual and physical network devices and

services. i) Firewall Management (Datacenter Firewall) ii) Software Load Balancer Management iii) Virtual Network

Management iv) RAS Gateway Management
https://docs.microsoft.com/en-us/windows-server/networking/sdn/plan/installation-and-preparation-requirements-for-deploying-network-controller

Installation requirements

Following are the installation requirements for Network Controller.

For Windows Server 2016 deployments, you can deploy Network Controller on one or more computers, one or more VMs, or a combination of computers and VMs.
All VMs and computers planned as Network Controller nodes must be running Windows Server 2016 Datacenter edition.
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Feature Differentiation; Datacenter and Standard Editions

Feature Datacenter Edition Standard Edition

Core functionality of Windows

Server ® @

OSEs / Hyper-V Containers Unlimited 2

Windows Server containers Unlimited Unlimited
CdVeoelippiuo

Host Guardian Service V@E To PDF - Free Practice Exang)

Nano Server* @ &

Storage features including

Storage Spaces Direct and @

Storage Replica

Shielded Virtual Machines &

Networking stack <

Core-based pricing**

EXam Simulator - VCE Online
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QUESTION 117
You have two computers configured as shown in the following table.

Windows 10 Pro, version

Clientl Workgroup
1607
- Staraiane : adatum.com

You need to ensure that the credentials that you use to establish Remote Desktop sessions from Clientl to Serverl are protected by using Remote Credential
Guard.

A. Join Clientl to the domain.

B. Remove Serverl from the domain.

C. Upgrade Serverl to Windows Server 2016 Datacenter.
D. Upgrade Clientl to Windows 10 Enterprise.

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
https://docs.microsoft.com/en-us/windows/access-protection/remote-credential-guard
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Remote Credential Guard requirements

To use Windows Defender Remote Credential Guard, the Remote Desktop client and remote host must meet

the following requirements:
The Remote Desktop client device:

e Must be running at least Windows 10, version 1703 to be able to supply credentials.

® Must be running at least Windows 10, version 1607 or Windows Server 2016 to use the user’s signed-in
credentials. This requires the user's account be able to sign in to both the client device and the remote
host.

® Must be running the Remote Desktop Classic Windows application. The Remote Desktop Universal
Windows Platform application doesn't suppott WihdoWs DefeiderRemote Eredential Guard.

e Must use Kerberos authentication to connect 5 the remote host, If the cliant cannot connect to a domain
controller, then RDP attempts to fall back to NTLM. Windows Defender Remote Credential Guard does not
allow NTLM fallback because this would expose credentials to risk.

QUESTION 118

Your network contains an Active Directory forest named contoso.com. All servers run Windows Server 2016.

You implement a single-domain administrative forest named admin.contoso.com that has Enhanced Security Administrative Environment (ESAE) deployed.
You have an administrative user named Adminl in admin.contoso.com.

You need to ensure that Adminl can manage the domain controllers in contoso.com.

To which group should you add Admin1?

A. Contoso\Domain Admins
B. Admin\Administrators
C. Admin\Domain Admins
D. Contoso\Administrators

Correct Answer: D
Section: (none)
Explanation
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admin.contoso.com (NetBIOS domain name "ADMIN\") is the administrative domain.
contoso.com (NetBIOS domain name "CONTOSO\") is the corporate resource domain.
See below.

https://docs.microsoft.com/en-us/windows-server/identity/securing-privileged-access/securing-privileged-access-reference-material
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* Privileges and domain hardening - The administrative forest should be configured to least privilege
based on the requirements for Active Directory administration.

o Granting rights to administer domain controllers and delegate permissions requires adding
admin forest accounts to the BUILTIN\Administrators domain local group. This is because the
Domain Admins global group cannot have members from an external domain.

o One caveat to using this group to grant rights is that they won't have administrative access to
new group policy objects by default. This can be changed by following the procedure in this
knowledge base article to change the schema default permissions.

o Accounts in the admin forest that are used to administer the production environment should
not be granted administrative privileges to thei@dminferest-domains in it, or workstations in it.

o Administrative privileges over the admin forestShouid’ be tighthFcenirslled by an offline process
to reduce the opportunity for an attacker or malicious insider to erase audit logs. This also helps
ensure that personnel with production admin accounts cannot relax the restrictions on their
accounts and increase risk to the organization.

o The administrative forest should follow the Microsoft Security Compliance Manager (SCM)
configurations for the domain, including strong configurations for authentication protocols.

o All admin forest hosts should be automatically updated with security updates. While this may
create risk of interrupting domain controller maintenance operations, it provides a significant
mitigation of security risk of unpatched vulnerabilities.

[J Note

A dedicated Windows Server Update Services instance can be configured to automatically approve

updates. For more information, see the "Automatically Approve Updates for Installation” section in
ApproviMAWEepkds.com - Download A+ VCE (latest) free Open VCE Exams - VCE to PDF Converter - VCE Exam Simulator - VCE Online
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QUESTION 119

Your network contains two single-domain Active Directory forests named contoso.com and contosoadmin.com.
Contosoadmin.com contains all of the user accounts used to manage the servers in contoso.com.

You need to recommend a workstation solution that provides the highest level of protection from vulnerabilities and attacks.
What should you include in the recommendation?

Provide a Privileged Access Workstation (PAW) for each administrator. Join each PAW to the contosoadmin.com domain.

Provide a Privileged Access Workstation (PAW) for each user in the contoso.com forest. Join each PAW to the contoso.com domain.
Provide a Privileged Access Workstation (PAW) for each administrator. Join each PAW to the contoso.com domain.

Provide a Privileged Access Workstation (PAW) for each user account in both forests. Join each PAW to the contoso.com domain.

Oow>»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:
https://docs.microsoft.com/en-us/windows-server/identity/securing-privileged-access/securing-privileged-access-reference-material

e Workstation Hardening - Build the administrative workstations-using the Priviieéged Access

Norkstations (through Phase 3)Jbut change the demain membership 1o thaadministrative forest

instead of the production environment.

QUESTION 120

Your network contains an Active Directory domain named contoso.com. The domain contains multiple servers that run either
Windows Server 2012 or Windows Server 2012 R2.

You plan to implement Just Enough Administration (JEA) to manage all of the servers.

What should you install on each server to ensure that the servers can be managed by using JEA?

Remote Server Administration Tools (RSAT)

Microsoft .NET Framework 3.5 Service Pack 1 (SP1)
Management Odata Internet Information Services (l1S) Extension
Windows Management Framework 5.0

Cow>»

Correct Answer: D
Section: (none)
Explanation
Explanation/Reference:
https://msdn.microsoft.com/en-us/library/dn896648.aspx
Get JEA
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The current release of JEA is available on the following platforms:
Windows Server

Windows Server 2016 Technical Preview 5 and higher
Windows Server 2012 R2, Windows Server 2012, and Windows Server 2008 R2* with Windows Management Framework 5.0 installed

QUESTION 121
You have the servers configured as shown in the following table.

Role Type Number of servers
Domain controlier Physical 5
Member server Physical 15
Virtualization host Physical 8
Member server Virtual 40
Server in a workgroup Physical 5

You purchase a Microsoft Azure subscription, and you create three Microsoft Operations Management Suite (OMS) workspaces named Workspacel, Workspace2,
and Workspace3

You need to deploy Microsoft Monitoring Agent to the servers to meet the following requirements:
-Antimalware data from all the servers must be visible in Workspacel.

-Security and audit data from the domain controllers and the virtualization hosts must be visible'in
Workspace2. -System update data from all the servers in all the'workgroupsmust be visible in Workspace&
How many OMS agents should you deploy?
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A. 10
B. 33
C.73
D. 45

Correct Answer: C

Section: (none)

Explanation

Explanation/Reference:

-Antimalware data from all the servers must be visible in Workspacel.
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-System update data from all the servers in all the workgroups must be visible in Workspace&

"All the servers" mean all 5 domain controllers, plus all member servers (physical and virtual, domain and workgroup) and virtualization hosts, so there are no
exemptions.

All servers in the above table mentioned must install OMS Microsoft Monitoring agents

QUESTION 122

You have a Hyper-V host named Hyperv1 that has a virtual machine named FS1. FS1 is a file server that contains sensitive data.
You need to secure FS1 to meet the following requirements:

-Prevent console access to FS1.

-Prevent data from being extracted from the VHDX file of FS1.

Which two actions should you perform? Each correct answer presents part of the solution.

Enable BitLocker Drive Encryption (BitLocker) for all the volumes on FS1

Disable the virtualization extensions for FS1

Disable all the Hyper-V integration services for FS1

On Hyperv1l, enable BitLocker Drive Encryption (BitLocker) for the drive that contains the VHDX file for FS1.
Enable shielding for FS1

moow>

Correct Answer: AE
Section: (none)
Explanation

Explanation/Reference:
-Prevent console access to FS1. --> Enable shielding for FS1
-Prevent data from being extracted from the VHDX file of FS1. --> Enable BitLocker Drive Encryption (BitLocker) for all the volumes on FS1

QUESTION 123

Your network contains an Active Directory domain named contoso.com. The domain contains a DNS server named Serverl that runs Windows Server 2016.
A domain-based Group Policy object (GPO) is used to configure the security policy of Serverl.

You plan to use Security Compliance Manager (SCM) 4.0 to compare the security policy of Serverl to the WS2012 DNS Server Security 1.0 baseline.

You need to import the security policy into SCM. What should you do first?1

From Security Configuration and Analysis, use the Export Template option.
Run the Copy-GPO cmdlet and specify the -TargetName parameter.

Run the Backup-GPO cmdlet and specify the -Path parameter.

. Run the secedit.exe command and specify the/export parameter.

Correct Answer: C

Section: (none)
Explanation

OO wp
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https://technet.microsoft.com/en-us/library/ee461052.aspx
Backup-GPO cmdlet and specify the -Path parameter creates a GPO backup folder with GUID name and is suitable to import to SCM 4.0

QUESTION 124
Your network contains an Active Directory named contoso.com.
The domain contains the computers configured as shown in the following table.

Name IP address
Serverl 172.16.1.30
Computerl 172.16.10.60
Computer2 172.16.20.50

Serverl has a share named Sharel with the following configurations:-
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Serverl, Computerl, and Computer2 have the connection security rules configured as shown in follow:-
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Connection Security Rules

Name Enabled Endpoint1 Endpoint 2 Authentication mode Authentication method

M Rule3 Yes 172.16.10.0/24 172.16.1.0/24 Require inbound and coutbound Computer and user (Kerberos V35)

e Rule2 Yes 172.16.10.0/248 172.16.20.0/24 Require mbound and cutbound Computer and user (Kerberos VS5)
Rulel No 172.16.1.30 172.16.20.0/24 Require mbound and outbound Computer and user (Kerberos VS)

For each of the following statements are true? Choose Three.

A. When Computerl accesses Sharel, SMB encryption will be used: YES

B. When Computerl accesses Sharel, SMB encryption will be used: NO

C. When Computer2 accesses Sharel, SMB encryption will be used: YES

When Computer2 accesses Sharel, SMB encryption will be used: NO

When Serverl accesses a shared folder on Computerl, IPsec encryption will be used: YES
When Serverl accesses a shared folder on Computerl, IPsec encryption will be used: NO

nmuo

Correct Answer: ACF
Section: (none)
Explanation

Explanation/Reference:

A and C are correct.

The shared folder "Sharel1" is configured with "EncryptData : True", no matter which network the client resides, SMB 3 communication will be encrypted.

When Serverl access Computerl over network, the original packet L3 IP Header is as follow:-

172.16.1.30 --> 172.16.10.60

These traffic does not match the enabled IPSec rule "Rule2" nor "Rule3", and the only matching rule "Rulel" is disabled. So, no IPsec encryption will be achieved.
F is correct.

QUESTION 125
The network contains an Active Directory domain named contoso.com. The domain contains the servers configured as shown in the following table.
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Server

name S S e a—— e e
Serverl Domain Windows Server Update Services (WSUS) server
Server2 Domain Server that has a Trusted Platform Module (TPM)
< 3 I in oMemEA)berseweru\atvnubeconﬁguredforhstEnoughAdmnstrabon
Serverd Domain Application server
ServerS Workgroup Web server
VM1 Domain Generation 2 virtual machine
VM2 Domain DHCP server

All servers run Windows Server 2016. All client computers run Windows 10 and are domain members.

All laptops are protected by using BitLocker Drive Encryption (BitLocker).

You have an organizational unit (OU) named OUL1 that contains the computer accounts of application servers.
An OU named OU2 contains the computer accounts of the computers in the marketing department.

A Group Policy object (GPO) named GP1 is linked to OUL1.

A GPO named GP2 is linked to OU2.

All computers receive updates from Serverl.

You create an update rule named Updatel.

You need to ensure that you can encrypt the operating system drive of VM1 by using BitLocker.

Which Group Policy should you configure?

Configure use of hardware-based encryption for operating system drives
Configure TPM platform validation profile for native UEFI firmware configurations
Require additional authentication at startup

Configure TPM platform validation profile for BIOS-based firmware configurations

OO w»

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:
As there is not a choice "Enabling Virtual TPM for the virtual machine VM1", then we have to use a fall-back method for enabling BitLocker in VML1.
https://lwww.howtogeek.com/howto/6229/how-to-use-bitlocker-on-drives-without-tpm/
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& Require additional authentication at startup o

E-} Require additional authentication at startup ' et Settingr Next Setting

(O Not Configured Comment:

(® Enabled >

(O Disabled
Supported on: | At jeast Windows Server 2008 R2 or Windows 7
ichs! Help:
Allow BitLocker without a compatible TPM A | | This policy setting allows you to configure whether BitLocker
(requires a password or a startup key on a requires a_gdi'gjon_al auth-e_ntic.a_tipn each time the computer star
USB flash drive) and whethervou are using BitLockerwith opwitheuta Trusted
atform ule “Fhispoliqysetting wwapphed when yoy
Platf Meodule (TPMY.This policy setting 1sapplied when y
Settings for computers with a TPM: turn on Bitkocker;
Configure TPM startup: Note: Only one of the additional authentication options can be
required at startup, otherwise a policy error occurs.
| Allow TPM ~ |

QUESTION 126
The network contains an Active Directory domain named contoso.com. The domain contains the servers configured as shown in the following table.

Serverl Windows Server Update Services (WSUS) server

Server2 Server that has a Trusted Platform Module (TPM)

S 3 Member server that will be configured for Just Enough Administration
UEA)

Serverd4 Application server

ServerS Web server

VM1 Generation 2 virtual machine

VM2 DHCP server

All servers run Windows Server 2016. All client computers run Windows 10 and are domain members.
All laptops are protegi@shycHsingcBH-OkRHRIAEABNO R PR Hre6KRidn \ CE Exams - V CE to PDF Converter - VCE Exam Simulator - VCE Online
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You have an organizational unit (OU) named OUL1 that contains the computer accounts of application servers.
An OU named OU2 contains the computer accounts of the computers in the marketing department.

A Group Policy object (GPO) named GP1 is linked to OU1.

A GPO named GP2 is linked to OU2.

All computers receive updates from Serverl.

You create an update rule named Updatel.

You need to prepare the environment to support applying Updatel to the laptops only.

What should you do? Choose Two.

Tool to use: Active Directory Administrative Center
Tool to use: Active Directory Users and Computers
Tool to use: Microsoft Intune

Tool to use: Update Services

Type of object to create: A computer group

Type of object to create: A distribution group

Type of object to create: A mobile device group
Type of object to create: A security group

Type of object to create: An OU

TITemmoow»

Correct Answer: DE
Section: (none)
Explanation

Explanation/Reference:
https://technet.microsoft.com/en-us/library/cc708458(v=ws.10).aspx
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Automatically Approving Updates for Detection

When you select this option, you can create a rule that your WSUS server will automatically apply during synchronization. For the rule, you specify
what updates you want to automatically approve for detection, by update classification and by computer group. This applies only to new updates, as
opposed o revised updates, This setting is available on the Automatic Approval Options page.

On this page, you can alse set a rule for autematically approving updates for installation. In the event that rules conflict (for example, you have
specified the same update classification and same computer group cembination in both the rule te automatically approve for detection and
autematically approve for installation), then your WSUS server applies the rule to automatically approve for installation,

To automatically approve updates for detection

1. On the WSUS console toolbar, click Options, and then click Automatic Approval Options.

2. In Updates, under Approve for Detection, select the Automatically approve updates for detection by using the following rule check
box {if it is not already selected).

3. If you want to specify update classifications to autofatically approve during synchrenization, do the following:
o Next to Classifications, click Add/Remove Classifications.

o |n the Add/Remove Classifications cialog box, select the update classifications that you want to automatically approve, and then
click OK.

4, If you want to specify the computer groups for which to automatically approve updates during synchronization:

o Next to Computer groups, click Add/Remove Computer Groups.

¢ In the Add/Remove Computer Groups dialog box, select the computer groups for which you want to automatically approve
updates, and then click OK.

5. Under Tasks, click Save settings. and then click OK.
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Add Rule

X

jé. Select which updates to approve and the groups for which to approve them.

Step 1: Select properties

When an update is in a specific classification
[[] When an update is in a specific product
[[] Set a deadline for the approval

Step 2: Edit the properties (click an underlined value)

When an update is in any classification

Approve the update for all computers 1

QUESTION 127

The network contains an Active Directory domain named contoso.com. The domain contains the servers configured as shown in the following table.

Serverl Domain Windows Server Update Services (WSUS) server

Server2 Domain Server that has a Trusted Platform Module (TPM)

- 3 - in mnbersewefﬂtatmubeoonﬁgmedformwmm
ServerS Workgroup Web server

VM1 Domain Generation 2 virtual machine

VM2 Domain DHCP server

All servers run Windows Server 2016. All client computers run Windows 10 and are domain members.

All laptops are protected by using BitLocker Drive Encryption (BitLocker).

You have an organizational unit (OU) named OU1 that contains the computer accounts of application servers.
An OU named OU2 contains the computer accounts of the computers in the marketing department.

A Group Policy object (GPO) named GP1 is linked to OU1.

A GPO named GP2 is linked to OU2.
All computers receivmdates from Serlgerl.

.vceplus.com -
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You create an update rule named Updatel.
You enable deep script block logging for Windows PowerShell.
In which event log will PowerShell code that is generated dynamically appear?

Applications and Services Logs/Microsoft/Windows/PowerShell/Operational
Windows Logs/Security

Applications and Services Logs/Windows PowerShell

Windows Logs/Application

Oow»

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

https://docs.microsoft.com/en-us/powershell/wmf/5.0/audit_script

While Windows PowerShell already has the LogPipelineExecutionDetails Group Policy setting to log the invocation of cmdlets, PowerShell’s scripting language has
plenty of features that you might want to log and/or audit.

The new Detailed Script Tracing feature lets you enable detailed tracking and-analysis of Windows PowerShell scripting use on a system.

After you enable detailed script tracing, Windows PowerShell logs all script blocks to the ETW. (event tracing for windows) event log - Microsoft-
WindowsPowerShell/Operational.

If a script block creates another script block (for example, a script that calls the Invoke-Expression cmdlet on a string), that resulting script block is logged as well.
Logging of these events can be enabled through the Turn on PowerShell Script Block Logging Group Policy setting (in Administrative Templates -> Windows
Components -> Windows PowerShell).

QUESTION 128

You configure Just Enough Administration (JEA).

You need to ensure that a non-administrator user can perform the following actions:
-Restart Internet Information Services (I1S)

-Restart a custom service named Servicel

How should you complete the role configuration file? Choose Two

VisibleAliases = 'C:\Windows\system32\iisreset.exe'

VisibleCmdlets = 'C:\Windows\system32\iisreset.exe'

VisibleExternalCommands = 'C:\Windows\system32\iisreset.exe'

VisibleAliases = @{ Name 'Restart-service' ; Parameters @{ Name = 'Name'; ValidateSet = 'Servicel'}}
VisibleCmdlets = @{ Name 'Restart-service' ; Parameters @{ Name = 'Name'; ValidateSet = 'Servicel'}}

VisibleExternalCommands = @{ Name 'Restart-service' ; Parameters @{ Name = 'Name'; ValidateSet = 'Servicel'}}
Correct Answer: CE

Section: (none)

Explanation

moow»
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Explanation/Reference:
https://docs.microsoft.com/en-us/powershell/jea/role-capabilities

In more advanced scenarios, you may also need to restrict which values someone can supply to these parameters. Role -

capabilities let you define a set of allowed values or a regular expression pattern that is evaluated to determine if a given input is
allowed.

PowerShell (™ Copy

VisibleCmdlets = @{ Name
@{ Name

'Restart-Service'; Parameters = @{ Name = ‘Hame'; ValidateSet = 'Dns', 'Spooler' }3,
‘Start-Website'; Parameters = @{ Name = 'Neme’; ValidatePattern = 'HR_*' }}

Allowing external commands and PowerShell scripts

To allow users to run executables and PowerShell scripts._(.psi) in@<EA session, you have to add the full path to each program in g+
the VisibleExternalCommands field.

PowerShell [y Copy

VisibleExternalCommands = "C:\Windows\System32\whoami.exe',| 'C:\Program Files\Contoso\Scripts\UpdatelTSoftware.psl’

It is advised, where possible, to use PowerShell cmdlet/function equivalents of any external executables you authorize since you
have control over which parameters are allowed with PowerShell cmdlets/functions.

Many executables allow you to both read the current state and then change it just by providing different parameters.

QUESTION 129

Your network contains an Active Directory domain named contoso.com.

You plan to deploy an application named Appl.exe.

You need to verify whether Control Flow Guard is enabled for Appl.exe. Which command should you run?

A. Dumpbin.exe /dependents /locadconfig Appl.exe
B. Dumpbin.exe /headers /locadconfig Appl.exe

C. Dumpbin.exe /relocations /locadconfig Appl.exe ] )
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Dumpbin.exe /symbols /locadconfig Appl.exe
Sfc.exe /dependents /locadconfig Appl.exe
Sfc.exe /headers /locadconfig Appl.exe
Sfc.exe /relocations /locadconfig Appl.exe
Sfc.exe /symbols /locadconfig Appl.exe
Sigverif.exe /dependents /locadconfig Appl.exe
Sigverif.exe /headers /locadconfig Appl.exe
Sigverif.exe /relocations /locadconfig Appl.exe
Sigverif.exe /symbols /locadconfig Appl.exe

. Verifier.exe /dependents /locadconfig Appl.exe

Verifier.exe /headers /locadconfig Appl.exe

. Verifier.exe /relocations /locadconfig Appl.exe

Verifier.exe /symbols /locadconfig Appl.exe

Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:

https://msdn.microsoft.com/en-us/library/windows/desktop/mt637065(v=vs.85).aspx
Control Flow Guard (CFG) is a highly-optimized platform security feature that was created to combat memory corruption vulnerabilities.
By placing tight restrictions on where an application can execute code from, it makes it much harder for exploits to execute arbitrary code through vulnerabilities

such as buffer overflows.

To verify if Control Flow Guard is enable for a certain application executable:-
Run the dumpbin.exe tool (included in the Visual Studio 2015 installation) from the Visual Studio command prompt with the /headers and /loadconfig options:

dumpbin.exe /headers /loadconfig test.exe.

The output for a binary under CFG should show that the header values include "Guard", and that the load config values include "CF Instrumented" and "FID table

present".1
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QUESTION 130
Your network contains an Active Directory domain named contoso.com. The domain contains a server named Serverl that runs Windows Server 2016.1
A user named Userl is a member of the local Administrators group. Serverl has the AppLocker rules configured as shown in follow:

Rulel and Rule2 are configured as shown in the following table:1

You verify that Userl is unable to run App2.exe on Serverl.
Which changes will allow User1 to run D:\Folder1\Program.exe and D:\Folder2\App2.exe? Choose Two.

Userl can run D:\Folder1\Program.exe if Program.exe is moved to another folder
Userl can run D:\Folder1\Program.exe if Program.exe is renamed

Userl can run D:\Folderl\Program.exe if Program.exe is updated

Userl can run D:\Folder2\App2.exe if App2.exe is moved to another folder

Userl can run D:\Folder2\App2.exe if App2.exe is renamed

. Userl can run D:\Folder2\App2.exe if App2.exe is upgraded

Correct Answer: AF

Section: (none)
Explanation

oo w»
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Explanation/Reference: https://technet.microsoft.com/en-
us/library/ee449492(v=ws.11).aspx

© Important
When determining whether a file is permitted to run, AppLocker processes rules in the following crder
. Explicit deny. An administrator created a rule to deny a file,

. Explicit allow. An administrator created a rule to allow 3 file,
. Implicit deny. This is also called the default deny because all files that are not affected by an aliow rule ars automatically blocked.

L

For "D:\Folder1\Program.exe", it is originally explicitly denied due to Rulel, when moving the "Program,exe" out of "D:\Folder1\", it does not match Rulel.

Assume that "Program.exe” is moved to "D:\Folder2", it matches an Explicit Allow rule for group "BUILTIN\Administrators" which Userl is a member of, therefore A
is correct.

For "App2",exe, it matches a Explicit Deny rule using its File Hash (created File content), no matter where you move it to, or how you rename it, it would still match
Rule2.

Only changing the file content of App2.exe would let it no longer match the explicit deny hash-based rule "Rule2".

By upgrading its version and content, it will generate a new hash. so F is correct.

QUESTION 131

Your network contains an Active Directory domain named contoso.com. The domain contains multiple servers that run multiple applications.
Domain user accounts are used to authenticate access requests to the servers.

You plan to prevent NTLM from being used to authenticate to the servers.

You start to audit NTLM authentication events for the domain.

You need to view all of the NTLM authentication events and to identify which applications authenticate by using NTLM.

On which computers should you review the event logs and which logs should you review?

Computers on which to review the event logs: Only client computers

Computers on which to review the event logs: Only domain controllers

Computers on which to review the event logs: Only member servers

Event logs to review: Applications and Services Logs\Microsoft\Windows\Diagnostics-Networking\Operational
Event logs to review: Applications and Services Logs\Microsoft\Windows\NTLM\Operational

Event logs to review: Applications and Services Logs\Microsoft\Windows\SMBClient\Security

Event logs to review: Windows Logs\Security

Event logs to review: Windows Logs\System

TONMOUO®p

Correct Answer: AE
Section: (none)
Explanation
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Explanation/Reference:

Do not confuse this with event ID 4776 recorded on domain controller's security event log!!!

This question asks for implementing NTLM auditing when domain clients is connecting to member servers! See below for further information.
https://docs.microsoft.com/en-us/windows/device-security/security-policy-settings/network-security-restrict-ntim-audit-ntim-authentication-in-this-domain Via
lab testing, most of the NTLM audit logs are created on Windows 10 clients, except that you use Windows Server 2016 OS as clients (but this is unusual)
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Network security: Restrict NTLM: Audit NTLM
authentication in this domain

2017-4-5 = 3 min to read - Contributors 8

Applies to

e Windows 10

Describes the best practices, location, values, management aspects, and security considerations for the
Network Security: Restrict NTLM:JAudit NTLM authentication in this domain security policy setting.

Reference

The Network Security: Restrict NTLM: Audit NTLM authentication in this domain pclicy setting allows
you to audit on the domain controller NTLM authentication in that domain.

When you enable this policy setting on the domain controller, only authentication traffic to that domain

controller will be logged.

Auditing

View the operational event log to see if this policy is functioning as intended. Audit and block events are
recorded on this computer in tht# operational event log jocated in Applications and Services
Log\Microsoft\Windows\NTLM. Using an audit event collection system can help you collect the events

for analysis more efficiently.

There are no security audit event policies that can be configured to view output from this policy.
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QUESTION 132

Your network contains an Active Directory domain named contoso.com.

The domain contains a server named Serverl that runs Windows Server 2016 and a Nano Server named Nanol.
Nanol has two volumes named C and D.

You are signed in to Serverl.

You need to configure Data Deduplication on Nano1l.

Which tool should you use?

File Explorer

Shared Folders

Server Manager

Disk Management

Storage Explorer

Computer Management

System Configuration

File Server Resource Manager (FSRM)

IToOmMmMmOO w2

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

Either use PowerShell Remoting to Nanol and use "Enable-DedupVolume" cmdlet, however ,there is no such choice for this question; or
From Serverl, connect it's server manager to remotely manage Nanol and enable Data Deduplication for volumes on Nanol
https://channel9.msdn.com/Series/Nano-Server-Team/Server-Manager-managing-Nano-Server

QUESTION 133

Your network contains an Active Directory domain named contoso.com.

The domain contains a server named Serverl that runs Windows Server 2016 .

Serverl has a volume named Volumel.

A central access policy named Policyl is deployed to the domain.

You need to apply Policyl to Volumel.

Which tool should you use?

File Explorer

Shared Folders

Server Manager

Disk Management

Storage Explorer

Computer Management
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H. File Server Resource Manager (FSRM)

Correct Answer: A
Section: (none)
Explanation

Explanation/Reference:

I think | don't have to remind you that "File Explorer” = "Windows Explorer".
https://docs.microsoft.com/en-us/windows-server/identity/solution-guides/deploy-a-central-access-policy--demonstration-steps-#BKMK _1.4
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To assign a central access policy to a file server

1. In Hyper-V Manager, connect to server FILE1. Log on to the server by using contoso\administrator

with the password: pass@word1.

2. Open an elevated command prompt and type: gpupdate /force. This ensures that your Group
Policy changes take effect on your server.

3. You also need to refresh the Global Resource Properties from Active Directory. Open an elevated

Windows PowerShell window and type update-FsrMclassificationpropertyDefinition . Click ENTER,

and then close Windows PowerShell.

Q@ Tip

You can also refresh the Global Resource Properta lygung:ongitglelse!ﬁ!sr.%refresh the Global

Resource Properties from the file server, do the foll§{fndg® PDF - Free Practice Exam
a. Logen to File Server FILET as contoso\administrator, using the password pass@word1.

b. Open File Server Resource Manager. To open File Server Resource Manager, click Start type file server
resource manager, and then click File Server Resource Manager.
¢ In the File Server Resource Manager, click File Classification Management , right-click Classification

Properties and then click Refresh.

4. Oper{ Windows ExplorerJand in the left pane, click drive D. Right-click the Finance Documents

folder, and click Properties.
5. Click the Classification tab, click Country, and then select US in the Value field.

6. Click Department, then select Finance in the Value field and then click Apply.

Note _ .
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QUESTION 134

Your network contains an Active Directory domain named contoso.com.

The domain contains a server named Serverl that runs Windows Server 2016 .

Serverl has a volume named Volumel.

Dynamic Access Control is configured. A resource property named Propertyl was created in the domain.

You need to ensure that Propertyl is set to a value of Big for all of the files in Volumel that are larger than 10 MB.
Which tool should you use?

File Explorer

Shared Folders

Server Manager

Disk Management

Storage Explorer

Computer Management

System Configuration

File Server Resource Manager (FSRM)

ITomMmmoOOm2

Correct Answer: H
Section: (none)
Explanation

Explanation/Reference:

Automatic File Classification of FSRM
https://docs.microsoft.com/en-us/windows-server/identity/solution-guides/deploy-automatic-file-classification--demonstration-stepshttps://
blogs.technet.microsoft.com/filecab/2009/08/13/using-windows-powershell-scripts-for-file-classification/

QUESTION 135

Your network contains an Active Directory domain named contoso.com.

You are deploying Microsoft Advanced Threat Analytics (ATA) to the domain.

You install the ATA Gateway on a server named Serverl.

To assist in detecting Pass-the-Hash attacks, you plan to configure ATA Gateway to collect events.
You need to configure the query filter for event subscriptions on Serverl.

How should you configure the query filter?

Event log to configure: Application
Event log to configure: Directory Services
Event log to configure: Security

Event log to configure: System
Event ID to include: 1000 F. Event ID to include: 1009 G. Event ID to include: 1025 H. Event ID to include: 4776

mo o w»
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Correct Answer: CH
Section: (none)
Explanation

Explanation/Reference:

https://docs.microsoft.com/en-us/advanced-threat-analytics/configure-event-collection

To enhance detection capabilities, ATA needs the following Windows events: 4776, 4732, 4733, 4728, 4729, 4756, 4757. These can either be read automatically
by the ATA Lightweight Gateway or in case the ATA Lightweight Gateway is not deployed, it can be forwarded to the ATA Gateway in one of two ways, by
configuring the ATA Gateway to listen for SIEM events or by configuring Windows Event Forwarding.
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Filter | XML

Logged: | Any time

Event level: [] Critical [ ] Warning [[] Verbose

[] Eror [ Information

® Bylog Event logs: lsecurity

(0 Bysource  Event sources: I

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To
exclude criteria, type a minus sign first. For example 1,3,5-99,-76

|4776

Task category: I

Keywords: I

User |<All Users>

Computer(s): |<Al| Computers>

Event ID: 4776 NTLM authentication is being used against domain controller
Event ID: 4732 A User is Added to Security-Enabled DOMAIN LOCAL Group,

Event ID: 4733 A User is removed from Security-Enabled DOMAIN LOCAL Group Event ID: 4728 A User is Added or Removed from Security-Enabled Global
Group
Event ID: 4729 A User is Removed from Security-Enabled GLOBAL Group
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Event ID: 4756 A User is Added or Removed From Security-Enabled Universal Group
Event ID: 4757 A User is Removed From Security-Enabled Universal Group

BVCE

Free Practice Exam - IT Certifications
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