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Question: 1 

What are the two most frequent attack vectors used in cyber attacks against small businesses? 

(Choose two.) 

A. malware 

B. viruses 

C. social engineering 

D. phishing 

E. pop-ups 

Answer: CD 

Explanation: 

Question: 2 

Using Cisco Security, what is the remediation time for a previously unknown threat"? 

A. under 10 minutes 

B. under 15 minutes 

C. under 5 minutes 

D. under 8 minutes 

E. under 30 minutes 

Answer: A 

Explanation: 

https://www.cisco.com/c/en/us/products/collateral/security/aag-why-cisco-security-for-sb.html#:~:text=With%20Cisco's%20threat%20intelligence%2C%20you,to%20remediation%20in%20the%20industry. 

Question: 3 

Which two firewalls form part of Cisco's SMB offering? (Choose two ) 

A. Cisco Firepower 1000 

B. Cisco ISA 

C. Cisco ISE 

D. Cisco ASAv 

E. Cisco Meraki MX 

Answer: A, E 

Explanation: 

Question: 4 

In which way does Cisco Umbrella prevent business disruption? 
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A. using flexible cloud management to protect guests on Meraki APs 

B. restricting malicious source content from any location without slowing users down 

C. blocking malware. ransomware, phishing and botnets at the application layer 

D. enforcing security at the DNS and IP layers 

Answer: D 

Explanation: 

Question: 5 

What is a behavior of Cisco AMP for Endpoints? 

A. the top ten significant compromises are prominently displayed in the console 

B. security compromises are graphically shown and color-coded by device 

C. prevents threats at the point of entry 

D. allows a user to categorize events and endpoints by infection time 

Answer: C 

Explanation: 

Question: 6 

Which Cisco Catalyst 9800 controller supports the SD-Access deployment mode only? 

A. Cisco Catalyst 9800-CL 

B. Embedded Wireless on a Switch 

C. Cisco Catalyst 9800-L 

D. Embedded Wireless Controller on Access Points 

Answer: B 

Explanation: 

Question: 7 

Which Cisco AP model supports multiple wireless languages including Wi-Fi Bluetooth Low Energy Zigbee, and Thread1? 

A. Cisco 9100 AP 

B. Cisco 3800 AP 

C. Cisco 1800 AP 

D. Cisco 2800 AP 

Answer: A 

Explanation: 

Question: 8 
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Which Cisco Catalyst 9100 AP feature adds capacity by automatically changing the access points from 2.4 and 5GHz to Dual 5GHz? 

A. FRA 

B. SMU 

C. CleanAir 

D. wIPS 

Answer: A 

Explanation: 

Question: 9 

What is the tool to deploy and manage Cisco Business Products from end-to-end? 

A. Third-party management tool 

B. Cisco DNA 

C. Cisco Business Dashbard (CBD) 

D. Cisco Command Line Interface (CLI) 

Answer: C 

Explanation: 

Question: 10 

What is the easiest way to extend WiFi coverage and capacity"? 

A. Cisco Business Wireless Mesh Extender 

B. Wireless Access Point 

C. Umbrella DNS 

D. Cisco Business Dashboard 

Answer: A 

Explanation: 

Question: 11 

Which two products are considered a part of the Cisco Meraki full stack? (Choose two.) 

A. MX security appliances 

B. MR wireless access points 

C. Catalyst switches 

D. UCS servers 

E. Aironet wireless access points 

Answer: AB 
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Explanation: 

Question: 12 

How do Cisco Meraki devices behave if they are unable to contact the Meraki Cloud server? 

A. The network devices continue to function normally (traffic flows at full line rate), but management and configuration functions are interrupted 

B. The devices may be re-initiated into a backup mode if an administrator manually intervenes using a direct local connection 

C. The network devices will attempt to establish a connection to a locally hosted database server that has been configured for high availability 

D. The network stops passing traffic across all devices and their interfaces including any connected non-Cisco Meraki devices 

Answer: A 

Explanation: 

Question: 13 

Which interface is used to access the Cisco Meraki Dashboard? 

A. Cisco IOS command line interface (CLI) 

B. Web browser 

C. Secure Shell (SSH) 

D. Terminal (Mac) or Command Prompt (Windows) 

Answer: B 

Explanation: 

Question: 14 

Which two security tools allow administrators to maximize the security of their Dashboard management accounts'? (Choose two ) 

A. Role-based administration 

B. Local (direct) access only policies 

C. Two-factor authentication 

D. Biometric authentication 

E. Captcha challenge-response tests 

Answer: A, C 

Explanation: 

Question: 15 

What are two ways that the MX security appliance achieves automatic failover and high availability*? 

(Choose two ) 

A. Warm spare (using VRRP) 

B. Dual redundant uplink support (multiple ISPs) 
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C. Always on (availability groups) 

D. Redundant gateways (using HSRP) 

E. Survivable Remote Site Technology (SRST) 

Answer: AB 

Explanation: 

Question: 16 

What are the primary functions of the Network Topology feature in the Meraki Dashboard? 

A. It provides an intelligent mapping of physical links, dynamic device searching, and overall usage statistics and health status 

B. It provides administrators optimization recommendations based on what has been detected in the existing topology 

C. It is a diagramming and vector graphics application that consolidates Cisco Meraki-only devices into a summary document 

D. It compiles a report presenting a variety of statistics broken out across product-specific sections based on the current network 

Answer: A 

Explanation: 

Question: 17 

What is the built-in technology on the MR platform that utilizes one-way beacon advertising to interact with applications? 

A. Adaptive Radio Management 

B. BLE (Bluetooth Low Energy) 

C. BeamFlex 

D. Radio Resource Management 

Answer: B 

Explanation: 

Question: 18 

Which two capabilities are included in the System Manager's robust enterprise mobility management (EMM) feature set? (Choose two ) 

A. Rapid provisioning (enrollment) 

B. Emergency broadcast (alerts) 

C. Remote troubleshooting 

D. RFID tag tracking 

E. OS version control 

Answer: AC 

Explanation: 

Question: 19 
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What are two of the benefits of leveraging Systems Manager Sentry in a Cisco Meraki full stack"? 

(Choose two ) 

A. efficient management of client VPN settings and Wi-Fi security configurations 

B. helps facilitate the rapid enrollment and onboarding of mobile devices 

C. provides logging and generates consolidated reports of potential security vulnerabilities 

D. entitles the organization to direct access to the SM group within Meraki Support 

E. provides layer 7 application filtering for client network traffic 

Answer: A, B 

Explanation: 

Question: 20 

Which feature of the Cisco Meraki MV cameras provides efficient inspection of an area of interest across recorded footage"? 

A. High-definition video wall 

B. Dynamic pan-tilt-zoom query 

C. Retroactive motion event search 

D. Van-focal zoom-and-enhance 

Answer: C 

Explanation: 

Question: 21 

Which approach describes the high-velocity Cisco Meraki sales cycle? 

A. POC, Q&A. Rollout 

B. Compete Pilot, Support 

C. Discover Design Demo 

D. See, Try, Buy 

Answer: D 

Explanation: 

Question: 22 

What are two network-wide features that should be included in a Cisco Meraki full stack demo'? 

(Choose two ) 

A. Summary Report 

B. CMX Location Analytics 

C. L3 Scalability 
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D. Network Topology 

E. Cisco AMP 

Answer: AD 

Explanation: 

Question: 23 

Which three product families comprise the Meraki Go network stack? (Choose three ) 

A. Access points 

B. Security content filters 

C. Network routers 

D. Security gateway and firewall 

E. Network switches 

Answer: ADE 

Explanation: 

Question: 24 

What is one of the mam functionalities of the Meraki Go mobile app? 

A. used to manage and renew Meraki Go licenses 

B. for opening support tickets with the Meraki Go support team 

C. to assist with the fast onboarding of Meraki Go products 

D. to help reduce the power consumption of network devices 

Answer: C 

Explanation: 

Question: 25 

When enabled which two features will help extend the retention capacity of the Meraki MV smart cameras'? (Choose two) 

A. Direct stream-based retention 

B. Schedule-based retention 

C. Hybrid archives 

D. Cloud archives 

E. Motion-based retention 

Answer: B, E 

Explanation: 

Question: 26 
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What are the two Meraki licensing models for organizations'? (Choose two ) 

A. Cloud Dashboard licensing 

B. Per-device licensing 

C. Advanced Security licensing 

D. Co-termination licensing 

E. Enterprise Network licensing 

Answer: BD 

Explanation: 

Question: 27 

Which two features are included in every licensed MX security appliance as part of its unified threat management solution'? (Choose two ) 

A. Stateless L3/L7 firewalls 

B. OA (change of authorization) 

C. SD-WAN 

D. Umbrella integration (DNS firewall) 

E. Auto VPN (site-to-site VPN) 

Answer: C, E 

Explanation: 

Question: 28 

Combining a Cisco Meraki MR access point and MS switch solution provides which additional functionality over pairing with a Cisco Catalyst? 

A. automated MDM onboardmg 

B. centralized management and configuration 

C. Layer 7 application fingerprinting 

D. remote cable troubleshooting 

Answer: D 

Explanation: 

Question: 29 

What separates Cisco Meraki from its competitors? 

A. kit obtained via promotional seminars can be added and integrated to POC kit to enhance the service offering 

B. the cloud architecture and product experience itself 

C. testing the gear live by attending marketing webmars 

D. dedicated team and the Cisco Meraki sales specialist attend every whiteboarding session to better illustrate complex topics 
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Answer: B 

Explanation: 

Question: 30 

How does the Cisco designed portfolio ensure that someone trying to access the network is who they say they are? 

A. Cisco Umbrella 

B. single-factor authentication 

C. Talos 

D. multi-factor authentication using Duo 

E. password policy enforcement 

Answer: D 

Explanation: 

Question: 31 

By how much can Cisco UCS reduce provisioning time? 

A. 6 hours to 1 minute 

B. 12 weeks to 10 minutes 

C. 1 month to 1 hour 

D. 6 months to 2 weeks 

E. 2 weeks to 6 hours 

Answer: B 

Explanation: 

Question: 32 

In the event an entire site went down: which activity does Cisco's HyperFlex Stretched Cluster still enable a user to do? 

A. continue VM replication synchronously 

B. access the entire cluster 

C. access only the remaining node or nodes in the cluster 

D. recover lost data 

Answer: B 

Explanation: 

Question: 33 

What is a function of Cisco Intersight? 

A. Cisco Intersight provides Piatform-as-a-Service management 
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B. Cisco Intersight includes a RESTful API to provide full programmability 

C. Cisco Intersight is a great start for core management and simplification 

D. Cisco Intersight automates many tasks including RBAC and reporting of cases to TAC 

Answer: D 

Explanation: 

Question: 34 

What are two reasons the Cisco UCS C220 M5 rack server node provides more performance than the previous generation of M4 servers? (Choose two ) 

A. 20% more cores per socket 

B. 80% more PCIe lanes per socket 

C. 100% more memory 

D. 20% more storage per rack than our most dense rack servers 

E. 33% more NVMe drives 

Answer: A, C 

Explanation: 

Question: 35 

What are two HyperFlex architectural differentiators? (Choose two ) 

A. High-density form factor 

B. Next-Gen Consolidated Data Platform 

C. Simplified Policy-Based Management 

D. Pre-integrated UCS Rack and Blades + Cisco HX Data Platform 

E. Cisco Fabric Computing 

Answer: CD 

Explanation: 

Question: 36 

Which two types of traffic does the Cisco UCS VIC card converge on a single adapter? (Choose two ) 

A. VXLAN 

B. SAN 

C. NVGRE 

D. WAN 

E. LAN 

Answer: A, C 
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Explanation: 

Question: 37 

What are two customer benefits of Cisco Catalyst SMB switches? (Choose two ) 

A. logical upgrade and replacement for the Cisco Catalyst 2960-Plus. at the same price point 

B. built for large scale deployments 

C. contains advanced encryption functionality 

D. niche business functionality 

E. cool, quiet fan-less design ideal for labs open spaces and the workplace 

Answer: C, E 

Explanation: 

Question: 38 

In which two ways can the Cisco Catalyst 1000 series of switches be managed? (Choose two ) 

A. Command-Line Interface 

B. Mobile App 

C. Cisco Prime 

D. Cloud Managed 

E. On-box web Ul 

Answer: AE 

Explanation: 

Question: 39 

What is the maximum number of uplinked Catalyst switches that can be managed via a single IP 

address? 

A. 16 

B. 8 

C. 24 

D. 2 

E. 4 

Answer: B 

Explanation: 

Question: 40 

Which feature of the Cisco Catalyst 1000 series switch supports critical loT endpomts and medical devices? 
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A. Perpetual PoE 

B. Integrated Cisco Configuration Professional 

C. IPv6 First Hop Security 

D. Over the air (OTA) with Bluetooth 

E. sFlow 

Answer: A 

Explanation: 

Question: 41 

On which Cisco Small Business switch series is Smart Network Application (SNA) available'? 

A. the 550X series switch 

B. only the 350X series switch not the 350 series 

C. the 110 series switch 

D. all 200 series switches 

Answer: A 

Explanation: 

Question: 42 

Which two Cisco Small Business series switches are smart-managed? (Choose two.) 

A. 220 

B. 250 

C. 550X 

D. 350X 

E. 110 

Answer: AB 

Explanation: 

Question: 43 

How does Cisco's Webex Collaboration solution address the demands of the growing remote workforce"? 

A. by focusing on a consistent user experience across a variety of tools and devices 

B. by allowing the Webex Assistant to directly schedule calendar meetings from within the app to improve efficiency 

C. by providing separate device-specific tools for meeting messaging calling video, whiteboardmg and filesharing 

D. by supporting face-to-face team meetings with up to 50 people visible at one time 

Answer: A 
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Explanation: 

Question: 44 

Which complete cloud solution product does Cisco offer for customers with less than 1000 users? 

A. Cisco Webex Greenfields Bundle 

B. Cisco Webex A-Flex Bundle 

C. Cisco Webex Work Bundle 

D. Cisco Webex Event Center Bundle 

Answer: C 

Explanation: 

Question: 45 

What are the three primary operating principles for the entire Webex platform? (Choose three ) 

A. Security 

B. Satisfaction 

C. Integration 

D. Simplicity 

E. Transparency 

F. Privacy 

Answer: A, E, F 

Explanation: 

Question: 46 

Which layout can Cisco Webex flexible video conference support? 

A. active speaker video view where the participant talking will have the most prominent view on the screen 

B. active-active video view where two participants can engage on-screen at the same time 

C. presenter video view where the meeting host shares their desktop on the screen 

D. grid view where the active speaker is visible and other participants show on the bottom strip 

Answer: A 

Explanation: 

Question: 47 

What are two benefits of Cisco RV Series routers that simplify installation and operation? (Choose two) 

A. Comprehensive Cisco IOS routing 

B. Full integration with Cisco Unified Wireless 
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C. Intuitive web interface 

D. Cisco DNA Center integration 

E. Zero-touch deployment with Cisco Business Dashboard 

Answer: CE 

Explanation: 

Question: 48 

What does the ISR 900 series router provide over the RV series routers'? 

A. more affordability 

B. the incorporation of a 4-port unmanaged switch 

C. the ability to add new services without changing equipment 

D. cellular failover capability via a USB modem 

Answer: C 

Explanation: 

Question: 49 

Which Cisco RV model supports Umbrella integration? 

A. RV160W 

B. RV340 

C. RV260P 

D. RV260 

Answer: B 

Explanation: 

Question: 50 

Which Cisco designed portfolio solution is best for a business of 50 users or less? 

A. Meraki MX 

B. Meraki Go 

C. Firepower 10-10 

D. Cisco Umbrella 

E. Cisco AnyConnect 

Answer: B 

Explanation: 

Question: 51 
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Where do the majority of small businesses report a lack of visibility? 

A. their employee's password practices 

B. their employee's browsing habits 

C. their employee's mobile devices 

D. their employee's antivirus efficacy 

Answer: A 

Explanation: 
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