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Exam A 

QUESTION 1 

Which two statements are true when FortiGate is in transparent mode? (Choose two.) 
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A. By default, all interfaces are part of the same broadcast domain. 

B. The existing network IP schema must be changed when installing a transparent mode. 

C. Static routes are required to allow traffic to the next hop. 

D. FortiGate forwards frames without changing the MAC address. 

Correct Answer: AD 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://kb.fortinet.com/kb/viewAttachment.do? 

attachID=Fortigate_Transparent_Mode_Technical_Guide_FortiOS_4_0_version1.2.pdf&documentID=FD33113 

QUESTION 2 

Which two statements about IPsec authentication on FortiGate are correct? (Choose two.) 

A. For a stronger authentication, you can also enable extended authentication (XAuth) to request the remote peer to provide a username and password 

B. FortiGate supports pre-shared key and signature as authentication methods. 

C. Enabling XAuth results in a faster authentication because fewer packets are exchanged. 

D. A certificate is not required on the remote peer when you set the signature as the authentication method. 

Correct Answer: BD 

Section: (none) 

Explanation 
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Explanation/Reference: 

Reference: https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/913287/ipsec-vpn-authenticating-a-remote-fortigate-peer-with-a-pre-shared-key 

QUESTION 3 

Which two policies must be configured to allow traffic on a policy-based next-generation firewall (NGFW) FortiGate? (Choose two.) 

A. Firewall policy 

B. Policy rule 

C. Security policy 

D. SSL inspection and authentication policy 

Correct Answer: AB 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://docs.fortinet.com/document/fortigate/5.6.0/cookbook/38324/ngfw-policy-based-mode 

QUESTION 4 

Refer to the exhibit, which contains a Performance SLA configuration. 

 

An administrator has configured a performance SLA on FortiGate, which failed to generate any traffic. 

Why is FortiGate not generating any traffic for the performance SLA? 

A. There may not be a static route to route the performance SLA traffic. 
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B. You need to turn on the Enable probe packets switch. 

C. The Ping protocol is not supported for the public servers that are configured. 

D. Participants configured are not SD-WAN members. 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/478384/performance-sla-link-monitoring 

QUESTION 5 

Refer to the exhibit to view the application control profile.  
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Users who use Apple FaceTime video conferences are unable to set up meetings. 

In this scenario, which statement is true? 

A. Apple FaceTime belongs to the custom monitored filter. 

B. The category of Apple FaceTime is being monitored. 

C. Apple FaceTime belongs to the custom blocked filter. 
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D. The category of Apple FaceTime is being blocked. 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 6 

What is the effect of enabling auto-negotiate on the phase 2 configuration of an IPsec tunnel? 

A. FortiGate automatically negotiates different local and remote addresses with the remote peer. 

B. FortiGate automatically negotiates a new security association after the existing security association expires. 

C. FortiGate automatically negotiates different encryption and authentication algorithms with the remote peer. 

D. FortiGate automatically brings up the IPsec tunnel and keeps it up, regardless of activity on the IPsec tunnel. 

Correct Answer: B 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://kb.fortinet.com/kb/documentLink.do?externalID=12069 

QUESTION 7 

The HTTP inspection process in web filtering follows a specific order when multiple features are enabled in the web filter profile. 

What order must FortiGate use when the web filter profile has features enabled, such as safe search? 

A. DNS-based web filter and proxy-based web filter 

B. Static URL filter, FortiGuard category filter, and advanced filters 

C. Static domain filter, SSL inspection filter, and external connectors filters 

D. FortiGuard category filter and rating filter 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 
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Reference: https://fortinet121.rssing.com/chan-67705148/all_p1.html 

QUESTION 8 

Which security feature does FortiGate provide to protect servers located in the internal networks from attacks such as SQL injections? 

A. Denial of Service 

B. Web application firewall 

C. Antivirus 

D. Application control 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://docs.fortinet.com/document/fortiweb/6.3.3/administration-guide/60895/introduction 

QUESTION 9 

Which three pieces of information does FortiGate use to identify the hostname of the SSL server when SSL certificate inspection is enabled? (Choose three.) 

A. The subject field in the server certificate 

B. The serial number in the server certificate 

C. The server name indication (SNI) extension in the client hello message 

D. The subject alternative name (SAN) field in the server certificate 

E. The host field in the HTTP header 

Correct Answer: BDE 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://checkthefirewall.com/blogs/fortinet/ssl-inspection 

QUESTION 10 

Which two protocols are used to enable administrator access of a FortiGate device? (Choose two.) 

A. SSH 

B. HTTPS 
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C. FTM 

D. FortiTelemetry 

Correct Answer: AB 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://docs.fortinet.com/document/fortigate/6.4.0/hardening-your-fortigate/995103/building-security-into-fortios 

QUESTION 11 

Refer to the FortiGuard connection debug output. 

 

Based on the output shown in the exhibit, which two statements are correct? (Choose two.) 

A. A local FortiManager is one of the servers FortiGate communicates with. 

B. One server was contacted to retrieve the contract information. 

C. There is at least one server that lost packets consecutively. 

D. FortiGate is using default FortiGuard communication settings. 

Correct Answer: BC 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 12 
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FortiGate is configured as a policy-based next-generation firewall (NGFW) and is applying web filtering and application control directly on the security policy. 

Which two other security profiles can you apply to the security policy? (Choose two.) 

A. Antivirus scanning 

B. File filterC. DNS filter 
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Intrusion prevention 

Correct Answer: AC 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 13 

A network administrator wants to set up redundant IPsec VPN tunnels on FortiGate by using two IPsec VPN tunnels and static routes. 

 All traffic must be routed through the primary tunnel when both tunnels are up. 

 The secondary tunnel must be used only if the primary tunnel goes down. 

 In addition, FortiGate should be able to detect a dead tunnel to speed up tunnel failover. 

Which two key configuration changes are needed on FortiGate to meet the design requirements? (Choose two.) 

A. Configure a high distance on the static route for the primary tunnel, and a lower distance on the static route for the secondary tunnel. 

B. Enable Dead Peer Detection. 

C. Configure a lower distance on the static route for the primary tunnel, and a higher distance on the static route for the secondary tunnel. 

D. Enable Auto-negotiate and Autokey Keep Alive on the phase 2 configuration of both tunnels. 
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Correct Answer: BD 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 14 

Refer to the web filter raw logs. 

 

Based on the raw logs shown in the exhibit, which statement is correct? 

A. Access to the social networking web filter category was explicitly blocked to all users. 

B. The action on firewall policy ID 1 is set to warning. 

C. Social networking web filter category is configured with the action set to authenticate. 

D. The name of the firewall policy is all_users_web. 

Correct Answer: B 
Section: (none) 

Explanation 
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Explanation/Reference: 

QUESTION 15 

Refer to the exhibits to view the firewall policy (Exhibit A) and the antivirus profile (Exhibit B). 

Exhibit A 

 

Exhibit B 
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Which statement is correct if a user is unable to receive a block replacement message when downloading an infected file for the first time? 

A. The volume of traffic being inspected is too high for this model of FortiGate. 

B. The intrusion prevention security profile needs to be enabled when using flow-based inspection mode. 

C. The firewall policy performs the full content inspection on the file. 

D. The flow-based inspection is used, which resets the last packet to the user. 
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Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 16 

Refer to the exhibit. 

 

Based on the raw log, which two statements are correct? (Choose two.) 

A. Traffic is blocked because Action is set to DENY in the firewall policy. 

B. Traffic belongs to the root VDOM. 

C. This is a security log. 

D. Log severity is set to error on FortiGate. 

Correct Answer: AC 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 17 

Refer to the exhibit. 
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A network administrator is troubleshooting an IPsec tunnel between two FortiGate devices. The administrator has determined that phase 1 status is up, but phase 

2 fails to come up. 

Based on the phase 2 configuration shown in the exhibit, what configuration change will bring phase 2 up? 

A. On HQ-FortiGate, enable Diffie-Hellman Group 2. 

B. On HQ-FortiGate, enable Auto-negotiate. 

C. On Remote-FortiGate, set Seconds to 43200. 

D. On HQ-FortiGate, set Encryption to AES256. 

Correct Answer: A 

Section: (none) 

Explanation 
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Explanation/Reference: 

Reference: https://docs.fortinet.com/document/fortigate/5.4.0/cookbook/168495 

QUESTION 18 

What is the primary FortiGate election process when the HA override setting is disabled? 

A. Connected monitored ports > System uptime > Priority > FortiGate Serial number 

B. Connected monitored ports > HA uptime > Priority > FortiGate Serial number 

C. Connected monitored ports > Priority > HA uptime > FortiGate Serial number 

D. Connected monitored ports > Priority > System uptime > FortiGate Serial number 

Correct Answer: B 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: http://myitmicroblog.blogspot.com/2018/11/what-should-you-know-about-ha-override.html 

QUESTION 19 

An administrator needs to increase network bandwidth and provide redundancy. 

What interface type must the administrator select to bind multiple FortiGate interfaces? 

A. VLAN interface 

B. Software Switch interface 

C. Aggregate interface 

D. Redundant interface 

Correct Answer: B 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://forum.fortinet.com/tm.aspx?m=120324 

QUESTION 20 

Refer to the exhibit. 

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



 

www.vceplus.com - Free Questions & Answers - Online Courses - Convert VCE to PDF - VCEplus.com



 

The exhibit contains a network diagram, central SNAT policy, and IP pool configuration. 

The WAN (port1) interface has the IP address 10.200.1.1/24. 

The LAN (port3) interface has the IP address 10.0.1.254/24. 

A firewall policy is configured to allow to destinations from LAN (port3) to WAN (port1). 

Central NAT is enabled, so NAT settings from matching Central SNAT policies will be applied. 

Which IP address will be used to source NAT the traffic, if the user on Local-Client (10.0.1.10) pings the IP address of Remote-FortiGate (10.200.3.1)? 

A. 10.200.1.149 

B. 10.200.1.1 

C. 10.200.1.49 

D. 10.200.1.99 

Correct Answer: B 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 21 

An administrator needs to configure VPN user access for multiple sites using the same soft FortiToken. Each site has a FortiGate VPN gateway. 

What must an administrator do to achieve this objective? 
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A. The administrator can register the same FortiToken on more than one FortiGate. 

B. The administrator must use a FortiAuthenticator device. 

C. The administrator can use a third-party radius OTP server. 

D. The administrator must use the user self-registration server. 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 22 

Refer to the exhibit. 

 

Why did FortiGate drop the packet? 

A. It matched an explicitly configured firewall policy with the action DENY. 

B. The next-hop IP address is unreachable. 

C. It failed the RPF check. 

D. It matched the default implicit firewall policy. 

Correct Answer: B 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 23 

Refer to the exhibit. 
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A network administrator is troubleshooting an IPsec tunnel between two FortiGate devices. The administrator has determined that phase 1 fails to come up. The 

administrator has also re-entered the pre-shared key on both FortiGate devices to make sure they match. 

Based on the phase 1 configuration and the diagram shown in the exhibit, which two configuration changes will bring phase 1 up? (Choose two.) 

A. On HQ-FortiGate, set IKE mode to Main (ID protection). 

B. On both FortiGate devices, set Dead Peer Detection to On Demand. 
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C. On HQ-FortiGate, disable Diffie-Helman group 2. 

D. On Remote-FortiGate, set port2 as Interface. 

Correct Answer: BC 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 24 

Which two statements are true about the RPF check? (Choose two.) 

A. The RPF check is run on the first sent packet of any new session. 

B. The RPF check is run on the first reply packet of any new session. 

C. The RPF check is run on the first sent and reply packet of any new session. 

D. RPF is a mechanism that protects FortiGuard and your network from IP spoofing attacks. 

Correct Answer: AD 

Section: (none) 

Explanation 

Explanation/Reference: 

Reference: https://www.programmersought.com/article/16383871634/ 

QUESTION 25 

Refer to the exhibit. 
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The exhibit contains a network interface configuration, firewall policies, and a CLI console configuration. 

How will FortiGate handle user authentication for traffic that arrives on the LAN interface? 

A. If there is a full-through policy in place, users will not be prompted for authentication. 

B. Users from the Sales group will be prompted for authentication and can authenticate successfully with the correct credentials. 

C. Authentication is enforced at a policy level; all users will be prompted for authentication. 

D. Users from the HR group will be prompted for authentication and can authenticate successfully with the correct credentials. 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 
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